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1. OBIIASI XAPAKTEPUCTUKA PABOUYEHN ITPOI' PAMMBI
IMPO®ECCHUOHAJIBHOI'O MOJYJISI
IIM.01 HACTPOUKA CETEBOU UH®PACTPYKTYPBI

1.1. llesib ¥ MUIAHUPYEMbIe Pe3yJIbTATHI 0CBOEHUSI MPO(PECCHOHATIBLHOT0 MOIYJIsI

B pesynbrare nzydeHus npodeccuoHaJIbHOTO MOAYIS 00Y4aroIIUiics TOJIKEH OCBOUTH BUJ
nestensHocTr BJ[ 1. Hacrtpoiika ceTeBoii WH(PACTPYKTYyphl COOTBETCTBYIOIIME €My OOIIHE
KOMITETEHITH | TTPO(HEeCCHOHATEHBIC KOMITCTCHITHH

1.1.1. Tlepeuenpb 00MKUX KOMIIETEHITUN

Kon HaumenoBaHue 00X KOMIIETEHIAN

OK 01. | Boibupats croco0sl pemieHns 3aaad npopecCUOHANbHON AESITETbHOCTH IPUMEHUTEIBHO
K pa3JaM4HbIM KOHTEKCTaM

OK 02. | Ucnonb3oBaTh COBpEMEHHBIE CpEJICTBAa IOWCKA, AaHaIW3a M  HUHTEpIpeTaluu
uHbpopManui W WHGOPMAIMOHHBIE  TEXHOJOTMHM  JUISI  BBIMIOJHEHHS  3a/1ad
1pohecCHOHATBHOM IeATETLHOCTH

OK 03. | [InanupoBaTh M peanu30BbIBaTH COOCTBEHHOE MNPO(ECCHOHAIbHOE U JUYHOCTHOE
pa3BUTHE, MPEANPUHUMATENBCKYIO JESATeNIbHOCTh B Npo(ecCHOHAIBHOU  cdepe,
WCIIOJIb30BAaTh 3HAHUS [0 NpPaBOBOM U (UHAHCOBOM TI'PaMOTHOCTH B PAa3IUYHBIX
JKU3HCHHBIX CUTYyalluAX

OK 04. | DddexkTrnBHO B3aMMOICHCTBOBATH M padOTATh B KOJUIEKTHBE U KOMaH/IE

OK 05. | OcymiecTBisATh YCTHYH0O U IUCBMEHHYKH) KOMMYHHUKAIIMIO HAa TOCYJIapCTBEHHOM SI3bIKE
Poccuiickoit ®enepanuu ¢ ydyeToM OCOOEHHOCTEH COLMAIBHOIO M KYJIbTYPHOTO
KOHTEKCTa

OK 06. | [IposABAsTh TPaKAAHCKO-TIATPUOTUYECKYIO TO3MIIMIO, JIEMOHCTPUPOBATH OCO3HAHHOE
MOBE/ICHUE Ha OCHOBE TPAJUIUOHHBIX POCCUMCKHUX JYyXOBHO-HPABCTBEHHBIX LIEHHOCTEH,
B TOM YHCJIE€ C Y4YETOM TapMOHM3AIMM MEXKHALUOHAIBHBIX M MEXPEIUTHO3HBIX
OTHOIICHHH, MPUMEHSATh CTaHAAPThl aHTUKOPPYIIIMOHHOTO TIOBEICHUS

OK 07. | ConelicTBOBaTh COXPaHEHHIO OKPYKAIOIICH Cpeabl, pecypcocOCpeKeHUI0, MTPUMEHSTH
3HaHUS 00 M3MEHEHHH KJIMMAaTa, MPUHIUIBI OEPexITMBOIO MPOU3BOJICTBA, dPPEKTUBHO
JIeMCTBOBATh B UPE3BBIYANHBIX CUTYALIUSIX

OK 09. | [Tons3oBatbcsi  Mpo(heCCHOHATBLHOM  JTOKYMEHTAllUe Ha  TOCYAApCTBEHHOM H
WHOCTPAaHHOM S3BbIKax

1.1.2. Tlepeuens mpodecCHOHATBHBIX KOMIICTCHITUI

Kon HanMenoBaHnue Buia qesITeIbHOCTH U TPO(HECCHOHATBHBIX KOMITETEHIIUHN

BJI 1. Hactpoiika ceTeBoil nuH(ppacTpyKTyphl

K 1.1. JIOKyMEHTHpPOBAaTh  COCTOSHUS ~ MH(POKOMMYHHKAIMOHHBIX ~ CHUCTEM M HUX
COCTABJISIFOLIMX B IPOLIECCE HAJAAKU U HKCILTyaTalliu

K 1.2. [ToanepxxuBath pabOTOCIOCOOHOCTH amNMapaTHO-MPOrPAMMHBIX CPEJICTB YCTPOMCTB
MH()OKOMMYHUKAIIMOHHBIX CHCTEM

I1K 1.3. YcTpaHaTh HEMCIPABHOCTH B paboTe MHPOKOMMYHUKAITMOHHBIX CUCTEM

I[IK 1.4. [IpoBoauTh NpHEMO-CHATOYHBIE MCHBITAHUS KOMIIBIOTEPHBIX CETEM M CETEBOIO

O60py,[[OBaHI/I$I Pa3JInNIHOro YpOBHS U OLICHKY Ka4CCTBa CETEBOM TOIOJIOTUH B paMKax
CBO€I OTBETCTBEHHOCTH

IIK 1.5. Ocy1ecTBIATh pe3epBHOE KOMMPOBAHUE U BOCCTAHOBIIEHUE KOH(PUIYPAILIUN CETEBOTO
000py0BaHUsl HHPOPMALTMOHHO-KOMMYHUKAIIHOHHBIX CUCTEM

IIK 1.6. Ocy1ecTBIATh WHBEHTAPH3AIMIO TEXHUYECKUX CPEJICTB CETeBOM MH(PACTPYKTYpHI,
KOHTPOJIb 000PYI0BaHMsI ITOCIIE IPOBEJICHHOTO PEMOHTA

IIK 1.7. OcCyIecTBIATh peryiaMeHTHOE OOCTY)KMBAaHHE M 3aMEHY PAcXOJHBIX MaTepHajoB

nepudepuitHOr0, CETEBOT0 M CEPBEPHOTO 00OpYyI0BaHUS HHPOKOMMYHUKAITMOHHBIX
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| cucrem

1.1.3. B pe3ynbpTare 0CBOCHHS MPOPECCHOHATBHOTO MOy OOYUYAIONIHIICS TOJKEH:

Bnazets
HaBBIKAMH

COCTaBJICHU PCIIIAMCEHTHBIX OTYCTOB O 3aMCUYCHHBIX OTKJIOHCHUAX OT HITATHOI'O PCKHUMaA
q)yHKIII/IOHI/IpOBaHI/Iﬂ I/IH(I)OKOMMyHI/IKaHI/IOHHI)IX CHCTEM,

JOKYMEHTHpOBaHUsI 0a30BOM KOH(UTYpalluu M MPOrpaMMHOT0 OOECIIeYeHHUsl YCTPOHCTB
WH(GOKOMMYHHKAIIMOHHBIX CHCTEM;

YCTaHOBKU MH(OKOMMYHHUKAIIMOHHBIX CUCTEM Ha pa004MX MECTaxX COTJIACHO TPYIOBOMY
3a/1aHUIO;

BBITIOJIHEHUSI JTMATHOCTHKH alMapaTHBIX OMMOOK YCTPOWCTB MH(POKOMMYHUKAITUOHHBIX
CUCTEM;

JIEMOHTa)ka WM 3aMEHbl  Yy3JIOB M DJIEMEHTOB  OTHEIBHBIX  YCTPOMCTB
WH(GOKOMMYHHKAIIMOHHBIX CUCTEM, B TOM YHCIie epuepritHOro 000pya0BaHMs,

BBISIBJICHHS COOEB M OTKA30B CETEBBIX yCTpOﬁCTB 1 ONCPAIMOHHBIX CUCTEM,

orpesienieHns: cOOEB U OTKA30B CETEBBIX YCTPOWCTB M ONMEPaIlMOHHBIX CHCTEM;

yCTpaHEHHUsl TIOCNIEACTBHI COOEB M OTKa30B CETEBBIX YCTPOWCTB M ONEPAIMOHHBIX
CHCTEM;

OIpe/eSICHNs] TMPUYMH BO3HUKHOBEHUS KPUTHYECKUX HWHIMICHTOB TpPH  padoTe
MIPUKJIaTHOTO IPOTPAMMHOT0 00eCIeYeHus;

IIOATOTOBKH K IMPOBCACHUIO NMPEABAPUTEIIBHBIX HCHBITaHHﬁ;

COCTaBIICHUs TpadiKa PeIBAPUTENBHBIX UCITBITAHUI;,

OITOBCUICHU A MOJIH30BATENIEH O BO3MOKHEIX NEPEphIBax B IPEAOCTaBJICHUN CCPBHCOB,

BBITTOJTHCHUS MMPEABAPUTEIIbHBIX HCHBITaHHﬁ;

BOCCTAHOBJIEHHS MApaMETPOB MO0 YMOIYAHHUIO COTVIACHO JOKYMEHTAIMH OIEpPaI[HOHHBIX
CHUCTEM,;

BOCCTaHOBJICHHSI TAPAMETPOB NIPH IIOMOIIU CEPBEPOB apXMBUPOBAHNIS;

BOCCTAHOBJIEHHUS NTapaMETPOB MPH MOMOIIH CPEACTB YIPABIEHUS CHENHATH3NPOBAHHBIX
OIIEPAIIOHHBIX CHCTEM CETEBOr0 000PYIOBAHMUS;

[JJAHUPOBAHHUA  pPACHUCAaHWS  apXWBHPOBAHWA W  apXWBHPOBAHUE  IapaMETpPOB
TIOJTE30BATENBCKUX YCTPOMCTB;

COTPOBOXKJICHUS cepBepoB ApPXUBHPOBAHMSI MIPOrPaMMHOTO oOecrieueHus
WH(POPMAITMOHHO-KOMMYHHKAIIMOHHOW CUCTEMBI;

MOHUTOPHHI'A IPOBEICHHOI'O IIJIAHOBOI'O ApXWBUPOBAHUA ITIOJIB30BATCIIBCKUX yCTpOﬁCTB;

IIPOBEACHUA NHBCHTApHU3allH,

IPOBEPKM OTYETOB MO pEe3ylbTaTaM WHBEHTApU3allMd W CIHCAHUS allapaTHBIX,
IPOrpaMMHO-aNMaPaTHBIX U IPOTPAMMHBIX CPEZICTB;

(¢uKkcMpoBaHUS B  OKypHaJle MHBEHTAPHBIX HOMEPOB  TEXHHYECKUX CPEACTB
aIMUHUCTPUPYEMOH CETH;

(¢uKkcUpoBaHUS B OKypHaJle  MECTOPACIOJIOKEHHsS  TEXHHYECKUX  CPEICTB
aIMUHUCTPUPYEMOH CETH;

MapKUPOBKU TEXHUYECKUX CPEACTB aIMUHHUCTPUPYEMOM CETH;

KOHTPOJISL OCTaTKOB 3aIaCHBIX YacTed 1 000pyN0BaHuUs IOJ 3aMEHY;

KOHTPOIISL COONOIeH s TpadiKa MPpOPIIAKTHIECKOr0 00CITYKUBaHUS 000PYIOBaHUS;

BHCCCHUA NAaHHBIX O IHPOBCACHHBIX pa60TaX B I/IH(i)OpMaI_II/IOHHy}O CUCTCMY YIHPABJICHUA
3a11acaMu 1 pEMOHTOM;

BHECCHHUA TaHHBIX 00 MCIOJB30BAaHHBIX 3allaCHBIX YAaCTAX B HHq)OpMaI_II/IOHHyIO CUCTEMY
YIIPaBJICHHUA 3an1aCaMM M PpEMOHTOM,

YmeTn

IIOJIB30BAaThCA HOpMaTI/IBHO-TeXHI/ILI€CKOI‘/JI JAOKYMCHTaIn el B obmactu
I/IH(i)OKOMMYHI/IKaI_[I/IOHHLIX TeXHOJ'IOl"PIfI;

COIIPOB O)K,Z[aTB/ BCCTHU TEXHUYCCKYIO AOKYMCHTAallUIO oo 00BEKTaM
I/IH(bOKOMMYHI/IKaI_[I/IOHHBIX CUCTEM

KOHTPOJIMPOBATh HAJIWYUC U JABWXKXCHHUC alIllapaTHBIX, IMMPOrpaMMHO-alIapaTHbIX U
MIPpOrpaMMHBIX CPCACTB,

pa60TaTB C HH(l)OpMaHHOHHOﬁ CHCTEMOH I10 YIIPpaBJICHUIO 3ariacaMy 1 pPEMOHTOM;

0(1)OpMJ'I$ITB 3a5BKH Ha MATCPpHAJIbl 1 KOMIUICKTYIOIIUEC I/IH(I)OKOMMYHI/IKaLII/IOHHLIX
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CHCTEM;

MPUMEHSITh HHCTPYKIMHU 10 YCTaHOBKE M DKCILTyaTalluy nepuepruitHoro 000pyaoBaHus;

BBIMIOJTHATh 3aMEHY PACXOMHBIX MATEPHAIOB W KOMILICKTYIOIUX TepruepruitHoro
000pyIOBaHMS;

HCIIOJIb30BATh KOHTPOJIbHO-U3MEPUTEIBHOE obopynoBanue JUIsL IIPOBEPKHU
ANEKTPUIECKUX COCAMHCHHI YCTPOUCTB MH(POKOMMYHHUKAIIMOHHBIX CHCTEM;

BBUSIBJIAIT W YCTPAHATh MEXaHWYECKHE TIOBPEXKICHHS U Je(EKThl YCTPOHCTB
WH(OKOMMYHHKAIIMOHHBIX CHCTEM;

UACHTH(GHUIMPOBATh WMHIUACHTHI, BO3HUKAIONIME MPHU YCTAHOBKE IPOTPAMMHOIO
olecrieueHsl, 1 IPHHAMATh pelieHre 00 M3MEHEHHU NPOLIeAYPhl YCTAaHOBKH;

OLCHMBATDH CTCIICHb KPUTUYHOCTHU UHIIUACHTOB IIPU pa60Te IMPUKIaAHOIO MPOrpaMMHOI'0
obecrieueHust;

YCTPaHATH BOSHHUKAIOIINEC MHIIUACHTEI,

MPOU3BOJMTh MOHUTOPHUHT aJIMHUHUCTPUPYEMOH HH(POPMAIMOHHO-KOMMYHUKAITMOHHON
CUCTEMBI;

JOKYMEHTHPOBATh YYETHYI0 HMH(QOpMAIMI0 00 WCIONb30BaHUH CETEBBIX PECYPCOB
COTJIACHO YTBEPKACHHOMY TpadHKy;

UICHTU(OUIIMPOBATh HWHIIMJICHTHI, BO3HUKAIOIINE TP MPOBEACHUU IPEABAPUTEIBHBIX
WCIIBITAHUH;

HCIIOJIB30BATh MPOUCAYPHI BOCCTAHOBJICHUSA JAaHHBIX;

onpeAciIAT, TOYKU BOCCTAHOBJICHUS JAHHBIX]

OLICHMBATh PUCKU IIEPEPHIBOB B IIPEIOCTABICHUHN CEPBUCOB IIPU IPOBEACHUMN UCIIBITAHUN;

paboTaTh C cepBepaMH apXWBHPOBAHUS W CPEACTBAMU YIPABICHUS ONEPAIIMOHHBIX
CHCTEM;

BBITIOJIHATH IJJAHOBOE apXHBHPOBAaHHE MPOrPAMMHOI0O OOECIICUSHHUs TOJIb30BATEIBCKUX
YCTPOMCTB COTJIACHO TpaduKy

paboTaTh ¢ JOrOBOPHOM M OTYCTHOM JOKYMEHTalMeld Ha OOCIyKHBAaEMYyIO
nH(OPMaIMOHHO-KOMMYHHUKAIIHOHHYIO CHCTEMY;

3HaTh

MIpaBMJIa ¥ POLIEAYPHI IPOBEIEHUS] MHBEHTAPHU3AINH;

MpaBMJIia MapKUPOBKH YCTPOHCTB U 3JEMEHTOB HH(OPMAIMOHHO-KOMMYHUKAIIMOHHOMN
CHCTEMBI;

OCHOBBI JE€JI0NPONU3BOJACTBA,

MpoUCAYPHBI CIIMCAHUA TEXHUICCKUX CPEACTB,

IIPOrpaMMHBIE CPEICTBa HHBEHTApH3aIINH;

MIPUHIIMITBI KITACCHU(HUKAIINKA U KOAWPOBAaHUS UH(POPMAIINH;

THUITIOBBIC BAPUAHTEI B3aUMO3aMEHACMOCTH

MPUHIUIB OpraHU3alud HH(GOKOMMYHUKAIIMOHHBIX CHCTEM 10 YIPABICHUIO PEMOHTOM
1 00CITy’)KUBaHHEM;

TUIIOBBIE CPOKU NPOBEACHUS MPOPUIAKTUIECKIX PEMOHTOB;

TCPMHUHOJIOI'UA U IpaBUJia YTCHUA TEXHUICCKOMN JOKYMCHTallH;

npaBmia OQOPMIICHHMS TEXHHYECKOHM JOKYMEHTallMM TI0 pe3yibTaTaM MpPOBEPKH
paboTOCIOCOOHOCTH YCTPOUCTB MHPOKOMMYHHUKAIIMOHHBIX CHCTEM;

OCHOBBI aPXUTEKTYPBI alllapaTHBIX CPEACTB;

MPUHIMIBI QYHKIMOHUPOBAHMS alllapaTHBIX CPENCTB BHIUNCINTEIbHON TEXHHUKH,

TUIIOBBIC PCTJIIAMCHTBI OGCJ’Iy)KI/IBaHHH alIapaTHbIX CPCACTB,

crocoObl  OOHapy)KeHHsl  MEXaHMYECKMX  HeloJaJZoK B  paboTe  yCTpOWCTB
WH(}OKOMMYHHMKALMOHHBIX CUCTEM, IPUYMHBI UX BOSHUKHOBEHUS M IPUEMBl YCTPAaHEHHUS;

TpeOOBaHUS OXpaHbl TpyJda Ipu paboTe ¢ anmapaTHBIMH, POrPaMMHO-AINapaTHBIMUA U
MIPOrpaMMHBIMHU CPEICTBAMHU aAMUHUCTPUPYEMON HH(POPMALTMOHHO-KOMMYHHUKAITHOHHOM
CHCTEMBbI

TpeOOBaHUS OXpaHbl TpyZa NMPH PaboTe C CETEBOW ammnapaTypodl aJMHUHUCTPHPYEMOIl
WH(OPMAITMOHHO-KOMMYHHUKAIIMOHHOW CUCTEMBI;

JIMICH3MOHHBIC TpC6OBaHI/IH Io HaCTpOfIKe U OSKCIITyaTalluku yYCTaHABJIIMBACMOI'O
IIpOrpaMMHOI0O 06CCH6‘16HI/I}I;

OCHOBBI ApXUTCKTYPHI, yCTpOfICTBa u (bYHKL[I/IOHI/IPOBaHI/IH BBIYHMCIIMTCIBHBIX CUCTEM,
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O0IIMe MPUHIUIBI (PYHKIMOHUPOBAHUS allapaTHBIX, MPOrPAMMHBIX W IPOTrPAMMHO-
anmapaTHBIX  CPEACTB  aJMHHUCTPHUPYEMOW  MH(POPMAIMOHHO-KOMMYHHUKAI[UOHHOM
CHCTEMEI,

APXUTCKTYypa almnapaTHblX, I[IPOrpaMMHBIX HW  HOPOrpaMMHO-alIapaTHbIX  CPCACTB
a,[[MHHHCTppreMOﬁ I/IH(bOpMaHI/IOHHO-KOMMYHHKaHHOHHOﬁ CHCTCMBI,

TpC6OBaHI/I$I K KOMITBIOTCPHBIM CCTAM;

APXUTEKTYpa MPOTOKOJIOB;

CTaHJIapTU3alus CEeTeu;

9Tamnbl MIPOSKTUPOBAHHS CETEBOH MHPPACTPYKTYPHI,

opranmzaius padoT 1O BBOAY B IKCIUIyaTalUI0 OOBEKTOB M CEIMEHTOB KOMITBIOTEPHBIX
ceTel;

CTaHJapThl KaOesel, OCHOBHBIE BHUJBl KOMMYHHKAIIMOHHBIX YCTPOWCTB, TEPMHHBI,
MIOHSTHA, CTAHAAPTHI U TUIIOBBIE 3JIEMEHTHI CTPYKTYPUPOBAHHOM KaOENbHON CHCTEMBI:
MOHTaX, TECTUPOBAHMUE;

CpE/CTBA TECTUPOBAHMsI U AHAJIN3A;

MIporpaMMHO-almapaTHbIC CPEACTBA TEXHUYCCKOTO KOHTPOJIA,

WHCTPYKIIUHU 0 YCTaHOBKE aJMUHHUCTPUPYEMBIX CETEBBIX YCTPOWCTB WH(OPMAIMOHHO-
KOMMYHUKAIIMOHHOM CUCTEMBI;

OTPaCJICBLIC HOPMATHUBHBIC ITPABOBLIC AKThI;

TUTIOBBIC ~ CPOKH  3aKJIFOUCHHsT W JICWCTBUS  JIOTOBOPOB Ha  OOCIY)XHBaHUE
rnH(}OPMaIIMOHHO-KOMMYHHUKAIIMOHHON CHCTEMBI;

HeﬁCTBy}OIHHe B OpraHu3aliuy JIOKaJIbHBIC aKThl Ha Oq)OpMJ'[eHI/Ie 3as4BOK HAa MaTCpUajibl U
KOMILICKTYIOIIHNE.

1.2. KosimyecTBO 4aCOB, OTBOJAUMOE HA OCBOEHHE NMPO(eCcCHOHATIBLHOT0 MOLYJIs

Bcero yacos 722,
B TOM 4HCJIE€ B JOpMe MPaKTUUECKON MOArOTOBKU 422 Jaca.

N3 nux Ha ocBoerne MJIK 500 gacos,

B TOM YHCJIE CaMOCTOsITEIbHAs paboTa 25 yacoB, MpoMeXyToOYHas aTTecTanus 12 yacos;
MpakTUKH 216 4acos,

B TOM umcie yaeOHas npaktrka 108 yaco, mpousBoacTBeHHas npakTuka 108 yacos.
[TpoMexxyTouHast aTTecTamus 1Mo npoheCCHOHATLHOMY MOIYIIIO B (hopMe IK3aMeHa — 6 4acoB.




2. CTPYKTYPA U COAEP KAHUE ITPOP®PECCUOHAJIBHOI'O MOAYJIA

2.1. CTpykrypa npogeccuoHaILHOr0 MOAYJIst

O0BeM MpodecCHOHATBHOI0 MOIYJIS, aK. 9ac

]?bT'q' B O6yuenne o MJIK [TpakTuku
Konpr opme B TOM YHCJIE
HaumenoBanust pasacioB Bceero paKTu 6
MPOQECCHOHALHEIX a podheCCHOHATBHOTO MOJYIIS YacoB | YECKOM JlaboparopHbix KypcoBbix
O6H_II/IX KOMIICTCHIIMHN Bcero u CamocrosTenbpHas HpOMe)KyTO'-IHaH H]I)OI/I?:BOZ[CT
HOATOT pabor 6 VuebHas
OBKHU HpaKTI/I‘IeCE(I/IX (HpOeKTOB) paoora arrecranusa BCHHasA
3aHsATHUN
1 2 3 4 5 6 7 8 9 10 11
K11 -TIK 1.7, | Pasgen 1. KomnboTepHble 189 62 189 62 - 9 6 - -
OK01.-OKO07., | cern
OK 09.
HK 1.1. -TIK 1.7, | Pazgen 2. Opranu3zanus, 209 112 209 82 30 12 6 - -
OK01. - 0K 07, NPUHIHIBI TIOCTPOEHHS U
OK 09. (GYHKIHOHHPOBAHMS
KOMIIBIOTEPHBIX ceTeii
K 1.1. -1IK 1.7, | Pa3nex 3. Be3onacHocTb 102 32 102 32 - 4 - - -
OK01.-OK07., | koMnbIOTepHBIX ceTeil
OK 09.
HK 1.1.-TIK 1.7., | YyefHas npakTHKa 108 108 - - - - - 108 -
OK 01. - OK 07.,
OK 09.
K 1.1. -IIK 1.7., | IIpou3BoacTBeHHAst 108 108 - - - - - - 108
OK 01., OK 02., npakTHKa
OK 05., OK 06.,
OK 07., OK 09.
TIpoMesKyTOUHASI ATTeCTAUS 6 - - - - - 6 - -
Beero: | 722 422 500 176 30 25 18 108 108




2.2. TeMaTH4eCcKHii IIaH U cojiep:kaHue npodeccuoHanbHoro moayst (IIM)

HaumMeHoBaHMe pa3iesioB U

Oo0mnbem, akaj.

TeM NPodecCHOHATLHOTO Conep:kanne y9e6HOr0 MaTepHaJIa, ‘:,:,Z;eor
moxyast (IIM), J1a60paToOpPHbIE M NPAKTHYECKAE 3AHATHSI, CAMOCTOATEILHASL PadoTa 00yJaIUXCs, KypcoBas padora dopme Kon ITIK, OK
MEKITUCHUINVINHAPHBIX (npoeKT) NMPaKTHYECKOMH
kypcoB (MIK) HOATOTOBKH,
axKaa. 4
1 2 3 4

Paznen IIM 1. KomnbloTepHble ceTH 189 /62

MJIK.01.01 KoMnblOTEpHBIE CETH 189 /62

Pa3nen 1. BBeaeHue B ceTeBbIe€ TEXHOJIOTHHI 96 /32

Tema 1.1. O6as Conep:xanue 4 MK 1.1, IIK 1.2,,

XapaKTepPUCTHKA Bunel xoMmbeioTepHBIX ceTeid. [mobanmpHBIE W JIOKaJdbHBIE CETH. BHIBI CETEBBIX apXUTEKTYP. [IK'1.4., TIK'1.6.,

KOMIIBIOTEPHBIX CeTeM OcCHOBHBIE KOMITOHEHTBI CETel, CeTeBast Cpejia U CEeTeBbIe YCTPOWCTBA. TEXHOIOTUH TOIKITFOYCHHS [K'1.7,,
k Hurepuer. KadecTBO W HameXHOCTh ceTeil. OCHOBHBIC TIOHSATHS CETEBOM OE€30MacHOCTH. OE 0‘11" OE Og"
TenaeHunn pa3BUTHS CETEN (())K %7'.” (())K(())9..,

Tema 1.2. CeTeBble Coaep:xanne 6 K 1.1, TIK 1.2,,

NMPOTOKOJbI U KomupoBanne u mapamerpbl cooOmieHusi. CereBbie MPOTOKONBL. B3anMoselcTBHE MPOTOKOJIOB. K 1.4, TIK L5,

KOMMYHHMKALNHU Ha6op nporokonos TCP/IP u mporecc oOMeHa mgaHHbIMH. OpraHu3aldd 10 CTaHIAPTH3ALINM: IIK16,TK 1.7,
ISOC, IAB, IETF, IEEE, ISO. MuoroypoeHeBbie moaenu OSI u TCP/IP. UHKkancyasius JaHHBIX. 8§ gi 8§ gé
IIporokompabie Onoku maHHBIX (PDU). [octyn k nokambHBIM pecypcam. CereBasi ampecarivs. OK 07" OK 09"
MAC- u IP- anpeca. Jloctyn Kk ynai€ausiM pecypcam. 11103 mo yMoagaHuio ’ '

Tema 1.3. CereBoii noctyn | Conepxanue 6 K 1.1, TIK 1.2,
[IpoToKOMBI M CTAaHAAPTH (u3nYeckoro ypoBHA. CrocoObl TOAKIIOUueHHs K cer. CeTeBble IIK'1.3, IIK 1.4,
natepdeiicasie miatel (NIC). Cpempl mepemadu NaHHBIX M WX XapaKTEPUCTHUKU: TPOITYCKHAs K 1.5, TIK 1.6.,
CHOCOOHOCTH, TPOU3BOIUTENHHOCTE. Buabl Menabix cereBbix kabenei: UTP, STP, xoakcnampHBIHA. OK 1(}%( 101( 02
PazroBHOHOCTH, OCOOEHHOCTH TIPOKJIAJKH W TecTHpoBaHWs Kademeil. CTpyKTypa W 0COOEHHOCTH OK 04 OK 05..
MIPOKJIAIKY ONITOBOJIOKOHHBIX KaOemnel. becripoBogHbIe cpencTBa nepenayn qaHabX. Ctanmapt Wi- OK 07_’, OK 09_’

Fi IEEE 802.11.

KananeHbIit YypOBEHB W €T0 MOXYpOBHU: YmpasieHue norndeckuM kaHamoMm (LLC) n Ynpasnenue
JoctynoM K cpene nepeaaund AaHHblx MAC. CTpykTypa Kaapa KaHAJIBHOTO YPOBHSA U NPUHIUIIBL
ero gopmupoBanus. CTaHAApPTHl KaHAJILHOTO YpOBHS. DHU3MYecKass M JIOTUYECKAsT TOTIOJOTHS CETH.
Toromorum «Touka-TOYKa», «3BE37a», «IONHOCBI3aHHAS», «KOJNbIEBas». llomynmyruiekcHas u
MTOJTHOYTIIIEKCHAs Tepenava naHHbix. Ocodennoctu kanpoB LAN, WAN, Ethernet, PPP, 802.11.
KonconpHBIH gocTyn, yaaneHHsli goctyn ¢ noMombio Telnet u SSH, ncrionszoBanue nopra AUX
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Tema 1.4. CereBble
TexHoJoruu Ethernet

Conep:xkanue

CemetictBo cereBbix TexHonoruii Ethernet. Ilpuaimmn pabotsl Ethernet. BiammopelictBue Ha
nonypoBHsx LLC u MAC. Ympaenenue goctynoMm K cpeae nepenaun aanHeix (CSMA). MAC-
aapec: uaeHTudukamus Ethernet. AtpuOyrer kampa Ethernet. Ilpencraeienuss MAC-aapecos.
OnHO- M MHOTOAAPECHON, MIMPOKOBEIIATENbHON pacchuiok. CkBo3HOe noakiaodeHne, MAC- u IP-
azapeca.

[porokon paspemienns anpecoB (ARP): mpuHImIel paboTel, posib B Tpoliecce YAaJeHHOro oOMeHa
nanHeiMu. TaOmuisl ARP Ha cereBbIX ycTpolicTBax. OCHOBHBIE HEINOCTAaTKH MpoTokoina ARP -
Harpyska Ha cpeny nmepenauu JaHHBIX U 0€30MaCHOCTb.

OcHoBHas nH(poOpMaIus o moprax kommyraropa. Tadmia MAC-aapecoB kommyTaropa. OyHKIHS
Auto-MDIX. @ukcupoBaHHass H MOIyJIbHas KOHQUTypamud KoMMyTaTopoB. CpaBHEHHE
KOMMYTalldid YpOBHS 2 ® ypoBHsA. BupryameHbli wuHTepdeiic kommyratopa (SVI),
Mapmipyrusupyemsiii mopt, EtherChannel yposas 3. Konduryparust MapuipyTH3HpyEMOro mopra

MK 1.1, 1K 1.2,,
MK 1.3, IIK 1.4.,
IK 1.5, IIK 1.6.,
K 1.7.,
OK 01., OK 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 1.5. CereBoii
YPOBEHD

Conep:xkanue

CereBoii ypoBeHb B TIporecce mepenadr MaHHBIX. [IpoTokombr cereBoro ypoBHs. OCHOBHBIE
xapakrepuctuku [P-mporokomna. Ctpykrypa nakeroB IPv4 u IPv6. OcobenHocTr U mpenMyInecTBa
nporokona Pv6. Meroapl MapmpyTu3anud — y3J0B. Tabimuma MapipyTH3aldid — Y3JI0B U
MapIpyTu3aropa s npotokoioB IPv4 u IPv6. YcrpoiictBo mapmpytmuzaTopa — Ilpormeccop,
MaMATh, OMNEpalMoHHas cucteMa. llofxmroueHne K MapIIpyTH3aTopy 4epe3 pa3iHyHbIe MOPTHI.
Hactpoiika HCXOAHBIX IapaMeTpoB, HHTep(deiCcoB, IUI03a 110 YMOMYaHMIO W JAPYIHX
XapaKTePUCTUK MapIIpyTH3aTOpa

MK 1.1., IIK 1.2,,
IK 1.3, IIK 1.4.,
IIK 1.5., IIK 1.6.,
IK 1.7.,
OK 01., OK 02,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 1.6. TpancnopTHbIii
YPOBEHb

Conep:xkanue

Haznauenue u 3a1a4u TpaHCIIOPTHOTO YPOBHSI.

MynbsTHILIEKCHpOBaHNE ceaHCcoB cBs3u. Ommcanme u cpaBHeHne mporokomoB TCP u UDP —
HAJEKHOCTh U HPOMU3BOAUTEIBHOCTh, 00JIACTh MPUMEHEHHS. Anpecalysi MOPTOB M CErMEHTAIUs
TCP u UDP. O6men manaeimu 1o TCP. Ilporeccer TCP ceprepa. Ycranosnenue TCP-coemuaenus
u ero 3asepuieHue. [IpuHiune! «rpéxcropornHero pykonoxatus» TCP. Hané&xHocTs U ynpaBieHue
notokoM TCP - IloaTrBepxaeHuE MOTYy4YE€HUS CETMEHTOB, NOTEPSl JAHHBIX U MOBTOpHAs Iepenaya,
ynpaBnenue motokoM. O0MeH mganHbpIMEH c ucrons3oBanuem UDP. Ilpomeccst n 3ampocsr UDP-
cepsepa, UDP-natarpammsl, nponeccel UDP-knuenTa. [punoxkenus, ucnons3ywomue UDP u TCP

MK 1.1, IK 1.2,,
IIK 1.3., TIK 1.4.,
IIK 1.5., TIK 1.6.,
MK 1.7.,
OK 01., OK 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 1.7. YpoBenb
NPUJIOKEHU I

Conep:xkanmue

YpoBeHb NPWIOKEHUH, ypPOBEHb MPEACTABICHUS] W  CEaHCOBBIM  ypoBeHb. Ilpmmepsl
pacnpocTpaHeHHbIX npuiioxeHuil. [Iporokonsl ypoBHs npuinoxenuil. Ognopanrossie cetu (P2P).
Mogens Tuna «ximenT-cepsep». O630p nporokono HTTP, HTTPS, SMTP, POP u IMAP. Cnyx6a
nomeHHbIx UMEH (DNS). ®opmar coobuienuit u uepapxust DNS. Yrunurta «nslookupy». Cmyx0a
DHCP. Ilporokon nepenaun ¢aiios (FTP). IIpoTokon o6meHa GiiokamMu CEepBEPHBIX COOOIIEHHMA

MK 1.1, IIK 1.2,
IK 1.3, IIK 1.4,
IK 1.5, TIK 1.6.,
K 1.7.,
OK 01., OK 02.,
OK 03., OK 04.,
OK 05., OK 06.,
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(SMB). Konuenuunu «Bceoobemmonmit Matepuer» BYOD. JloctaBka TaHHBIX IO KOHBEPTE€HTHBIM OK 07., OK 09.
CCTAM
Tema 1.8. IP-anpecauns Conep:xanne 6 IK 1.1, TIK 1.2,,
Crpykrypa IPv4-anpecos. CereBas u y3nopas uacTh IP-ampeca. IIpeoGpasoBanue agpecoB MexKIy 1K 1.3, IIK 1.4,
JIBOMYHBIM U JICCATEPUYHBIM INpeacTaBieHueM. Macka noaceru [Pv4. CereBoit amgpec, aapec y3ia u IK 1.5, TIK 1.6.,
mIMpoKoBenaTenbHbId anpec cetu IPv4. IlpucBoenne y3iy cratudeckoro U auHamupieckoro [Pv4- OK 1(;[1K 10?( 02
anpeca. MmuoroaapecHas mepenada. Ilyommunbie w gactaeie  [Pv4-ampeca. [Pv4-ampeca OK 03:’ OK 0 4
crienuanbHoro HasHayenus. [Ipucsoenue IP-aapecos. OK 05_: OK 06.:
ICMP-cepBucel.  Otimuust  ana  nporokonos  IPv4.  Coobmenus ICMPv4  «Bampoc  k OK 07., OK 09.
MapmpyTuzaTopy», «OObBSBIEHHE OT MapIIpyTH3aTopa», «3ampoc COCEAHEro y3ia» H
«OOBsBICHUE COCEAHEr0 y3na». TecTHpoBaHHE CETH C TMOMOIIBI0 3X0-3alPOCOB. TpaccupoBKa
MapmpyTa. Bpems mpoxoxkaeHus curraia B mpsmoM u oOpartHom HampasieHusx (RTT). Bpems
xu3nu (TTL) IPv4 u npenen nepexonos [Pv4
Tema 1.9. Paznenenne IP- | Coaep:xanue 6 MK 1.1, IIK 1.2,,
ceTel HA MOJACEeTH Cermentarus [P-cereii. OOMeH nmaHHBIMH MeEXAy moxaceTsMu. l[lmaHupoBaHWE aapecaruud B IK 1.3, IIK 1.4,
nojcersix. PacuerHbie (QoOpMynBl s CerMEHTalMU cerd. Pa3OueHne Ha TOJACETH Ha OCHOBE K 1.5, [IK L.6.,
TpeOOBaHMIA Y3IIOB U CETEH, B COOTBETCTBHH C TpeOOBaHUAMU ceTei. OmpeesieHne MacK MOICETH. OK lglK 101( 02
Paz0uenne Ha TTOICETH ¢ UCTIOIL30BAaHUEM Macku mepeMenHon amuHbel (VLSM). bazoast monens u OK 03:’ OK 0 4
Ha3HaueHWe OnokoB ampecoB VLSM. [IlnanupoBanue anpecanuu cetd. OcoOEHHOCTH OK 05_: OK 06.:
npoektupoBanus IPv6-cern. PasOuenne Ha TOACETM € MCHONb30BAHUMEM HIECHTU(HKATOPA OK 07., OK 09.
nHTepdeiica
Tema 1.10. Co3nanue u Coaep:xanne 8 IIK 1.1, TIK 1.2,,
HACTPOiiKa He0OIbIIOkH I[InarMpoBaHNe M CO3JaHNE HEOONBIION KOMITBIOTEPHOMH CETH: ONpe/elcHIe KIF0UeBIX (haKTOpOB, IIK'1.3, IIK 1.4,
KOMIILIOTEPHOH ceTH BBIOOp TOTIONIOTMH M CETEBBIX YCTPOWCTB, BHIOOP M HACTPOIKA MPOTOKOIOB, CHCTEMBI afpecallii. IIK 1.5, IIK 1.6.,
Mepsl 110 obecrieueHni0 0€30IacCHOCTH CETH. Y SI3BHMOCTH M CETEBBIC aTakd. PasBembIBaTeIbHBIC OK 1(}%{ 10?( 02
ataku, Atakum pocryma, Otkaz B oOcmyxuBanmn (DoS-artakm). PesepBHOoe KommpoBaHme, OK 03:: OK 0 4
OOHOBIIEHHE W YCTaHOBKA WCIpaBIeHUN. MeXCeTeBble IKpaHbl. AyTEHTH(HUKAIWS, aBTOpU3aALU U OK 05.. OK 06.
y4€r. Brmouenune nporokona SSH. OK 07., OK 09.
@aioBble CUCTEMBl MAapLIPYTU3aTOPOB M KOMMYTATOpPOB. Pe3epBHOE KONHMpPOBAaHUE U
BOCCTAHOBJIEHHE C TIOMOIIBID TEKCTOBBIX (haitmoB, mporokora TFTP, USB-nakomwmrerns.
Berpoennsie cmyx0p1 mMapmpytusanuu. [logmepikka OecrpoBofHbIX ToakmroueHuil. Hacrpoiika
BCTPOEHHOT'0 MapIIpyTH3aTOpa
B ToM unciie NpakKTHYeCKHX 3aHATHI 32/32
IMpakTuyeckoe 3ansitue 1. 2/2 K 1.1, TIK 1.2,
CocraBnieHne KapThl ceTd VHTepHET ¢ MOMOIIBI0 YTHIUT «ping» U «traceroute» 1K 1.3, IIK 1.4,,
IIpakTyeckoe 3ansTue 2. 414 K 1.5, IIK 1.6,
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Co3zganue mpoCcToM CeTu:

- yCTAaHOBKa ceaHca KOHCOIM C CETEBBIM 000pYAOBaHKUEM MpH oMoty nporpammsl Tera Term;
- CO3/1aHHE CETH;

- HACTpOHKa OCHOBHBIX MApaMETPOB KOMMYTaTopa

I[MpakTHyeckoe 3ansaTHE 3. 212
ITpocMoTp ceTeBOro Tpaduka ¢ momomrsio nporpammsl Wireshark

IIpakTH4yeckoe 3aHsATHE 4. 414
Uzyuenne Ethernet-texuomnoruii:

- npocMoTp MAC-anpecoB CeTeBBIX YCTPOICTB;

- n3yuenue kaapoB Ethernet ¢ momomisio mporpammsl Wireshark;

- mpocmotp ARP ¢ momompto nporpamMmer Wireshark, natepdeticoB komananoii ctpokn Windows;

- MCII0JIb30BaHUE MHTEpderica KoMaHIHON CTPOKH ¢ TabnuiiamMu MAC-aapecoB KOMMyTaTopa

IIpakTH4yeckoe 3aHATHE 5. 414
[MoakmroueHre KOMIBIOTEPOB K CETH ¢ TOMOIIBIO Kabelei 1 OeCipOBOTHBIX aJalTepoB:

- olpeJielieHHe CETEBBIX YCTPOMCTB U KaHAJIOB CBSI3H;

- 00’KHMIM CeTeBOro Kades;

- POCMOTP JITAHHBIX 0 OECTIPOBOIHBIX M MPOBOJIHBIX CETEBBIX aIanTepax.

IIpakTH4yeckoe 3aHsTHE . 4/4
WzyueHne TpaHCIIOPTHOTO YPOBHSI:

- HaOOIEHNE 3a TIPOIECCOM TPEXCTOPOHHEro «pykKomoxatus» TCP ¢ mOMOIIBIO TpOrpaMMbI
Wireshark;

- m3y4eHne 3axBaueHHbIX naHHBIX DNS UDP ¢ momorpio nporpammer Wireshark;

- n3y4enue 3axBaueHHbIX makeToB FTP u TFTP ¢ momomnipio mporpammbr Wireshark

I[pakTH4eckoe 3aHsiTHE 7. 6/6
Cermenrarnus [P-cereii:

- 3y4YeHHE KaIbKYISATOPOB TOJICETEH;

- pacuér noacereit IPv4;

- paszeNeHue ceTeil ¢ pa3TUYHBIMU TOMOJNOTHSIMU Ha TIOICETH;

- pa3paboTKa 1 BHEApEHNE CXEMBI aJipecallny, pa3aenénHoi Ha moaceTu [Pv4-cerw;

- pa3paboTKa 1 BHeIpeHne cxeMbl anpecanuu VLSM

IIpakTyeckoe 3ansiTue 8. 6/6

IToctpoenue ceru:

- IPOCMOTP TAOJIHUI] MAPIIPYTU3ALHMH Y3JIOB;

- n3ydeHne PU3NUECKUX XapaKTEPUCTHK MapLIpyTH3aTOpa;

- CO3JIaHME CETH, COCTOSALIEH U3 KOMMYTaTopa U MaplIpyTH3aTOpa;
- HACTpOHKa OCHOBHBIX [TApaMETPOB KOMMYTAaTOpa,;

K 1.7.,
OK 01., OK 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.
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| - HACTPOIKa OCHOBHBIX MapaMeTPOB MapIIpyTU3aTopa

CamocTosiTeJibHasi padoTa 00y4yarouuxcs Npu u3ydyeHuu pasaena 1 [IM 2

CucremaTnyeckas mpopaboTKa KOHCIIEKTOB 3aHSITHH, yueOHON U CllelMaIbHON TEXHHYECKOH JTUTEPATYPHI.

KoncnektupoBanue Tekcra, pabota co cIoBapsIMHU U CIPAaBOYHUKAMH, 03HAKOMIICHHE C HOPMATHBHBIMHU TIOKYMECHTaMH.

[MoaroroBka K MPakTHYECKUM 3aHITHAM C UCTIOIB30BAHUEM METOINYECKUX PEKOMEHIANNH penoaaBaTens, opopMIeHne

MPAKTUYECKUX PabOT, OTYETOB M TOATOTOBKA K X 3aIIUTE

KoncyasTanuu 2

pome:xxkyrounas arrectanus no MJIK.01.01 B popme nud¢epeHMPOBAHHOIO 3a4eTa -

Paznen 2. [IpyHOMNBI MAPIMIPYTH3AHMH H KOMMYTALHH 93/30

Tema 2.1 BBenenne B Conep:xkanue 2 MK 1.1., IIK 1.2,,

KOMMYTHPYEMBI€ CeTH O6bemuuénuble cetn. Hepapxus B KoOMMyTHpyeMod cerd. Poinb KOMMYTHpPYEMBIX —ceTel. [IK 1.4., TIK'1.5.,
KommyTtupyemast cpema. JlnmHammdeckoe 3amonHeHue Taomumbl MAC-aapecoB KOMMYyTaTopa. [K'1.7,,
Meronpl mepechlIKM Ha KoMMyTaTope. KomMmyTanusi ¢ mpoMexyTouHbIM XpaHeHueM. CKBO3Has %If( %17 %If( %29
koMMmyTarus. KommyTtanuonHble foMeHbl. CHIDKEHNE TIEPEerpy30K CETH i )

Tema 2.2 OcHOBHEIE Conep:xkanue 4 MK 1.1, TIK 1.2.,

KOHIEMIHHA H HACTPOiKa OCHOBHBIE KOHIIEMIIUN M HACTPOWKa KoMMyTanuu. [lepBoHavanmbHass HACTpOMKa KOMMYyTaTopa U IIK'1.3, [IK 1.4,

KOMMYTAalHHU BOCCTaHOBJIEHHE IIOCiIe cHUcTeMHOro coos. Hacrpoiika noctyma s 0a30BOro ynpablleHUS [IK15,TK 1.6,
komMmyTaTopom ¢ IPv4. JlymmekcHas cBs3b. HacTpoiika mOpTOB KOMMyTaTopa Ha (U3HYECKOM OK lglK 101( 02
ypoBHE. DYHKITHS aBTOMAaTUYECKOTO onpeencHus Tuna kadems (Auto-MDIX). IIpoBepka HacTpoek OK 0 4 OK 05:’
nopra kommyraTopa. Ilouck u yctpaneHue 1pobseM Ha ypoBHE AOCTYIIA K CETH. OK 07_” OK 09.
be3omacHocTs  KOMMyTaTOpa.  3amMINEHHBIN  ymanéHHBIA  moctym.  Hacrpoiika ~ SSH.
Pacripoctpanénnsie yrpossl Oe3omacHocTh: mepenonHenne Ttabmunel MAC-agpeco, DHCP-
cnyduHT, wWcmonb3oBaHWe ya3BuMocTell mporokoma CDP, Arakm Telnet m ap. Aymut u
MIPAKTUYECKUE PEKOMEHJIAlMu 10 o0ecredyeHuto Oe3omacHOCTH ceTu. besomacHocTs mopra
kommyratopa. OrcnexxuBanue DHCP coobmenuii. @ynkims 6e3omacHOCTH mopTa. Buapl 3ammThl
MAC-anpecoB. Pexumbl pearnpoBaHus Ha HapyiieHne OesomacHocTH. [IpoBepka M HacTpoiika
noptoB. [IpoTokon cereBoro Bpemernu (NTP)

Tema 2.3 BupryajbHble Conep:xkanue 4 MK 1.1., IIK 1.2,,

JokanbHble ceTH (VLAN) Bupryanpasie nmokansabie cetd (VLAN) — kmaccudukaiysi 1 OCHOBHBIE XapaKTePUCTUKH. TpaHKu [IK 1.3, TIK 1.4.,
BUpTyalbHbIX ceTeidl. KoHTponp mmpokoBemaTenbHbIX AOMEHOB B ceTsax VLAN. TerupoBaHue K 1.5, IIK 1.6,
kanpoB Ethernet mns unentudukamum cetn VLAN. Cern native VLAN u TerupoBaHue cTanmapra OK gllK 101( 02
802.1Q. Teruposanue rogocosoii VLAN. Peannsanny BUpTyansHOHN J0KanbHOM ceTH. Ha3zHaueHue OK 03:’ OK 0 4
noptoB cersiMm VLAN. Hacrtpoiika TpaHKoBBIX KaHaioB. [IpoTOKON AMHAMUYECKOrO CO3JaHUSA OK 05_: OK 06.:
tpankoBoro kanana (DTP). Ilonck u ycTpaHeHne HEMONAIOK B BUPTYaJbHBIX JIOKAIBHBIX CETSIX U OK 07., OK 09.

TpaHKOBBIX KaHamaX. lIpoOmembr c IP-ampecammeri cetm VLAN. HecoBmageHus: pexuMoB

TpaHKoBO#l cBs3u. IIpoektupoBanue u oOecneueHne OezomacHoctd VLAN: hopping, cnydunr
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KOMMyTaTopa, aTaka ¢ JBOWHbIM TerupoBanueM, Cers PVLAN mnepumerpa. Ilpaktuueckue
PEKOMEHJalluH 110 IPOEKTUPOBAHUIO BUPTYaJIbHON JIOKAIBHON CETH

Tema 2.4 Konnenuus Conep:xkanue MK 1.1., IIK 1.2,,
MapLIPyTH3al U Hacrpolika Mapmpyrtuzatopa. MexaHu3Mbl IepecbUIKM MakeroB. lloakinroueHue M HacTpoilka IIK'1.3, TIK 1.4,
ycrpoiicTB. CBeTOAMOAHBIE WHAMKATOPHl Ha MapIIpyTH3aTope. AKTHUBalus M HacTpoiika IP- IK1.5, K 1.6,
aapecaunu. IIpoBepka CBA3HOCTH ceTell ¢ MpsAMBIM MoxakIodeHHeM. IIpoBepka HacTpoek OK 1(;[1K 101( 02
unTepgeiica. OunbTpals BBIXOIHBIX JaHHBIX KOMaHI «showy». Kommyraiusi makeToB Mexay OK 03:’ OK 0 4
cerssMu. OYHKIMA KOMMYTaIlMU MapuipyTusaTopa. Mapmpyrtuzanusa nakeroB. OnpeneneHnue myTy. OK 05_: OK 06.:
[porecc npuHsTHS penieHus o mepeckuike nakeroB. Beioop ontumansHoro mytu. [Iporokons RIP, OK 07., OK 09.
OSPF, EIGRP. Pacnpenenenue Harpy3ku. AIMUHUCTpUpOBaHHue paccrosaue (AD) u HaneXHOCTb
Mapmpyra. AHanu3 TaOIHMIl MapUIPYTH3aIMd — HMCTOYHUK JAHHBIX, MPHHIUIBI (POPMUPOBAHUE
BO3MOXKHOCTH HACTPOWKH. 3amucy TaOIUIIBI MapIIPYTU3ANNHN IS CETEH C MPSAMBIM ITOAKIIOYEHUEM.
3aganne craThdecKuX MapmpyToB. [IpoTokoasl muHaMuYecKoi MapmpyTusanum cereit [Pv4 u [Pvo
Tema 2.5 Coaep:kanue MK 1.1, IIK 1.2,,
MapumipyTusauus mexkay | Hpusmunsl  paGotel MapmpyTusanun Mexay VLAN. HacTpoiika MaprmpyTusanuu Ha 0ase IIK'1.3, [IK 1.4,
VLAN MapmipyTU3aTOPOB C  HECKONbKUMH  (Qu3nuecknMu  uHTepdelicamu, ¢  HCIOIb30BaHUEM K 1.5, [IK L.6.,
KoH(urypanmmm  router-on-a-stick, = 4yepe3  MHOTOypOBHEBBIH  KommyTtatop.  [IpoGmemsr OK lglK 101( 02
mapmpyTtuzanuun  Mexay VLAN. IlpoBepka KoHpurypanmumm KOMMYTatopa M HAaCTPOEK OK 03:’ OK 0 4
Mapipyrusatopa. Hemomanku B padore nHTepderica. Ommbku B IP-ampecax M mMackax MOACETH. OK 05_: OK 06.:
Hacrtpoiika u pabora koMmyTauumu Ha 3-M ypoBHe. MapumpyTtusauus Mmexay VLAN uepes OK 07., OK 09.
BUPTYyaJIbHbIE UHTEP(EHChl KOMMYTAaTOpa, MaplIpyTU3upyeMble nopTel. Henonanku B HacTpoiikax
KOMMYTaTopa 3-TO YpOBHS
Tema 2.6 CtaTuueckasn Copep:xanne MK 1.1., TIK 1.2,
MapLIpyTH3aLUs [IpenmymecTBa ¥ 3amadyu CTATHYECKOH MaplIpyTH3alud. TWIBI CTaTUYECKUX MAapLIPyTOB: IIK 1.3, TIK 1.4.,
CTaHJAPTHBIM, [0 YMOMYaHUIO, CYMMApHBIM, MaBarouuii. HacTpolika cTaTUYecKUX MapLIpyTOB [IK'1.5, IIK 1.6,
IPv4 u IPv6. Komanna «ip route». MapmipyTt ciemyromero nepexoaa. Hanpsimyro moaxirodEHHBIN OK 1(}%( 10?( 02
cratudyeckuil Mapuipyt. IlonHOCTBIO 3aaHHBI cTaTHUecKUid MapuipyT. Hactpoiika cratuyeckoro OK 03:: OK 0 4
MapuipyTa o ymonuanutro. KnaccoBas anmpecauus. KiaccoBele Macku moaceTtu. beckiaccoBas OK 05., OK 06.,
MmexnomenHas Mapmpyrtuzanus CIDR. OO0penunenune MmapmpyrtoB. OpraHum3anus CymepceTew. OK 07., OK 09.
Ucnonws3zoBanue macok moxacern ¢ukcupoBanHoi mammabl (FLSM). Macka moacetn mepeMeHHON
mmabl (VLSM). Hacrpoiika cyMMapHBIX W ITUTaBAIOIIMX CTATHYECKUX MapmpyTtoB. Pacuér
cymmapHoro Mapupyra. OObeanHenue cereBblx aapecoB IPv4 u IPv6. Ilonck um ycrpaneHue
HEIMoJaJ0K B HACTPOHWKAX CTATHYECKOr0 MapLIpyTa U MapHIpyTa [0 YMOJIYAHHUIO
Tema 2.7 /lunamMuyeckan Conepxanne K 1.1, IIK 1.2,,
MapLIPYyTH3aL s [IpoTokonbl AWHAMHYECKOM MAaplIpyTH3alMM — Ha3HAuY€HWE, NPUHLUIBI pabOThl M HCTOPUA EE }g % }g

pa3ButHi. CpaBHEHHE JOMHAMUYECKOH M cTatmueckod Mapmpyruzanuu. IlpuHimnel paOoTsl
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MPOTOKOJIOB MapHIpyTH3alMU: ITyCK IMocie BKIoueHus nutanus, CereBoe oOHapyxenune, OOMeH
JaHHBIMH  Mapuipytuzanmu, OOecrmeueHne  cxomumoctd.  Knaccuukanus — MpOTOKOJIOB
mapmpytuzaiun. IIporokonst IGP u EGP. luctanunonHo-sextopHsle mpotokonsl RIP, IGRP.
[Iporokonsl Mapmpytuzanuu o cocrossHuio kanana OSPF u IS-IS. KnaccoBeie u GeckiaccoBbie
MPOTOKOJIBI MAPIIPYTHU3ALNHU. XapaKTEPUCTUKU U METPUKHU MPOTOKOJIOB.

JuHaMuyeckasi JUCTaHIIMOHHO-BEKTOPHAs MaplIpyTu3anys. [JuCTaHIMOHHO-BEKTOPHBIN AJITOPUTM.
MexaHu3Mbl OTIPAaBKU U IIONYYEHMS JAHHBIX MapLIpyTHU3alUH, pacuéra ONTHUMAaJIbHBIX IyTEH H
NOo0aBlieHUsT MaplmipyToB B TaONUIy MapUIpyTH3alWd, OOHapy)KeHHsl M pearipoBaHHS Ha
n3MeHeHuss B Tomomoruu. Hacrtpoitka mnporokoma RIP: Bkmiowenune RIPv2, orkiroueHue
ABTOMATHYECKOTO O0OBEJMHEHMsI, HACTPOWKa MacCHBHBIX WHTep(eiicoB, mMepemada Mapuipyra Io
yMonuanuto no ceru. Hacrpoiika nporokosna RIPng. Ilponecc mMapuipyTtusanuul 1mo COCTOSIHUIO
kanana. Hello mpoTtoxkomn. maker cocrosuus xkanana (LSP). JlaBuaHast pacchiika MakeToB COCTOSHUS
KaHana. JlaBiHHAs pacchlTka TMaKeToB COCTOsHMS KaHaia. Co3JaHue JiepeBa KpaT4allidX IMyTed
SPF. Jlo6aBnenne mapmpyroB OSPF B Tabmuiy mapmpyrusanuu. HemoctaTKu TpPOTOKOJIOB
MapmipyTU3aliid TI0 COCTOSHHIO KaHanma. Tabnuia MapmpyTusanuu. 3amicd ¢ MIpSMbIM
MOAKIIOYCHUEM M yAan€HHON cerd. JuHamuuecku monydaembie MapupyTel IPv4/6. Tlpomecc
[IOMCKa MapIIpyTa

K 1.7.,
OK 01., OK 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 2.8 OSPF nas oauoii
00J1acTH

Conep:xkanue

CemetictBo mpotokoioB OSPF. XapakrepucTuku, TpWHIOMIBI paboTel m KommoHeHTHl OSPF.
Ocobennoctrt OSPF mist omHOM M HECKOIBKUX oOyiacTell. MaructpaibHas 00acTb. MHKaNCYsIns
coobmennit OSPF. Tunsl makeroB OSPF: maker mpusercrtBus (hello), maker omwmcaHus Oa3sl
nmanueix (DBD), maker 3ampoca coctosams kaHaiga (LSR), makeT oOHOBIIEHHS COCTOSHHUS KaHasa
(LSU). maker moarBepxkacHmsi cocrosHus kaHaida (LSAck). OOHOBIEHHS COCTOSHHS KaHaua.
Pa6oune cocrosaust OSPF. Beinenennsriit (DR) u pesepBHBIA BiaeneHHbIH MapiipyTuizatop (BDR).
Cunxponmsarust 0a3 maaaeix OSPF. Hactpoitka OSPFv2 nmns omHoit obnactu. Pexum
KOHQUTYypanni HASHTH(QHUKATOPH MapripyTuzatopa. Mcnonp3oBanme wuHTEpdeiica loopback.
Brumtouenne OSPF na wntepdeiicax. Illabmonnas macka. Komanma «network». Hacrpoiika
maccuBHBIX mHTepdeiicoB. Dopmyna pacuéra merpuku crommoctu OSPF. Hactpoiika 3HaueHnit
MIPOMTYyCKHOM cmocoOHocTH uHTepdeiica. [IpoBepka cocemHUX YCTPOWCTB, HACTPOEK IPOTOKOJIA,
JaHHBIX mpouecca u apyrux xapakrepuctuk OSPF. CpaBuenune OSPFv2 u OSPFv3. Aapeca tumna
link-local. Tomonorust ceru OSPFv3. Hacrpoiika naentudukaropa Mmapiipyruzatopa OSPFv3.
Bximouenne OSPFv3 na unrepgeiicax

MK 1.1, IIK 1.2,,
IK 1.3, IIK 1.4,
IIK 1.5, TIK 1.6.,
K 1.7.,
OK 01., OK 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 2.9 Cnincknu
KOHTpOoJs gocryna (ACL)

Copep:xanne

Cruckn kontponsa gocryna (ACL). Ilpunnun padorst ACLcenuckoB. Tunst ACL-cnuckoB Cisco
s IPv4. TlpucBanBanne HomepoB M uMEH ACL-crimckam. Pacuér maGmonnoir macku B ACL-
cnuckax. PekoMenganum mo co3nanuio u pasmeniennio ACL-criuckoB. Pazmenienne crannapTHbIX U

MK 1.1, TIK 1.2,,
K 1.3, IIK 1.4,
K 1.5, IIK 1.6.,
K 1.7.,
OK 01., OK 02.,
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pacmmpenHbix ACL-crinckoB. Hactpoiika ctannaptHoro ACL-cnincka. [IpumeHenne craHgapTHBIX OK 03., OK 04.,
ACL-ciuckoB Ha wunTepdeiicax. Kommentapuu k ACL-crmuckam. IIpoBepka U peqakTHpPOBaHHE OK 05., OK 06.,
cTannapTHbIX HymepoBaHHbIX ACLcnuckoB. ACL-cratuctuka. 3ammra moptoB VIY ¢ MOMOIIBIO OK 07., OK 09.
crannaptHoro ACL-criucka IPv4. Ctpykrypa u HacTpoiika pacmupeHHbix ACL-cnuckoB s [Pv4.
Ounbrpanus Tpaguka ¢ HCoiab3oBaHUeM pacmmpeHHbIX ACL-cricKoB.
IMouck wm ycrpanenue Henomagok ACL-crmmckoB. Pacnpoctpanénnbie ommbOkn ACL-cHMcKoB.
Cpasuenne ACL-crinckoB ains [IPv4 u IPv6. Hacrpoiika u npoepka ACL-cniuckoB ams IPv6
Tema 2.10 IIpoToko. Conep:xkanue 4 MK 1.1., IIK 1.2,,
DHCP [Iporoxon DHCP. DHCPv4: 6a3oBas omepauus, GopMaT COOOIIEHHUH, cOOOIIEHNs OOHAPYKEHHUS U IIK'1.3, TIK 1.4,
npemnoxenusi. Hactpoiika, mpoBepka u perpancisius npoctoro DHCPv4-cepsepa. Hactpoiika IK1.5, K 1.6,
mapmpyTtuzatopa B kadectBe DHCPv4-kmuenta. Hactpoitka maprpyTtuzatopa kimacca SOHO. OK 1(')[1K 101( 02
ITouck m ycrtpanenue Hemonamok B padore mapmpyrtuzatropa DHCPv4. Ilporoxkonm DHCPvo6. OK 03:’ OK 0 4
ABTOMaTHUecKass HacTpoika ajapeca 0e3 orciexuBanus cocrosHusi (SLAAC). [Ipunnmn paboTs OK 05_: OK 06.:
SLAAC ¢ DHCPv6. DHCPv6 ¢ u 06e3 orcnexusanus cocrosgnus. IIponeccer DHCPv6. Hacrpoiika OK 07., OK 09.
MapmpyTtu3atopa B kadectBe DHCPv6-cepBepa m DHCPv6-xkimenta. Ilonck um ycrpaHeHme
Hemnonanok B pabore DHCPv6
Tema 2.11 Coaep:xanme 4 K 1.1, TIK 1.2,,
IIpeodpa3oBanne cereBbIX | IIpeoOpasoBanmne cereBbix ampecoB IPv4. KonmenrtyamsHoe IpeoOpa3oBaHHE CETEBBIX aIpecoB IIK'1.3., TIK 1.4.,
aapecos IPv4 (NAT). Tepmuuomorus u mnpuHIUNEl padotel NAT. IlpoctpanctBo wacTHBIX IPv4-ampecos. K15, IIK 1.6,
Cratnueckoe W JIuUHaAMUYeckoe mpeoOpazoBanme cereBbiXx anpecoB (NAT). IlpeobpazoBanue OK lglK 101( 02
anpecoB moptoB (PAT). CpaBuenne NAT u PAT. IlpemmymiectBa u Hemoctatkun NAT. Anamm3 OK 03:’ OK 0 4
cratmdaeckoro mpeoodpazoBanuss NAT. Ilpuamun paborel muHammdeckoro NAT Hactpoiika u OK 05_: OK 06.:
nposepka NAT, PAT. Ilepeanpecanms nopros. Hactpoiika NAT u nporokona IPvé6. OK 07., OK 09.
[Tonck u ycrpanenue Hernonagok B padore NAT
B ToM unc/ie NPAKTHYECKHX 3aHATHI 30/30
IIpakTHueckoe 3aHsaTHE 1. 2/2 IK 1.1, TIK 1.2,,
Hacrpoiika KOMMyTaTOpa: IIK 1.3, IIK 1.4,,
- 6a30Bas HACTPOMKa KOMMYTaTOPa; K 1.5, IIK 1.6,
- HacTpoiKa napaMeTpoB 0e30MacHOCTH KOMMYTaTopa K 1.7,
IIpakTyeckoe 3ansaTue 2. 2/2 8§ gé 8§ 82
Hacrpoiika 6€30MacHOCTH KOMMYTaTOpa: OK 05_: OK 06.:
- HACTpOMKa POTOKOJIA S_SH; _ OK 07., OK 09.
- HacTpoiika Gpyakuuu Switch Port Security;
- IOUCK ¥ YCTPaHEHHE HEeIoJal0K B CUCTeMe Oe30M1aCHOCTH IMOPTOB KOMMYTATOPa;
- 0Tpa0OTKa KOMIUIEKCHBIX MIPAKTUYECKUX HABBIKOB
IIpakTyeckoe 3ansTue 3. 2/2 K 1.1, TIK 1.2,
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Kondurypauus cereit VLAN:

- koH(urypanwus cereii VLAN U TpaHKOBBIX KaHAJIOB;

- IOKCK U YCTPaHEHHE HeronanokK B KoHpurypauuu VLAN;

- peanu3anus cucTeMsl Oe3onacHocty cetd VLAN;

- peanuzanus cereil VLAN nist cerMeHTanum ceTeil mpeanpusaTH MaJIoTo M CpeAHero busHeca

IIpakTH4yeckoe 3ansTHE 4.

Hactpoiika mapupyrusaTopa:

- HCTIONIb30BaHUE KOMaH/BI traceroute /i 0OHApYKEHUS CETH;
- JOKYMEHTHUPOBAHUE CETH;

- HacTpoiika uHTepdeiico IPv4 u IPvo6;

- HacTpoHKa ¥ MpoBepKa HEOOIBIION CeTH;

- UCCJICAOBAHNEC MapIIpyTOB C IPAMBIM IMOJKIIOYCHUEM

2/2

IIpakTH4yeckoe 3aHsATHE S.

Hactpoiika MapupyTu3aiuu:

- COCTaBIIeHHE CXeMbI ceTr VIHTepHeT;

- HacTpoika 6a30BbIX TAPAaMETPOB MapIIPyTU3aTOPa C MIOMOIIBIO HHTep(eiica KOMaHIHOW CTPOKH
(CLI) cucremsr Cisco I0S;

- HaCTpoiika 0a30BBIX TAPaMETPOB MapmIpyTuzaTopa ¢ nmomompo CCP

2/2

IIpakTH4yeckoe 3aHATHE 6.

Mapmpyruzanus mexay VLAN:

- HacTpoitka Mapmpytu3anun Mexay VLAN mist kaxaoro narepdetica;

- HacTpoiika Mapmpyru3anuyd Mexxy VLAN Ha ocHoBe ctanmapTa 802.1Q 1 TpaHKOBOTO KaHAaIa;
- TIONCK ¥ YCTPaHEHHE HEIoJIaJOK B MapIIPyTU3aluu Mexay cerssMu VLAN

2/2

IIpakTyeckoe 3ausaTue 7.

Hacrpolika cTaTHueCKO MaplIpyTU3aLUU:

- HacTpolika cratndeckux MapmpytoB [Pv4/IPv6 mo ymomganuio;

- pazpaboTka u peanmuzaiys cxemsl aapecanuu [Pv4 ¢ ucionszoBannem VLSM;
- pacuér cymmapHsix MapiipytoB [Pv4 u [Pv6;

- IOUCK M YCTpPaHEHHE HENOJAaJO0K cTaThuecKux MapuipytoB IPv4 u IPv6

2/2

IIpakTHyeckoe 3ansaTHE 8.

Hactpolika auHaMHYeCKON MaplIpyTU3ALUN:

- ACCIIEIOBAaHNE CXOAUMOCTH;

- CpaBHEHHE METOJIOB BEIOOpa myTH B poTtokonax RIP

2/2

K 1.3, IIK 1.4,,
IK 1.5, IIK 1.6.,
K 1.7.,
OK 01., OK 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

IIpakTHyeckoe 3ansaTHE 9.
Hacrpoiika nporokonos OSPF:
- HacTpolika 6a3oBoro nporokonaa OSPFv2 mis oxgHOi obnactu;

2/2

K 1.1, TIK 1.2,,
K 1.3, IIK 1.4,
IK 1.5, TIK 1.6.,
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- 6azoBas Hactpoiika mpotokona OSPFv3 ans oqHol oOmacry.
Hactpoiika mporokonos RIPv2 u RIPng

IIpakTnyeckoe 3ansaTue 10.

Uzyuenne MmexaHu3MOB pabOThI CO CIIUCKAMU KOHTPOJS JJOCTYIIA:

- HaIsIHOE TIpezcTaBiieHre padbotel ACL-crucka;

- HacTpoiika crangapTHeIX ACL-CIIUCKOB;

- HaCTpOMKa CTaHIapTHBIX UMeHOBaHHBIX ACL-criickoB;

- HacTpoitka ACL-criucka myst iuanid VTY,

- HacTpoiika pacupeHHbIX ACL-CIHCKOB [T pa3nuyHbIX ClIEHAPUEB;
- MIOMCK M YCTPaHEHHE Henoa ok B pabore ACL-criuckos;

- Hactpoiika ACL-criuckos [Pvo;

- OTpabOTKa KOMIJIEKCHBIX TPAKTHYECKUX HABBIKOB

2/2

IIpakTuyeckoe 3ansaTue 11.

Hacrpoiika ACL-criuckos:

- HaCTpoiika 1 TIpoBepka ctaHaapTHEIX ACL-CIHUCKOB;

- HaCTpoiika 1 npoBepka orpanudyeHuii VIY;

- HaCTpoiika 1 TIpoBepka pacmmpeHHbIX ACL-cIUCKOB;

- TIONCK ¥ YCTPaHEHHE HETOJIaJOK B HacTpoiike u pazmemieHnN ACL-CIIHCKOB;
- HacTporika u nposepka ACL-cruckoB mis IPvo

2/2

IIpakTHyeckoe 3ansaTue 12.

Nzyuenne nporokoao DHCP:

- 6azoBas Hactpoiitka DHCPv4 Ha mapmpytuzarope;

- 6azoBas Hactpoiitka DHCPv4 Ha xoMmMyTaTtope;

- TIONCK ¥ yCTpaHeHne Heronaaok B pabore DHCPv4;

- HacTpoiika cepBepa DHCPv6 6e3 oTCIIe)KMBaHUS COCTOSHUS U ¢ OTCIASKHUBAHUEM COCTOSTHHS;
- TIONCK ¥ yCTpaHeHne Herona ok B pabore DHCPv6

2/2

IIpakTHyeckoe 3ansaTue 13.

N3yuenune nporokona DHCP:

- HacTpoiika nporokona DHCP ¢ momormipio komany Cisco 10S;
- 0Tpa0OTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB

2/2

K 1.7.,
OK 01., OK 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

IIpakTHyeckoe 3ansaTue 14.

[IpeoOpazoBaHue ceTeBBIX aIPECOB:

- m3y4eHne npuHiuna padorsl NAT;

- HACTpoilka ctaTuuyeckoro u quHamuyeckoro NAT;

- peanu3anys craTuyeckoro u nuHamuyeckoro NAT;

- HaCcTpOIKa nepeajipecaliny MopToB Ha Mapriipyrusarope Linksys;

2/2

MK 1.1, IIK 1.2,,
IK 1.3, IIK 1.4,
IK 1.5, TIK 1.6.,
K 1.7.,
OK 01., OK 02.,
OK 03., OK 04.,
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- IPOBEpKa, MOKUCK U YCTpaHeHHe Hemonaaok KoHpurypamuii NAT;

OK 05., OK 06.,

- 0TpabOTKa KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB OK 07., OK 09.
IMpakTuyeckoe 3ansaTue 15. 212
Wzyuenue padotel ¢ NAT u PAT:
- HaCTpoiika quHamMudeckoro u cratudeckoro NAT;
- Hactpoiika NAT-nyna c neperpyskoit u PAT;
- IOKCK U YCTpaHeHHe Hernosa oK koHpurypamumidi NAT
CamocTosiTeqIbHAsA padoTa 00y4aloluXcsl Npu u3yyenuu pasaena 1 [IM 7
CucremaTtnueckas mpopaboTKa KOHCIIEKTOB 3aHSTHH, yueOHON U CIIeHaIbHON TEXHHYECKOH JTUTEPATYPHI.
KoncrnekTupoBaHue TekcTa, paboTa co cIoBapsSMHU U CPAaBOYHUKAMH, O3HAKOMIJICHHE C HOPMATHBHBIMHU JIOKYMEHTaMH, Y4eOHO-
HCCIieIoBaTellbcKas paboTa Mpy caMOM HIMPOKOM HCIONb30BaHnu MHTepHeTa u Apyrux IT-TexHomoruid.
[IpoekTHbie (hopMBI PabOTHI, MOATOTOBKA COOOIICHUN K BHICTYIUICHHIO Ha CEMHUHapax U KOH(pEpEHIMIX; TOAr0TOBKa pedepaTos,
JOKJIa/I0B.
[MoaroroBka K MPaKTUYECKUM 3aHSATHSIM C UCIIOJIb30BAHUEM METOIUYCCKMX PEKOMEHIAIIMH IpenoaaBaTess, oQpopMiIcHHE
MIPAKTHIECKUX paboT, OTYETOB M MOJATOTOBKA K X 3aITUTE.
KoncyasTauuu 2
Ipomexxyrounas arrectamus mo MJK.01.01 B hopme 7k3aMeHa 6
Paznen [IM 2. Opranu3anusi, HpMHIHIBI NOCTPOeHHsI H QYHKIMOHMPOBAHHUSA KOMIILIOTEPHBIX CeTei 209/112
MJIK.01.02 Opranu3anusi, NPUHIMNBI NOCTPOeHHsI M GYHKIMOHMPOBAHNUSI KOMIIBIOTEPHBIX CeTei 209/112
Pa3zaen 1. Mapmpyru3anus 1 kommyTtanus. MacimrtabupoBaHue cereii 99 /50
Tema 1.1. BBegenue B Coaep:xanme 4 K 1.1, TIK 1.2,,
MaclTabupoBaHue cerei Peammzamms mpoekra cetu. Ilpoekt mepapxuueckoil cerm. Pacmmpenune cetn. Bribop ceTeBBIX IIK'1.3., TIK 1.4,
ycrpoiictB. KommyTarmonHoe o6opymoBadre. MapmpyTru3aTopsl. Y IPaBIISFOIINE YCTPOWCTBA K 1.5, TIK 1.6.,
Tema 1.2. U30bITOYHOCTH Conep:xanmue 6 OK IJF 10?( 02
LAN [MousTHst mpoTokona spanning-tree. [IpeaHasHadeHue mpoTokona spanning-tree. [IpuHImn paGoThl OK 05:: OK 07::
STP. Tumnsr nporokonoB STP. Hacrpoiika mporokona STP. Hactpoitka PVST+. Hactpoiika Rapid OK 09.
PVST+. Ilpo6nemsr HacTpoiiku STP
Tema 1.3. ArperupoBanue | Cogep:kanue 6 MK 1.1., IIK 1.2,,
KaHAJIOB OcCHOBHBIE TIOHATHS arpermpoBaHHS KaHAJIOB. ATrperupoBaHue KaHajoB. [lpwHImn paGoTHI IIK 1.3, TIK 1.4,,
EtherChannel. Hactpotika arperupoBanust kananoB. Hacrpoiika EtherChannel. IIpoBepka, mouck u K15, MK 1.6,
ycrpaHeHne Henodaaok B padore EtherChannel OK gllK 101( 02
Tema 1.4. BecipoBoaHbIe Copep:xanne 8 OK 03:: OK 0 4
JIOKAJIbHbIE CeTH Konnenmuu 6ecipoBoHol cBsi3u. Benenne B OecipoBogHYO cBsizb. KommoneHTsr cereit WLAN. OK 05., OK 06.,
Tomonmoruu cereit WLAN 802.11. [IpuHnmmb! paboTel 6€CpOBOIHOM JIOKANBHOH cetn. CTpyKTypa OK 07., OK 09.

kagpa 802.11. dyHkumoHUpoBaHUEe OECHPOBOAHON CBS3U. YIpaBiieHHE KaHajdaMu. be3zomacHocTb
OecITpOBOTHBIX JIOKAJIBHBIX ceTeil. YTpossl i cerer WLAN. Obecnieuenne 6e3onacHoctn WLAN.
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Hacrpoiika OecripoBOIHBIX JOKaJdbHBIX cereil. Hacrpolika OecripoBOJHOrO MapuipyTH3aTopa.
Hacrpoiika 6ecipoBoHBIX KIMeHTOB. [lonck U ycTpaHeHue Henoaaok B padore cered WLAN

Tema 1.5. Hactpoiika u Conep:xkanue 10 MK 1.1., IIK 1.2,,
yCTpaHeHHe HelmoJaaaoK B | Paciuupennsle napamerpbl npotokona OSPF mst onHol o6mactd. MapiupyTusanus Ha ypOBHSIX IIK'1.3, TIK 1.4,
padote OSPF nuis1 onHoi pacnpenenenus u aapa. OSPF B ceTsix ¢ MHOXECTBEHHBIM A0cTynoM. PacrpocTpanenue Mapiipyra IK1.5, K 1.6,
obJacTn no ymom4anuto. Tounas Hactpoiika untepdericoB OSPF. 3ammra OSPF. YcTpanenue Henomanok OK 1(;[1K 102 02
peanuzanuu npotrokosa OSPF mis omuoli obmactu. CocTaBisiomine MpOIEAypPhl IOMCKA H OK 03:’ OK 0 4
ycrpaHenus Henonagok B padore OSPF st onHoli obnactu. [louck M ycTpaHeHHE HEMOJNAJI0K B OK 05_: OK 06.:
mapmpytusanun OSPFv2 nns ognoit obmactu. Ilouck m ycrpanenuwe nenonagoxk B OSPFV3 s OK 07., OK 09.
OJIHOH obnacTH
Tema 1.6. OSPF ngas Conep:xkanue 7
HeCKOJbLKHX 00J1acTeil puntun pabotsr OSPF s Heckonbkux obnacrer. Haznauenne OSPF st HeckonbKkux obnacTei.
[puniun pabotsl nakeroB LSA B OSPF st Heckonbkux obnacrteil. Tabnuma MapiipyTH3amud |
tunel MappyToB OSPF. Hactpoitka OSPF mns meckonpkux obmacreil. Hactpoitka OSPF mns
HeckoJbkuX oOjacreil. OObemunenune MapmpytoB OSPF. ITlpoBepka OSPF s HecKONIbKHX
obmacreit
B TOM uHciIe IpaKTHYeCKHX 3aHATHI 50/50
IpakTuyeckoe 3anaTue 1. 212 MK 1.1., TIK 1.2,
PasBepThiBaHrEe KOMMYTHPYEMOM CETH C PE3EPBHBIMI KaHAIAMH. K 1.3, IIK 1.4.,
IIpakTH4yeckoe 3aHATHE 2. 4/4 K15, IIK 1.6,
Hacrpoiika PVST, PortFast u BPDU Guard oK gf 1O§< 0
HpaKTqueCKoe 3ansaTHe 3. 212 OK 03_: OK 04_:
Hacrpotika mporokona GLBP OK 05., OK 06.,
IIpakTHueckoe 3aHsaTHE 4. 4/4 OK 07., OK 09.
Onpeznenenrie THMOBBIX OMMO0K KoHburypanuu STP
IpakTHyeckoe 3auaTHE 5. 4/4
Hacrpoiika EtherChannel
IIpakTyeckoe 3ansTue 6. 2/2
[lonck u ycrpanenue Hernona ok B padote EtherChannel
IIpakTnyeckoe 3ansTue 7. 414
ArperupoBaHye KaHaJoB
IIpakTnyeckoe 3ansTue 8. 414
Hacrpolika OecripoBOIHOr0 MapIIpyTU3aTopa 1 KIMeHTa
IMpakTyeckoe 3ansTue 9. 414
Hacrpoiika 6a3oBoro mporokona OSPFv2 st omHoii obnactu
IIpakTnyeckoe 3ansitue 10. 414
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Hactpoiika OSPFv2 B ceT MHOKECTBEHHOT'O JTOCTYTIA

IIpakTnyeckoe 3ansaTue 11. 212
Hacrpoiika pacmmpensbix ¢yakimii OSPFv2
IIpakTnyeckoe 3ansaTHEe 12. 212
[Nouck u ycrpanenue Hemonanok B padbore OSPF
IMpakTuyeckoe 3ansaTue 13. 212
[Nouck u ycrpaHeHue Hemoanok B padbore ocHOBHBIX poTokonoB OSPFv2 u OSPFv3 mis oxHoit
obnactu
IIpakTHyeckoe 3ansaTue 14. 212
[Nouck u ycTpaHeHHe HemonaaoK B pabore ycoBepiieHcTBoBaHHOTO poTokona OSPFv2 ans onHo#
obnactu
IpakTuyeckoe 3ansaTue 15, 212
Hacrpoiika OSPFv2 nst HeckonbKuxX o0sacTei
IIpakTH4yeckoe 3anaTHe 16. 212
Hacrpoiika OSPFv3 nns Heckonpkux obmacreit
IpakTuyeckoe 3ansitue 17. 414
ITouck n ycrpanenue Henonanaok B padore OSPFv2 u OSPFv3 mis Heckombkux obmacTeit
CamocTosiTe1bHasA padoTa 00y4yaloIuXxcsi Npu U3yueHuu pasaena 2 [IM 6
Cucrematndeckas mpopadoTKa KOHCIICKTOB 3aHATHN, yAeOHOH M CIIEITUATLHON TEXHUISCKON JTUTEPATYPHI.
KoncnexkTupoBanue Tekcra, paboTa co cIoBapsMU U CIPaBOYHUKAMU, 03HAKOMJIEHHE C HOPMAaTUBHBIMU IOKYMEHTaMH, y4eOHO-
HCCIIe0BATENbCKas pa0doTa MPH CaMOM LIUPOKOM UCHOIb30BaHuK MHTepHeTa u Apyrux IT-TexHOIOorui.
[IpoexTtHbIe (hOpMBI PabOTHI, MOATOTOBKA COOOMIEHMIA K BRICTYIUIEHUIO Ha CEMUHAapax U KOH(epEeHIINIX; MOAr0TOBKa pedepaTos,
JIOKJIa I0B.
IloaroroBka K MPakTUYECKUM 3aHSITHUAM C UCIIOIB30BAHNEM METOANYECKUX PEKOMEHIAUNH npenonasaTens, opopMieHne
IIPAKTUYECKUX PabOT, OTYETOB U MOATOTOBKA K MX 3aIIUTE.
KoHcyabTanuu 2
Paznen 2. Coenunenue cereit 110/62
Tema 2.1. Hogkmouenue k | Cogep:kanue 4 MK 1.1., IIK 1.2,,
r100a1bHOI ceTH O0630p TexHomoruii riaoOampHOW ceru. llems co3manms rioOanpHBIX cereil. [IpuHIMI pPaGOTHI [IK 1.3, TIK 1.4.,
rnobanpHOM cern. BpiObop TexHonormm rinobampHONW cern. CepBUCH TIIOOANTBHOH  CETH. K15, MK 1.6,
Wnudpactpykrypbl dacTHBIX TI0OambHBIX ceredd. MHGpacTpykTypa OOIIETOCTYITHOW TiI00ambHON OK gllK 101( 02
ceru. Bo1Oop cepBHCOB rno0anbHON ceTH OK 03.: OK 0 4
Tema 2.2. Coennnenue Copep:xxanne 6 OK 05., OK 06.,
«TOYKA-TOYKA» O0630p mocIenoBaTENLHOIO COEAWHEHUS «TOYKa-TO4Ka». CBA3b IO MOCIEIOBATEIFHOMY KaHAIY. OK 07., OK 09.

Wnkancynsauus HDLC. Ipunuun pa6otsr nporokona PPP. IIpenmymectsa nporokona PPP. LCP u
NCP. Ceancel PPP. Hacrtpoiika nporokona PPP. Hactpoiika nporokona PPP. Ayrentuduxanus
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PPP. Otnanka coennuenniit WAN. Ominaaka PPP

Tema 2.3. Pemienns Conep:xkanue 6 MK 1.1., IIK 1.2,,
IIHPOKOIOJI0CHOTO Vypanéunas pa6ora. IlpeuMymiecTBa yaanéHHOH paGoThl. BusHec-TpeGOBaHMS sl yAaNEHHBIX IIK 1.3, TIK 1.4.,
aocTyna paborHukoB. CpaBHEHHE pelIeHWH MuMpoKonoaocHoro aocryma. Kabems. DSL. BecnipoBomabie IK1.5, K 1.6,
LIMPOKOIONIOCHBIE CeTH. BBIOOp peleHnii mupoKonoIocHOro aqoctyna. Hactpolika moAkIodeHui OK 1(;[1K 10?( 02
XDSL. O630p PPPoE. Hacrpoiika PPPoE OK 03_: OK 04.:
Tema 2.4. 3amuta Conep:xkanue 6 OK 05., OK 06.,
MeKGUINAIBLHOM CBA3H Ceru VPN. Ochossl cereit VPN. Tuns! cereii VPN. Tynnenn GRE mexny oobextamu. OcHOBBI OK 07., OK 09.
GRE. Hacrpoiika Tynueneii GRE. O6uwe cBenenust 06 [Psec. 3ammura nporokona IP. Ctpykrypa
nporokona IPsec. Ynmanéuusnii moctyn. Pemenuss VPN mia ymanéunoro goctyma. Cern VPN
yAQIEHHOr0 0CTYyIA ¢ ucnojib3oBaHueM [Psec
Tema 2.5. MOHUTOPUHT Conep:xkanue 6 MK 1.1., IIK 1.2,
Cetn Syslog. Tlpunmmn paboter Syslog. Hacrpoiika Syslog. SNMP. Tlpunimn pa6orer SNMP. K 1.3, TIK 1.4.,
Hacrpoiika SNMP. NetFlow. TTpunmun padotsr NetFlow. Hacrpoiika NetFlow. IIposepka momeneit K 1.5, MK 1.6.,
Tpaguia oK 0L, 1(;502
Tema 2.6. OTnagka ceTu Conep:xkanue 6 OK 03:: OK 0 4
ITonck m ycTpaHeHHE HEIMONAJOK C HMCHOJB30BAHMEM CHCTEMHOrO moaxozaa. JloKyMeHTarus 1o OK 05., OK 06.,
cern. [Ipomemypa momcka W yCTpaHEHHS Hemonaxok. M3omamust npoOiemMbl €  MOMOIIBIO OK 07., OK 09.
MHOTOypoBHEBBIX Mozenei. Otmanka cern. CpencrBa MHOMCKa W YCTPAaHEHHS HEMOJAJIOK.
CuMITOMBI M IPUYMHBI OTIAJIKH ceTH. [TONCK M yCcTpaHeHHE HEeMoa 10K CBsI3H B ceTsx [P
B ToM umciie NpaKTHYECKHX 3aHATHI 32/32
IIpakTHueckoe 3aHsaTHE 1. 212 IK 1.1, TIK 1.2,,
Hacrpoiika 6azoBoro PPP ¢ ayrenTuduxarmeit K 1.3, IIK 1.4.,
IpakTHyeckoe 3aHaTHE 2. 212 K 1.5, TIK 1.6.,
Otnagka 6a3oBoro PPP c ayrenTndukanmei OK 1(}%( 10?( 02
IpakTuyeckoe 3ansaTue 3. 212 OK 03:: OK 04::
[IpoBepka 6a3oBoro PPP c ayrenTudukanuei OK 05., OK 06.,
IpakTuyeckoe 3ansaTue 4. 414 OK 07., OK 09.
Hactpoiika mapuipytusatopa B kauecte kinueHta PPPoE nnst nonkmrouenus DSL
IIpakTHyeckoe 3ansTue S. 414
Hactpoiika TynHenss VPN GRE no cxeMe «To4Ka-Touka
IIpakTyeckoe 3ansTue 6. 2/2
Pa3paboTka TEXHHYECKOr0 00CITY)KUBAHUS CETH
IMpakTyeckoe 3ansTue 7. 414
Hacrpoiika Syslog u NTP
IIpakTyeckoe 3ansitue 8. 2/2
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HpI/IMeHeHI/Ie IMPpOrpaMMHOI0 obecrneueHus AJI1 MOHUTOPUHI'A CETU

I[MpakTu4yeckoe 3ansTHE 9. 212

Hactpoiika SNMP

IMpakTuueckoe 3ansaTue 10. 212

COop u aHanu3 nanHbix NetFlow

IIpakTnyeckoe 3ansaTue 11. 212

[TpuMeHeHUEe HHCTPYMEHTAPHUsI CETEBOTO JIMUHICTPATOPA JUIsl HAOJIOICHUSI

IIpakTHyeckoe 3anaTHE 12. 212

BrisiBienue c6ost B pabore cetu

IMpakTHyeckoe 3ansaTHE 13. 212

Pa3paboTka JOKyMeHTaIH
KypcoBoii npoekTt 30/30 IK 1.1, TIK 1.2.,
TemMaTHKa KypCOBBIX POEKTOB IIK'1.3., TIK 1.4,
MapuipyTtu3zanusi ¥ KOMMYyTalus B KOPIIOPATUBHBIX CETAX. MK 1}5( 1“;< L6.,
Hacrpoiika n yctpanenue Henosiaaok B padote OSPF s oHOM 06macTw. 0K 01., OK02
Wccnenosanue u anaans 6CCHp0B0,ZIHLIX JIOKAJILHBIX CETEH. OK 03., OK 04.,
Hacrpoliika arperupoBanus KanaaoB. HacTpolika, mpoBepka, IIOUCK M YCTpaHeHHe Henonanok B padore EtherChannel. OK 05,, OK 06.,
3ammuTa MeKPIIHATBEHON CBSI3H. OK07., 0K 09.
CamocTrosTesabHasi padoTa 00y4yawmuxcsi Npu u3ydeHuu pasaena 2 [IM 6
Cucrematndeckas mpopadoTKa KOHCIICKTOB 3aHATHN, yAeOHOH 1 CIIEIUATLHON TEXHUICCKON JTUTEPATYPHI.
KoncrnekTupoBaHue TeKcTa, paboTa co CIOBapSIMHU U CIIPABOYHUKAMH, O3HAKOMJICHHE C HOPMATHBHBIMHU JIOKYMECHTAMH, YIeOHO-
HCCIIeNIoBaTeNbCKast paboTa MPH caMOM ITUPOKOM Hconb30oBaHnu MuTepHeTa n Apyrux IT-rexnomornii.
[IpoexTtHbIe (hOpMBI PabOTHI, MOATOTOBKA COOOMIEHMIA K BRICTYIUIEHUIO Ha CEMUHAapax W KOH(epEeHIINIX; MOAr0TOBKa pedepaTos,
JIOKJTAJI0B.
IMoaroroBka K MPakTHYECKUM 3aHSITHSM C UCIIONL30BAHUEM METOJNYCCKUX PEKOMEH AN MperoaaBaTens, ohopMIiIeHne
MPAKTUISCKUX PabOT, OTYETOB U MOATOTOBKA K UX 3allIUTE.
KoncyabTanmun 2
IIpome:xyTounas arrectanusi mo MJIK.01.02 B popme rx3amena 6
Pa3zgen IIM 3. be3onmacHOCTh KOMIIBIOTEPHBIX CeTeil 102 /32
MJIK.01.03 be3onacHOCTbh KOMIIBIOTEPHBIX ceTeil 102 /32
Pa3nen 1. be3onacHOCTh KOMIIBIOTEPHBIX ceTeil 102 /32
Tema 1.1. Conep:xanne 4 K 1.1, TIK 1.2,
DyH1aMeHTAIbHbIE CoBpeMeHHbBIE YTPO3bI CETEBOI Oe30nacHOCTH. BUPYCHI, YepBU M TPOSTHCKHUE KOHH. MeTo/Ibl aTak IIK 1.3, TIK 1.4,,
NPUHIMIBI 0€30MaCHOI IIK 1.5, IIK 1.7.,
ceTH OK 01., OK 02.,
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Tema 1.2. BesonmacHocTb Copaep:xkanme OK 04., OK 05.,
CeTeBBIX yCTPOHCTB besonacHelii noctyn k ycrpoiictBaM. Ha3HadyeHue agMuUHUCTpPaTHBHBIX poied. MOHHUTOpHUHI H OK 06., OK 07.,
ylpaBJIeHHEe YCTpOHCTBaMu. Mcrmonb3oBaHWe (QYHKIUS aBTOMATU3MPOBAHHOW  HACTPOMKH OK 09.
0e30macHOCTH
Tema 1.3. ABTOpU3anus, Conep:xkanue MK 1.1., IIK 1.2,,
ayTeHTH(UKAIUA U y4eT CaoiictBa AAA. JlokanbHas AAA ayreHTu(ukanus. Server-based AAA 1K 1.3, TIK 1.4,
aoctyna (AAA) IK 1.5, TIK 1.6.,
Tema 1.4. Peanuzanust Conep:xkanue K 1.7.,
. = OK 01., OK 02.,
TexHoJioruii 6panamaydpa | ACL. Texnonmorus Opanamayspa. KonrtekctHeili KoHTponb goctyna (CBAC). Tlomutuku OK 03. OK 04..
OpanzMay’pa OCHOBaHHBIC Ha 30HAX OK 05.. OK 06.
OK 07., OK 09.
Tema 1.5. Peanm3zanus Conep:xkanue MK 1.1., TIK 1.2,
TEXHOJIOT Ui IPS texnonoruwu. IPS curnatypsl. Peanmuzamus IPS. Ilpoepka u monutopusr IPS IIK'1.3., TIK 1.4,
NpenoTEpamenns IK 1.5., TIK 1.6.,
PLOPAEn I OK glK 1(;502
Tema 1.6. Be3onacHocTh Conep:xkanue OK 03:’ OK 04:’
JIOKAJILHOM ceTH O0ecrieueHrne 0€30MaCHOCTH II0JIB30BATEIBCKUX KOMITbIOTEpOB. Coo0OpakeHHs M0 0e30HacHOCTH OK 05_: OK 06.:
BToporo ypoBHs (Layer-2). Koudurypamus Oe30omacHOCTH BTOporo ypoBHs. bezomacHocTh OK 07., OK 09.
OecrpoBOmHEIX cereit, VolP
Tema 1.7. Coaep:xanme K 1.1, TIK 1.2,,
Kpunrorpagpuueckue Kpunrorpadudeckne cepBuchl. ba3zoBas IETOCTHOCTh W ayTEHTHYHOCTh. KOH(MHIEHIHATLHOCTD. IK' 1.3, IIK 1.4,
CUCTEMbI Kpunrorpadust OTKpBITEIX KITFOUEH [IK'1.5, IIK 1.6,
Tema 1.8. Peanuzanust Conep:xkanmue OK IJF 10?( 02
Texnosoruii VPN VPN. GRE VPN. Kommnonentsl u ¢pyuknuonupoanre IPSec VPN. Peanmszanus Site-to-site IPSec OK 03:: OK 0 4
VPN c ucnonszoBanmem CLI. Peammzamms Site-to-site [IPSec VPN ¢ wucmomszoBanmem CCP. OK 05., OK 06.,
Peanm3zams Remote-access VPN OK 07., OK 09.
Tema 1.9. Ynpasaenue Conep:xanne IIK 1.1, TIK 1.2,,
0e30macHoii ceThbI0 [IpuHIHIIE OE30MaCHOCTH ceTeBOro au3aiiHa. besomacHas apxuTekTypa. YIpaBleHHe mporeccaMu [IK 1.3, TIK 1.4.,
n Ge3onacHocTh. TecTHpoBaHHE ceTH Ha ya3BHUMOCTH. HempepbIBHOCTH OM3Heca, IUIAHUPOBAaHHUE K 1.5, IIK 1.6,
BOCCTAHOBJIGHUSI aBapUMHBIX CUTyalwid. JKU3HEHHBIH IMKI CEeTH W IUIaHWpoBaHWE. Pa3paboTka OK EIIK 101( 02
_ peryIaMeHTOB KOMIIAHUHU M OJIMTUK 0€3011aCHOCTH OK 03.: OK 0 4
Tema 1.10. Cisco ASA Copep:xxanne OK 05., OK 06.,
Beenenue B AnantusHoe ycrpoiictBo Oe3onacHoctu ASA. Kondurypamus daupsona Ha 6aze ASA OK 07., OK 09.

¢ ucnonb3oBaHueM rpaguueckoro uHTepdeiica ASDM. Koudurypamus VPN na 0aze ASA ¢
HCHoNb30BaHueM rpaduyeckoro uarepderica ASDM
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B ToM yucie mpaKTHYeCKHX 3aHATHIH

32/32

IIpakTnyeckoe 3ansatue 1. 212 MK 1.1., IIK 1.2,,
VccrenoBanue CeTeBbIX aTak ¥ MHCTPYMEHTOB IPOBEPKH 3aIMTHI CETH 1K' 1.3, TIK 1.4,
[pakTuyeckoe 3ansTHE 2. 212 IK1.5, K 1.6,
Hacrpoiika 6€301acHOro JI0CTyma K MapIiipyTH3aToOPy OK 1(;[1K 1020 )
[pakTuyeckoe 3ansTUe 3. 212 OK 03:: OK 0 4
Obecnieyenne aMIUHACTpaTHBHOTO jocTyna AAA u cepepa Radius OK 05.. OK 06.
IIpakTHyeckoe 3ansiTue 4. 2/2 OK 07., OK 09.
Hacrpoiika nonutuku 0€301acHOCTH OpaHaMayIpoB
I[MpakTH4yeckoe 3aHsATHE 5. 212
Hacrpoiika cucremsl penorBpaiieHus Bropxxennit (1PS)
I[MpakTH4yeckoe 3aHsATHE 6. 212
Hactpoiika 6e301acHOCTH Ha BTOPOM YPOBHE Ha KOMMYTaTOPax
I[MpakTHyeckoe 3aHsTHE 7. 4/4
HccnenoBanne MeTo10B M (pOBaHUS
IMpakTHyeckoe 3aHsTHE 8. 212
Hacrpoiika Site-to-SiteVPN ucnons3ys naTepdeiic KOMaHIHOM CTPOKH
IIpakTH4yeckoe 3aHATHE 9. 212
BaszoBas HacTpoiika 1n1r03a 0e3omacHocT ASA U HacTpolika OpaHaMay3pOB HCIIONbL3YS HHTEpdeiic
KOMAaHTHOM CTPOKH
IIpakTuyeckoe 3ansatue 10. 212
basoBas HacTpoiika nniro3a 6ezonacHocti ASA 1 HacTpoiika OpaHaMay’poB ucnoiab3yss ASDM
IMpakTuyeckoe 3ansitue 11. 212
Hacrpoiika Site-to-SiteVPN ¢ oiHOli CTOPOHBI Ha MapIIPyTH3ATOPE UCTIOB3Ys HHTEpdeiic
KOMAaH/THOUM CTPOKH U C JIPyrod CTOPOHBI UCTIONB3YS NUTI03 Oe3omacHocTi ASA TocpeicTBOM
ASDM
IIpakTyeckoe 3ansiTue 12. 2/2
Hacrpoiika Clientless Remote Access SSL VPNS ucnonszys ASDM
IIpakTnyeckoe 3ansiTue 13. 2/2
Hacrpoiika AnyConnect Remote Access SSL VPN ucmons3yst ASDM
IIpakTnyeckoe 3ansitue 14. 414
duHaNbHAs KOMIUICKCHAS J1a00paTOPHO-NIPAKTHYECKas paboTa mo 6e30macHOCTH
CamocrosiTesbHasi padoTa o0yyaomuxcst Npu u3ydeHuu pasgena 3 [IM 4

CucremaTtnyeckas npopaboTka KOHCIEKTOB 3aHATUH, yueOHON M CllelnaIbHOW TEXHHYECKOH JTUTEPaTYPBhI.
KoncnektupoBanue Tekcra, paboTa co cIoBapsSMHU U CIIPABOYHUKAMH, O3HAKOMJICHUE C HOPMAaTHUBHBIMH JOKYMEHTaMH, y4eOHO-
HCCIIe1oBaTeNbCKasi paboTa Ipu caMOM MIMPOKOM HCIoib30BaHu MuTepHera u apyrux IT-TexHomorui.
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[IpoextHbie popMBbI pabOTHI, MOATOTOBKA COOOLICHUH K BBHICTYIIJICHUIO Ha CEeMUHapax M KOH(pEPEHLUIX; TOATOTOBKA pedepaTos,
JIOKJIaJI0B.

[MoaroroBka K MPakTHYECKUM 3aHATHSAM C UCIIOIB30BAHUEM METOJINYECKUX PEKOMEHIANNH penoaaBaTens, opopMIeHne
MPAKTUYECKUX PadOT, OTYETOB M MOATOTOBKA K UX 3aIIUTE.

KoncyasTanuu 2
I[pomexyrounas arrectanus mo M/1K.01.03 B hopme nuddepeHninpoBaHHOro 3a4era -
VI1.01.01 Yue6nas npaktuka «I[IpoekTHpoBaHHe, MOHTAK M HAIAIKA KOMIBIOTEPHBIX CeTei» 108 /108 K 1.1, IIK 1.2,
Buabi padot IIK 1.3., TIK 1.4,
- yyacTue B MPOEKTHPOBAHUH CETEBON MHPPACTPYKTYPHI; [IK 1.5, TIK 1.6,
- yyacTHe B OpraHU3alMH CETEBOTO aIMUHUCTPUPOBAHUS; IK1.7,
- DKCIUTyaTanus 00bEKTOB CETEBOM HHPPACTPYKTYPHI; 8§ gé’ 8§ gi’
- y4acTHe B YIPABIECHUH CETEBHIMHU CEPBUCAMH; OK 05_: OK 06.:
- yyacTre B MOJIEpHH3AIINN CETEBON HH(PPACTPYKTYPHI, OK 07., OK 09.
- BBIGOp JAaHHbIX JJIS1 aHaJIM3a UCIIOJIb30BaHUA U Q)YHKHHOHI/IpOBaHI/ISI IMPOrpaMMHO-TEXHUYCCKHUX CPEACTB KOMIIbIOTCPHBIX cereﬁ;
- obecrieueHne ceTeBoi 0€30MacHOCTH
MpomexyTrounas arrectamnusi no YI1.01.01 B ¢popme nudpdepeHunpoBaHHOr0 3a4eTa -
IT11.01.01 Ipou3BoaAcTBEHHAS MPAKTHKA 108 /108 MK 1.1., TIK 1.2,
Bijtbt pador: IK 1.3., TIK 1.4.,
- yyacTue B pa3pa0oTKe METOJIOB, CPECTB M TEXHOJIOTHI PUMEHEHHST 00hEKTOB MPOQEeCCHOHALHOMN JISSITENbHOCTH; [IK 1.5, TIK 1.6,
- MpoBeJIcHHE TPOGUITAKTHUECKUX PadOT Ha 00bEKTaX CETeBOM MHMPACTPYKTYPhI U PaOOUUX CTAHIIMIX; IK17,
- yJ9acTHe B MHBEHTapU3allN1 TEXHUIECKUX CPENICTB CETEBOI HHPPACTPYKTYPHI, OCYIIIECTBICHIE KOHTPOJIS, TOCTYIUBIIETO U3 8§ gé 8§ gg
peMoHTa 000PYAOBaHUS; OK 07'.’ OK 09'.’
- obecreueHre ceTeBoi 0€30macHOCTH (3aUTa OT HECAHKITMOHWPOBAHHOTO AOCTyNa K HH(POPMAIIUH, TIPOCMOTP WM N3MEHEHNE ’
CHUCTEMHBIX (DalJIOB M TAHHBIX ), 0€30ITaCHOCTh MEKCETEBOTO B3aUMOICHCTBIS,
- OCYIIIeCTBIIEHIE aHTUBUPYCHOM 3aIUTHI JOKAIFHON CETH, CEPBEPOB M pabOYHNX CTAHIIUH;
- TOKYMEHTHUPOBAHHUE BCEX POU3BEECHHBIX JCHCTBUI
Ipome:xxkyrounas arrectanusi o I111.01.01 B popme nudpdepeHnmupoBaHHOI0 3a4eTA -
JK3aMeH M0 MOTYJII0 6

Bceero | 722 /422
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3. YCJOBUA PEAIMBAIINU TPOPECCUOHAJIBHOI'O MOAYJIA

3.1. MaTepuajbHO-TeXHHYECKOe ofecrieyeHue

st peanu3al MporpamMmbsl IpoecCHOHATBHOIO MO MPEAYCMOTPEHBI CIEAYIOLINe
CrelMaIbHbIC TOMEUICHUS:

- KaOMHET METPOJIOTUM M CTaHAapTU3alMM, OCHAIIEHHBIM B COOTBETCTBMM ¢ m. 6.1.2.1
oOpa3oBaTellbHOM  TporpamMmbl 1o crnenuanbHOocTH  09.02.06 CereBoe ©  CHCTEMHOE
aJIMUHUCTPUPOBAHHE;

- nabopaTopu MHPOPMAMOHHBIX TEXHOJOTHH, OpPraHU3allMd M MPHUHIUIIOB IOCTPOCHUS
KOMIBIOTEPHBIX CHCTEM, MPOTPaMMHO-ANIAPaTHOW 3aIIUThl OOBEKTOB CETEBOM MH(PACTPYKTYpHI,
OCHAIIICHHBIE B COOTBETCTBUU C II. 6.1.2.3 0oOpa3zoBaTenbHONH MPOTrpaMMbl 1O CHENUATBHOCTH
09.02.06 CeTteBoe U CUCTEMHOE aJIMUHUCTPUPOBAHUE;

- MacTepckasi MOHTaXa M HACTPOWKH OOBEKTOB CETeBOM HH(PACTPYKTYpHI, IOJUTOH
TEXHUYECKOTO KOHTPOJISI U IMaTHOCTUKU CETEBOW MH(PACTPYKTYPHI, OCHAIIEHHBIE B COOTBETCTBUH
c m. 6.1.2.4 oGpa3oBarenpHON mporpammsl o crnenuanbHocTd 09.02.06 CereBoe W CHCTEMHOE
aJIMUHUCTPUPOBAHHE;

- IOMEUICHHUST ISl CaMOCTOSITENIbHOW W BOCIUTATENBHON pPabOThI, OCHAILCHHBIE B
COOTBETCTBUU ¢ II. 6.1.2.2 oOpa3zoBarensHON mporpamMmsel 1o crenuanbHocTH 09.02.06 CeteBoe m
CHCTEMHOE a/IMUHUCTPHPOBAHNE,

- 0a3bl MPAKTHKHU, OCHAIIEHHbIE B COOTBETCTBUU C 11 6.1.2.5 0O6pa3zoBaTebHON MPOTPaMMBI
o cnenuanbHOCTH 09.02.06 CeTeBoe M CHCTEMHOE aJIMUHUCTPUPOBAHHUE.

3.2. NudopmannoHHoe odecnevyeHne peasn3aluu MporpaMmmMbl

Jnst  peanu3anuy  mporpaMMbl  OMONMMOTEYHBIM (OHA 00pa3oBaTENIbHONM OpTraHU3aIluU
YKOMIUICKTOBAH TMEYaTHBIMH W (MJIM) 3JCKTPOHHBIMH 00pa30BaTEIbHBIMU M HH(POPMAIIMOHHBIMU
pecypcamu, peKOMEHI0BaHHBIMHU ISl HCTIOJIb30BaHUS B 00pa30BaTEIbHOM IIpoIiecce

3.2.1. OcHOBHbIC MeYATHLIC H3AAHUSA

1. Omudep B. I.,Omudep H. A. Kommbiorepubie cetu. IIpuHIUMNBI, TEXHOJIOTHH,
MPOTOKOJIBI: YU4EOHHMK ISl BY30B. —b5-¢ m3a. — CII6. ITurep, 2019, 2020, 2021. — 992 c. —
Tekcr : HenmocpeACTBEHHBI.

2. lu6poB, Makcum Bnagumupoud. CeTu u TeleKOMMYyHHKaIuu. Mapuipyrusanus B [P-
ceTsix [Tekcr] : yueOHUK U npakTukyMm it crio / M. B. JIuGpos. - 2-e u3z., nepepad. u pom. - M. :
IOpaiir, 2023. - 423 c. - (IlpodeccuonansHoe oOpazoBanue). - ISBN 978-5-534-16551-7 . - Tekcr:
HEMOCPECTBEHHBIH.

3.2.2. OcHOBHBIE 3JIeKTPOHHbIE U3IaHUSI

1. Tu6pos, M. B. Ceru n tenekomMmmyHukauuu. Mapupyruzauus B IP-cersx : yueOHuK u
MIPAKTUKYM ISl CpeHero npodeccuoHanbHoro odpazosanus / M. B. J[lubpoB. — 2-e u3 ., nepepad.
u jgorn. — Mocksa : M3ngarensctBo FOpaiit, 2024. — 423 ¢. — (IIpodeccronanbHoe 06pazoBaHue).
— ISBN 978-5-534-16551-7. — Texkcr : anexTpoHHbIN // OOpazoBarensHas miatdopma FHOpaiit
[caiiT]. — URL: https://urait.ru/bcode/544930 (nata obpamenus: 21.02.2024). — Pexxum nocryna:
JUIS aBTOPU3. MOJIb30BaTENCH.

2. Pakutun, P. 10. Kommbrotepusie cetn : ydeOHoe mocobue / P. 0. Pakutun, E. B.
Mockanenko. — bapnayn : Antl'TIY, 2019. — 340 c. — ISBN 978-5-.88210-942-3. — TekcT :
ANIEKTPOHHBIN // Jlanb : 3NIEKTPOHHO-OMOINOTEeUHAs CHCTEMA. — URL:
https://e.lanbook.com/book/139182 (mara oOpamenus: 09.02.2023). — Pexum poctyma: s
aBTOPU3. MOJIb30BATENCH.

3.2.3. JlonoJIHUTEIbHbIE HCTOYHUKH

1. IlpoextupoBanne WH(DOPMAIMOHHBIX CHUCTEM : YYEOHHK W TPAKTUKYM IS CPEAHETO
npodeccuoHanbHoro obpazosanus / JI. B. Huctos, I1. II. MensuukoB, A. B. 3onortaprok, H. b.
Huuenopyk. — 2-e u3a., nepepad. u npon. — Mocksa : U3narensctBo FOpaiit, 2024. — 293 ¢. —
(ITpodeccuonanbuoe obpazoBanue). — ISBN 978-5-534-16217-2. — TekcT : 3MEKTPOHHBIA //



https://urait.ru/bcode/544930
https://e.lanbook.com/book/139182

OOpazoBarenpHas miathopma FOpaiir [caitit]. — URL: https://urait.ru/bcode/538370 (mara
obpamenus: 21.02.2024). — Pexxum gocTyna: ajas aBTOPHU3. TIOJIB30BATENICH.

2. llleBenes, FO. I1. JluckperHas marematuka : yaeoHoe nocooue s cro / FO. I1. [lleBenes.
— Camnkr-IlerepOypr : Jlamp, 2021. — 592 c¢. — ISBN 978-5-8114-7504-9. — Tekcr :
ANIEKTPOHHBIN // Jlanp : AJIEKTPOHHO-OUOIHOTEUHAS cucTeMa. — URL:
https://e.lanbook.com/book/161638 (mata oOpamenus: 16.02.2023). — Pexum nocryma: s
ABTOPU3. IIOJIB30BATEIICH.
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4. KOHTPOJIb 1 OLIEHKA PE3YJBTATOB OCBOEHMUSA

MNPO®ECCHUOHAJIBHOI'O MOAY JIA

Kon u HaumeHoBaHue
NnpoecCUOHATBHBIX U 00N X
KOMIIETEeHIIM i,
(opMupyeMBIX B pamMKax
MOIYJIst

Kpurtepun onenkn

MeToabl OEHKH

IIK 1.1. JokymMeHTHpOBaTh
COCTOSTHUS

WH(POKOMM yHUKAIIMOHHBIX
CHUCTEM M MX COCTABJISIIONINX B
npoliecce HaJaakd U
SKCIUTyaTaluu

OOyyaromuiicst 000CHOBaHO UCTIONB3yeT HOPMATHUBHO-
TEXHUYECKYIO JOKYMEHTAIMIO B 00IacTH
MH(POKOMMYHHKAIMOHHBIX TEXHOJIOTHI; TPaMOTHO BENIET
TEXHUYECKYIO JOKYMEHTAIHIO TI0 00BEKTaM
MH()OKOMMYHHMKAI[IOHHBIX CUCTEM B MPOLIECCE HATAKH
Y 9KCIUTyaTall|H.

JleMOHCTpHpYET yMeHNE KOHTPOJIIMPOBATh HAJIMYHE U
JIBIDKEHUE amlapaTHbIX, TPOrpaMMHO-aNNapaTHBIX 1
MPOrPaMMHBIX CPE/ICTB; paboTaeT ¢ MH(POPMAIMOHHON
CHCTEMOH 10 YIPaBIICHUIO 3a1lacaMy 1 PEMOHTOM;
ohopMIIsieT 3asBKM Ha MaTePHAIIbl U KOMILIEKTYIOIINE
MH()OKOMMYHHKAI[IOHHBIX CUCTEM.

JleMOHCTpHpPYET HaBBIKM COCTABJICHUS PETJIAMEHTHBIX
OTYETOB O 3aMEUYEHHBIX OTKJIOHEHHUSX OT ITATHOTO
pexurMa (pyHKIMOHHPOBaHHS UHHOKOMMYHHUKAIIMOHHBIX
CHCTEM; BBITIOJIHAET JOKYMEHTHPOBaHHE 0a30BOM
KOH(UTypaluy U MPorpaMMHOro 00ecTiedeHust
YCTPOWCTB MHPOKOMMYHHUKAIMOHHBIX CUCTEM

I1K 1.2. TTonnepxuBaTh
paboTocnocoOHOCTh
anmapaTHO-IPOrpaMMHBIX
CPELCTB YCTPOKCTB
HNH()OKOMM yHHKAIIM OHHBIX
CHCTEM

[Ipu ycraHOBKe W 3KCIUTyaTanuu neprdepuitHoro
000pynoBaHus 00yJaIOIUHCS IPAMOTHO IPHMEHSET
COOTBETCTBYIOLIME HHCTPYKIMH; BBIONHIET 3aMEHY
PACXOAHBIX MAaTEPHAIOB M KOMIUICKTYIOLIUX
nepudepuitHoro 000pyRoBaHust; 000CHOBAHO
HCIOJIB3YeT KOHTPOJIbHO-M3MEPUTEIIEHOE 000pYL0BaHHE
JUTsl IPOBEPKHU JIEKTPUUECKUX COEAMHEHUIN YCTPOKCTB
MH(POKOMMYHUKALMOHHBIX CUCTEM.

JleMOHCTpHpYeT YMEHHUE BBIBIIATE U YCTPAHATD
MEXaHHUYECKHE TIOBPEXKICHHS 1 Te(EeKTHl YCTPOUCTB
HNH()OKOMMYHHKAIIMOHHBIX CHCTEM.

JleMOHCTpHUpPYeT HaBBIKH YCTaHOBKH
MH()OKOMMYHHUKAIIMOHHBIX CUCTEM Ha pab0O4YMX MecTax
COTJIACHO TPYZOBOMY 3aJIaHUIO; BBIIOIHSET
JMarHOCTHKY alllapaTHBIX OIIMOOK YCTPOHCTB
HNH()OKOMMYHHKAIIMOHHBIX CHCTEM; OCYILECTBIISET
JEMOHTaX M 3aMEHY y3JI0B U SJIEMEHTOB OT/EIbHBIX
YCTPOHCTB HH()OKOMMYHHUKAIIMOHHBIX CHCTEM

IIK 1.3. Ycrpanars
HEHCIIPaBHOCTH B pabore
HUH()OKOMM yHHKAIIMOHHBIX
CHCTEM

OOy4aromuiics UASHTUPUIUPYET UHIUIICHTHI,
BO3HHUKAIOIIUE TIPH YCTAaHOBKE IPOTPaMMHOTO
obecriedeHnst 1 000CHOBaHO MMPUHUMAET PEIICHIE 00
W3MEHEHHH MPOLEeAYPhl yCTAHOBKH; TPAMOTHO
OLICHMBAET CTeNeHb KPUTUYHOCTH MHIUICHTOB NPH
paboTe mpUKIaIHOr0 IPOTPAMMHOTO O0ECIICUEHUSI.
JleMOHCTpHpYeT YMEHHE YCTPaHATh BO3HUKAIOLINE
WHIUJCHTHI, IPOM3BOIUTH MOHHTOPHHT
aJIMUHUCTPHPYEMOI HH(POPMaIIMOHHO-
KOMMYHUKAIIMOHHOW CUCTEMBI I CBOEBPEMEHHO
JIOKYMEHTHPOBATh YIETHYIO HH()OPMAITHIO 00
HCIIONB30BaHUH CETEBBIX PECYPCOB.

OOyyaromuiicst JEeMOHCTPUPYET HaBBIKU BBISIBIICHNS,
OTpEeeNEeHNS U YCTPaHEeHNUS MOCIIEACTBUI cO0EB 1
OTKa30B CETEBBIX YCTPOHCTB U ONEPALIMOHHBIX CHCTEM;
OTpeAeNseT MPUINHBI BO3HUKHOBEHHUS] KDUTHIECKUX
WMHIOUIEHTOB ITpH paboTe MPUKIaJHOTO MPOrpaMMHOTO
obecriedeHus

- DKCIIEPTHOE
HaOmoeHue 3a
JIeATENBHOCTBIO
oOyyJaromuxcs Ha
MPAKTHYECKUX 3aHATHAX,
B X0/Ie KYpPCOBOT'0
MPOSKTUPOBAHHS,
BBITIOJTHEHHS PadoT Ha
YUeOHOH H
MPOM3BOICTBEHHOM
MPaKTHKE;

- TECTUPOBAHHE;

- OIICHKA PE3YJIbTATOB
BBITTIOJIHCHU ST
MPaKTHYECKUX PadoT;
- 3aIUTa
I/IHI[I/IBI/I)IyaHI)H])IX u
KOJIJIGKTHBHBIX pa0boT
(pedepatos,
[IPE3EHTALNN, PACUETHO-
rpaduyeckux pador);

- 3allIUTa KypCOBOTO
MPOEKTa;

- mudepeHi-Hoie
3a4eThl M0
MEXAUCIUTUIMHAPHBIM
Kypcam, yaeOHoH 1
[IPOU3BOJCTBEHHOU
MPaKTHKaM;

- DK3aMEHBI 110
MEXIUCIUTUTMHAPHBIM
Kypcam;

- 9K3aMeH 110
po(heCCHOHAILHOMY
MOJIYITIO
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IIK 1.4. IIpoBoauTts nmpuemo-
C/IaTOYHBIE MCTIBITAHUS
KOMITBIOTEPHBIX CeTel 1
CEeTEeBOro 000pyI0BaHHMS
Pa3IMIHOTO YPOBHS U OLICHKY
Ka4yecTBa CETEBOM TOIOJIOTUH B
paMKax cBoei
OTBETCTBEHHOCTH

OOyyarommuiicst ciocodeH nAeHTH(HUIMPOBATh
VHIOUIEHTHI, BOSHUKAIOIIHE TIPH IIPOBECHUH
TIPEABAPUTEIHHBIX UCIIBITAHUN; TPAMOTHO HCIIOJIB3YET
TIPOLIEAYPHI BOCCTAHOBIICHHS IAHHBIX, OTPEEIIET
TOYKH BOCCTAHOBJICHHS JaHHBIX, OLICHUBAET PHCKU
TIepepHIBOB B NIPEIOCTABIICHUH CEPBUCOB IIPH
TIPOBEICHUH HUCTIBITAaHUH.

OOyuaronmiicst OCyIIECTBISET OATOTOBKY K
TIPOBEACHUIO MPEABAPUTENBHBIX UCIBITAHUHA; COCTABIISIET
rpad¥K MpeABapUTEIbHBIX UCIIBITAHUH; BBIIOIHSET
OITOBEILEHHMS TT0JIb30BATENIEH O BO3MOXKHBIX IIEPEPHIBaxX B
TIPEIOCTABIICHUN CEPBUCOB; BBIMOIHSET
MIpeABapUTEIIbHBIE HCIIBITAHUS

IIK 1.5. OcymecTBasiTh
pe3epBHOE KOMMPOBAHUE U
BOCCTAaHOBJICHHUE
KOH(UTYpaluu CeTeBOro
00opymoBaHUs
nH(pOpMannOHHO-

KOMM YHUKAIIMOHHBIX CHCTEM

OOyuaronuiicss AEMOHCTPUPYET YMEHUE UCIIOTH30BAThH
MPOLENYPHI M ONPEENATh TOYKH BOCCTaHOBJICHUS
JIAHHBIX; PaboTaeT ¢ cepBepaMy apXHUBUPOBAHUS U
CPEICTBaMU YIIPABIICHUsI OTIEPAIMOHHBIMHI CUCTEMaMU;
IPaMOTHO UCIOJIb3yeT HOPMaTHBHO-TEXHUYECKYIO
JIOKyMEHTAIIHIO.

OOyuaroNuics BBITOTHICT BOCCTAHOBJICHUE
napaMeTpoB M0 YMOJIYaHHIO COTJIACHO JOKYMEHTAIIUH
ONCpaliMOHHBIX CUCTEM, IPHU IMTOMOLINU CEPBEPOB
APXUBUPOBAHUs, a TAKXKE ITPU TOMOIIU CPEACTB
ynpaBJICHHA CIICTUAJIU3UPOBAHHBIX OII€PAlMOHHBIX
CHCTEM CETEeBOro 00OpYAOBaHUSL.

OOy4arouuiicst JEeMOHCTPUPYET HABBIKY ITAHUPOBAHHUS
pacnucaHus apXUBUPOBAHUSA U apXUBUPOBAHUE
apaMeTPoB MOIb30BATENIBCKUX YCTPONUCTB; BBHIIIONHSACT
COIIPOBOXKACHUE CEPBEPOB APXUBUPOBAHUS
MPOrpaMMHOI0 00eCIeYeHHsI U MOHUTOPUHT
MPOBEIEHHOT O IJIAHOBOT'O apXUBUPOBAHUS
10J1b30BATENIbCKUX YCTPOMCTB

[IK 1.6. OcymecTBnaTh
WHBEHTAPHU3ALMIO TEXHUYECKHUX
CPENCTB CETEBOU
UH(pPaCTPYKTYPbI, KOHTPOIb
00opy/IoBaHus 1OCIIe
MPOBEICHHOTO PEMOHTA

OO6yuaromuiicss TpaMOTHO BEIET TEXHHYECKYIO
JOKyMEHTAIIHMIO TI0 00beKTaM HH(POPMAIMOHHO-
KOMMYHHKAIIMOHHOH CHCTEMBI; OCYIIECTBIIAET KOHTPOJIb
HaJIM4MS U IBWDKEHHS alllapaTHBIX, IPOrpaMMHO-
anmapaTHBIX U IPOrPAMMHBIX CPEJICTB.

BrImonHsieT mpoBepKy OTYETOB IO Pe3ynbTaTaM
WHBEHTApH3aLll{ U CIIHCAHUS alllapaTHBIX,
MPOrpaMMHO-aINIapPaTHBIX U IPOrPAMMHBIX CPEJICTB;
($UKCHpYyeT B KypHaJle HHBEHTapHbIe HOMepa U
MECTOPACHOJIOKEHHS TEXHUIECKUX CPEICTB
aJIMUHUCTPHPYEMOI CETH, OCYLIECTBILIET UX
MapKHPOBKY

[IK 1.7. OcymecTBiaTh
periaMeHTHoe 00CTy)KUBaHUE
U 3aMEHY PacXOJHBIX
MaTepHaNoB MepUPEepURHOro,
CETEeBOr0 M CEPBEPHOT0
obopymoBaHus

UH()OKOMM YHHKAIIMOHHBIX
CHCTEM

OO6yuarommiicss TpaMOTHO paboTaeT ¢ JOrOBOPHOH H
OTYETHOU JOKYMEHTAIEH Ha 00CTy)KUBAEMYIO
nH(pOpMaNOHHO-KOMMYHHKAIIMOHHYIO CHCTEMY, C
WHPOPMAMOHHONW CHCTEMON YIIPaBIICHHUS 3aIlacaMy U
peMOHTOM, oopMIISET 3asBKH HAa MAaTEPUAJIbI U
KOMIUTEKTYIOIINE HH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHOM
CHCTEMBI.

OOyuarommiicsi OCyIIECTBISAET KOHTPOIh OCTATKOB
3aMacHbIX YacTel 1 000py/I0BaHMS IO/ 3aMEHY;
KOHTPOJIb coOMIoneHus rpadrka MporIakTHIECKOro
o0ciy>kuBaHU 000pyIOBaHNS; BHITIONHACT BHECCHUS
JAHHBIX O TIPOBEIEHHBIX paboTax, 00 NCHONB30BaHHBIX
3aMacHbIX YacTsIX B HHPOPMAIMOHHYIO CHCTEMY
YIIPaBJICHUsI 3a11aCAMHU U PEMOHTOM

OK 01. Beibupats crioco0s!
pelieHus 3aaa4y
podeCcCHOHATHHOMN
JeATENEHOCTH IPHUMEHUTEIBHO

OOyyJaromuiicst JEeMOHCTPUPYET HATMYUE YMEHUH
pacrio3HaBaTh 3aaady (mpobiemy) B mpodeccrnoHatbHOM
WM COLMAJIbHOM KOHTEKCTE; aHAIN3UPOBATh 1
BBIJICIISITH €€ COCTABHBIE YaACTH; ONPEIEIATh STAIbI

9KCIIEPTHOE HAOIIOICHIE
3a IESITENbHOCTBIO
00y4Jaromuxcsi:

- Ha MPAKTHYECKUX
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K pa3JIMIHbIMH KOHTCKCTaM

peIIeHHs 3a1a9W; BEISIBIISATH U d3(PPEKTUBHO UCKATh
HHPOPMAIINIO, HEOOXOUMYIO JUTS PEIICHUS 3a1a9d
(pobGitemsr). CocTaBIISCT IUIAH JCHCTBHIA; OTIPEACIIICT
HEO0XOIUMBIC PECYPCHI; BIIAJICET aKTyaTbHBIMH
MeToAaMu PabOTHI B MPOPECCHOHANEHON M CMEKHBIX
cdepax; pean3yeT coCTaBJICHHBIN IJIaH; OLCHUBAET
pe3ynbTaT U MOCIENCTBUSI CBOUX JICHCTBUI

OK 02. Ucnonb3oBaTh
COBPEMEHHBIE CPEJICTBA
MOMCKa, aHaIM3a 1
HHTEpIpETAIA HH(HOPMALIUH U
uH(pOPMAIMOHHBIE TEXHOIOT UK
JUTSL BBITIOJTHEH U 38,144
podeCCHOHATBLHON
JEATEIIBHOCTH

OOyuaromuiicst 00J1a1aeT CIIOCOOHOCTBIO OIPEAENATh
3a]]a49K 1 HEOOXOIMMbIE HCTOYHUKH JITS TIOMCKA
nHMOPMAIIUK; TUITAHUPOBATH MPOLIECC TOUCKA
CTPYKTYPHUPOBAaTh MOIY4aeM Y0 HH(OPMAIIHIO.
Beigenser Haubonee 3Ha4MMOE B TIepedHe HHPOpMAITUH
Y OLICHUBAET MPAKTUYECKYIO 3HAYMMOCTh PE3YIbTaTOB
norcka; ohopMIISET pe3yNIbTaThl MOUCKA, MPUMEHSET
cpencTBa HHOOPMAIIMOHHBIX TEXHOIOTUH TS PEIICHHSI
npodecCHOHAIBHBIX 3a1a4; UCIIONB3YeT COBPEMEHHOE
nporpaMMHOe o0ecreueHre U pa3inyHbie NU(POBbBIC
CPEACTBA [UIsl pelieHust IPOodecCHOHATIBHBIX 3a/1a4

OK 03. IInanupoBath u
peann3oBBIBATH COOCTBEHHOE
npodeccuoHaIbHOE U
JIMYHOCTHOC pa3BUTHC,
TpeNPUHUMATENHCKYTO
ACATCIIBHOCTD B
npocgeccuoHalbHOI chepe,
UCIIONIB30BAaTh 3HAHHUS 110
NpaBOBOH M (PUHAHCOBOH
IPaMOTHOCTH B Pa3IMYHBIX
KHU3HEHHBIX CHTYalUsIX

[Tpy BHIONTHEHWH MOCTABJIEHHBIX 33124 00Yy4YaroIIuics
JEMOHCTPHUPYET CIOCOOHOCTH ONPEAEIIATh aKTyaJIbHOCTb
HOpMaTI/IBHO-HpaBOBOﬁ JOKYMEHTAaIlUU B
npodecCHOHATBHOM NeITeIbHOCTH; IPUMEHSTh
COBPEMEHHYIO Hay4HYIO PO ECCHOHAIBHYIO
TCPMHUHOJIOT'HIO.

OOyuaromuiics 0OCO3HAHO ONpPEAENAeT U BEICTPauBaeT
TPaeKTOPUH CBOETO MPOdecCHOHaIBHOIO Pa3BUTHS U
caM000pa30BaHus; CIIOCOOCH UCIONIB30BaTh 3HAHUA 110
NpaBoBOW 1 (PMHAHCOBOW IPaMOTHOCTH B Pa3IMUHBIX
JKM3HEHHBIX CHUTYaLUsIX

OK 04. DddexTrBHO
B3aHMO/ICHCTBOBATh U paboTaTh
B KOJUICKTHBE ¥ KOMaH/Ie

OO6yuaromuiicss IeMOHCTPUPYET YMEHHE OpraHU30BaTh
paboTy KOJJIEKTUBA U KOMaHIbl; 3 dexTHBHO
B3aUMOJACHCTBYET C KOJIEraMH, PYKOBOACTBOM,
KIMEHTaMH B X0Zi¢ Y4eOHOI0 poLecca U Ha MPAaKTHKE

OK 05. OcymiecTBIATh yCTHYIO
U IMCbMEHHYIO
KOMMYHHUKAIIHMIO Ha
rOCYZIapCTBEHHOM SI3BIKE
Poccuiickoit @enepanuu ¢
Y4EeTOM 0COOCHHOCTEH
COLIMATIBHOIO U KYJIbTYPHOT'O
KOHTEKCTa

OOyuatoniuiics pa3oupaercst B 0COOCHHOCTSIX
COLIMANILHOTO U KYJIbTYPHOI'O KOHTEKCTa, OCO3HAHO
MPUMEHSET IpaBuiia opopMIIeHHS! TOKYMEHTOB
MIOCTPOEHHS YCTHBIX COOOIIEHHUH.

I'paMoOTHO M3NaraeT CBOM MBICIH U 0OpMIISET
JOKYMEHTHI 110 IIPo¢eCCHOHAIBLHOM TeMaTHKE Ha
rOCyJapCTBEHHOM SI3BIKE, TIPOSIBIISIET TOJIEPAHTHOCTD B
pabodeM KOJUIEKTHBE

OK 06. IIposBaaTDH
IpaXkJaHCKO-TIATPHOTHIECKYIO
TIO3UIIHIO, AEMOHCTPUPOBATH
OCO3HAaHHOE [TOBE/ICHHUE Ha
OCHOBE TPaJULIHOHHBIX
POCCHICKHX AyXOBHO-
HPaBCTBEHHBIX IEHHOCTEH, B
TOM YHCIIE C yIETOM
TapMOHM3AINA
MEXHAIMOHATIBHBIX U
MEXPETUTHO3HBIX OTHOIICHHH,
MIPUMEHATH CTAaHAAPTHI
AHTUKOPPYIIIHOHHOTO
TIOBE/ICHUS

OObyuarommiicss AEMOHCTPUPYET 3HAHUE U TOHIMAaHUE
CYIIHOCTH TPa’KAaHCKO-TIATPHOTUIECKON TO3ULINH U
TPaIUIIOHHBIX POCCUICKHUX TyXOBHO-HPaBCTBEHHbIX
neHHoctel. [IposBnseT uyBcTBa aTpuoTU3Ma,
IpakJaHCTBEHHOCTH, YBaXXKEHHS K IAMATH 3alIUTHUKOB
OrteuectBa u noxBuram ['epoeB OtedecTsa, 3aKOHY U
IIPaBOIOPSIKY, YEIOBEKY TPYy/a U CTapILIeMy
TIOKOJICHNIO; B3aUMHOT'O YBaXXEHUs, OEpPEKHOTO
OTHOIIEHHUS K KYJIbTYPHOMY HACIENIO ¥ TPAIULHAM
MHOTOHaIlMOHaIbHOro Hapoaa Poccuiickoit denepanumn
[IpumensieT craHnapThl aHTHKOPPYIIINOHHOTO
TIOBE/ICHHS, OCO3HAET BO3MOXKHBIE ITOCIIEICTBHUS €r0
HapyILIeHUs.

OO6yuarommiicss 0CO3HAHO OMFCHIBAECT 3HAYUMOCTH CBOCH
Oynymelt mpodeccrn

OK 07. CozelictBOBaTh
COXPaHEHHIO OKPYKAIOIIEH
CpeJibl, PeCypCcoCcOepeKeHHIo,
MIPUMEHSATH 3HAHHS 00
M3MEHEHNH KIIUMaTa,
MPUHIU B OEPEIKITUBOTO

OOyyaromuiicst crocobeH co0II0AaTh HOPMBI
9KOJIOTMYECKOH 0€30MacHOCTH, ONPENeIATh
HAaIpaBJICHUS PECYPCOCOCPEKEHHS B paMKax
npoeCCHOHANBHON ISSITENLHOCTH 10 CIIEIUATBLHOCTH.
OOGyuaroniuiicss OCyIIECTBISIET PadoTy C COOIIOCHHEM
NPUHIMIIOB GepPeXITMBOrO MPOU3BOJICTBA, OPraHH3YeT

3aHSITHAX;
- B XOJI€ BBIMIOJHCHHS 1
3aIIUTBI KYPCOBOTO
MPOEKTA,
WHMBUIYAITbHBIX U
KOJJIGKTHBHBIX paboT
(pedepatos,
IIpe3eHTalli, pacueTHO-
rpaduyeckux pador);

- B XOJI€ BBIMOJHCHUS
pabort Ha yueOHOH H
TPOM3BOICTBEHHOM
MPaKTHKAX;

- B XOJI€ 9K3aMeHa 110
MpoQeCcCHOHATBHOMY
MOJYJTIO
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MIPOU3BOJICTBA, (P dexTHBHO
JIECTBOBATDH B UpE3BbIUANHBIX

HpO(I)eCCI/IOHaJ'H)HyIO JACATCIBHOCTD C YIETOM 3HAHUI 00
HU3MCHCHHNH KIIMMAaTHUYCCKUX y'CJ'IOBI/Iﬁ PEeruoHa

CUTYaIHsIX
OK 09. [Tonb3oBatbes OO0yuaronmiicss TOHUMAET OO CMBICT YETKO
podeCCHOHATHHOM MIPON3HECEHHBIX BHICKA3bIBAaHUI Ha W3BECTHEIC TEMBI

JOKyMEHTAIHeH Ha
rOCyIapCTBEHHOM M
HMHOCTPAHHOM SI3BIKaxX

(mpodeccroHaNbHBIC 1 OBITOBBIC), 4 TAKKE TEKCTHI Ha
6a30Bble MpodeccroHaIbHbIE TEMBI; YHaCTBYET B
JIMajIorax Ha 3HaKOMBIE OOIIHe U PO eCCHOHAIBHBIE
TEMBI; CTPOUT MPOCThIC BBICKA3BIBAHHS O cebe U O CBOCH
npoheCCHOHANBHOM ISSITETBHOCTH; KPATKO
000CHOBBIBAET U OOBSACHSACT CBOU IEHCTBUSI (TEKYIIHE U
TUIAHUPYEMBbIE); TIHIIIET IPOCThIE CBSI3HBIE COOOICHUS Ha
3HAKOMBIE HJIM HHTEPECYIOIINE TPOheCcCHOHATBHBIC
TEMBI
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