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1. MACHOPT PABOYEH ITPOI'PAMMBbI
HNPO®ECCHUOHAJIBHOI'O MOAYJIA

1.1. Ob61acTb npuMeHeHus1 padoueil MporpaMMbl
PaGouass mporpamMmma npodecCHOHATBLHOTO MOJYJA  SIBISETCS  YacThlO
IpOrpaMMBbl TOATOTOBKH CIICLMATMCTOB CpeaHEro 3BeHa B cooTBeTcTBUU ¢ PI'OC

CIIO mo

cnennanbHOocTH 09.02.06 CereBoe M CUCTEMHOE aIMHUHHCTPUPOBAHHUE B

YacTU OCBOEHHUsSI OCHOBHOTO Buaa jnearenbHoctu (OBJI): BeimonHenue paGoT 1o
MIPOEKTUPOBAHUIO CETEBOM MH(PPACTPYKTYpbl U (HOPMHUPOBAHUSA CIEIYIOIIMX OOLIUX
rxommerennui (OK) u npodeccuonanbubix komnereniuii (IK):

1.1.1. TlepeueHb OOITUX KOMIIETCHIIUHN

Kon HaumeHoBaHue 001X KOMMETEHIUI

OK 01. Boibupate  cmocoObl  pemieHuss  3afad  NPOPECCHOHAIBHOM  JESTENbHOCTH,
MIPUMEHUTENIBHO K Pa3JIMYHbIM KOHTEKCTaM

OK 02. OcymiecTBiATh MOUCK, aHAIM3 W HMHTEpHpeTanuio UHpopManuu, HEOOXOAUMOMN IS
BBITIOJIHEHUS 3a]1a4 MPO(eCCHOHATILHOM e TeIbHOCTH

OK 03. [InanupoBaTh M peaqu30BBIBaTh COOCTBEHHOE NPO(ECCHOHAIBHOE U JIMYHOCTHOE
pa3BHUTHE

OK 04. PaGorath B KoOJIJIEKTHBE U KOMaHAE, dPPEKTUBHO B3aUMOJIEHCTBOBATH C KOJIJIETAMH,
PYKOBOJCTBOM, KIMEHTAMHU

OK 05. OcCyniecTBIISTh YCTHYIO U MUCbMEHHYI0O KOMMYHHUKAIMIO HAa TOCYAAPCTBEHHOM S3BIKE C
y4eTOM 0COOEHHOCTEN COLIMAIBLHOTO U KYJIbTYPHOTO KOHTEKCTa

OK 06. [IposBAsATE TpaXAAHCKO-MATPUOTHYECKYIO MO3UIMIO, JEMOHCTPUPOBATH OCO3HAHHOE
MOBEJICHUE Ha OCHOBE TPAJUIMOHHBIX OOIIEUETOBEUECKUX IEHHOCTEH, MPUMEHSThH
CTaHAAPThl AaHTUKOPPYHILIMOHHOTO NOBEACHMS

OK 07. ConelicTBOBaTh  COXPAaHCHHIO  OKpYKAlOIeH  Cpelmbl,  PpecypcocOepeKeHHIO,
3¢ GhEeKTUBHO JeCTBOBATH B YPE3BBIYANHBIX CUTYAIIUIX

OK 08. Hcnons3oBath cpeacTBa (U3MUECKOW KyJIbTYPBI JUIsl COXpPAaHEHUS W YKPEIUICHHUS
3I0pOBbsI B Tpolecce MNpoPecCUOHATbHONW AESITENbHOCTH M MOJJIEPKaHUS
HE00X0IMMOT0 YPOBHS (PU3UUECKON MOATOTOBICHHOCTH

OK 09. Hcnonp3oBath HHGOPMAIIMOHHBIE TEXHOJIOTHH B TPOPECCHOHAITBHON AEATEIHHOCTH

OK 10. [Tonb3oBatbest  mpodecCHOHANBHOW — JOKYMEHTAIllMeil Ha TOCYJapCTBEHHOM H
WHOCTPAHHOM SI3bIKAX

OK 11. Hcnons3oBars 3HAHUS o ¢dbunaHcoBOI rpaMOTHOCTH, IJIAHUPOBATH
MIPeANPUHUMATENBCKYIO IeATeIbHOCTD B podeccnoHanbHO chepe

1.1.2. Tlepeuenp mpodecCHOHATBHBIX KOMITETCHITHIMA

Kon HanMeHOBaHHEe BUIOB AeATEJIbHOCTH U NNPO(ECCHOHATbHBIX KOMIIETEHIHI

OB/l 1. BrinonHenue paboT 1o NpoeKTUPOBAHMIO CeTEBON HH(PPACTPYKTYpHI

IIK 1.1. | BeImonHsATh NPOEKTUPOBaHHE KaOEIbHOM CTPYKTYpPbl KOMIIBIOTEPHON CeTH

INIK 1.2. | OcymecTBiaTh BBIOOP TEXHOJOTMHM, HWHCTPYMEHTAIbHBIX CPEICTB M  CPEACTB
BBIUMCIIUTEILHOW TEXHUKH MPU OpraHu3ally Ipolecca pa3paboTKH U HUCCIIEIOBAHUS
00BEKTOB NPOPECCHOHATBHOM IS TETLHOCTH

IIK 1.3. | OGecnieunBath 3amuTy HHQOPMALMU B CETH C MCIOJB30BAaHUEM MPOTPAMMHO-
anmnapaTHBIX CPEJICTB

IIK 1.4. | IlpuHuMaTe y4yacTHe B NPHUEMO-CIATOUYHBIX HCIBITAHUSAX KOMIIBIOTEPHBIX CETEH H

CETeBOr0 OOOPYIOBAHMS PA3NUYHOTO YPOBHS U B OIEHKE KaueCTBA U HIKOHOMUYECKOM
3¢ (hEKTUBHOCTH CETEBOM TOTIOJIOTHH




IIK 1.5.

BeimonHATE  TpeOOBaHUS HOPMATUBHO-TEXHUYECKOW JOKYMEHTAIIMH, HMMETh OIBIT
oopMIICHHSI TPOCKTHON TOKYMEHTAIIUN

1.2.

Hean u 3amaum npo@ecCHOHAJBHOIO MOAYJAs — TpeOOBaHMA K

pe3yJIibTaTaM O0CBOeHMs NPO¢ecCHOHATIBHOI0 MOYJIs

C 1nenpl0 OBJAJEHUS YKAa3aHHBIM OCHOBHBIM BHUIOM JESTEIBHOCTU U
COOTBETCTBYIOIIMMH  OOIIMMH W NPOPECCHOHAIBHBIMU  KOMIETEHIUSIMU
oOy4aromuiicst B X0ie OCBOCHHUS MPOPECCUOHATBHOIO MOAYJISL JOJIKEH:

3HaTh:

— o0muMe TMNPUHIMIBI TOCTPOCHUSI CETEH, CETEBBIX TOIOJIOTHIA,
MHorocioiHoi mozenu OS], Tpe6oBaHMii K KOMIIBIOTEPHBIM CETSIM;

— apXWUTEKTypy TMPOTOKOJOB, CTaHAApTU3AllMM  CETeH, JTarnoB
MIPOEKTUPOBAHUSI CETEBOM MH(PACTPYKTYPHI,

— 0a30Bble IPOTOKOJIBI U TEXHOJIOTHH JIOKAJIBHBIX CETEH;

— TPUHLMIIBI TOCTPOEHHSI BBICOKOCKOPOCTHBIX JIOKAJIbHBIX CETEH;

— CTaHJapThl KaOeneill, OCHOBHbIE BHIbl KOMMYHHUKAIIMOHHBIX
YCTPOMCTB, TEPMHUHOB, MOHSATHH, CTAaHIAPTOB U THUIIOBBIX 3JIEMEHTOB
CTPYKTYPHUPOBAHHON KaOEITLHOM CUCTEMBI

VYmMmers:

— TIPOEKTHUPOBATH JOKAITHHYIO CE€Th, BEIOMPATh CETEBBIC TOTIOJOTHH;
— HCIOJIh30BaTh MHOTO(YHKIIMOHAJIbHBIE MPUOOPHI MOHUTOPUHTA,
MPOTPAMMHO-aNNapaTHbIE CPEJICTBA TEXHUYECKOTO KOHTPOJIS
JIOKAJTBHOM CEeTH

HNmeTh HpaKTI/I‘IGCKI/Iﬁ — IMPOCKTUPOBAHUHN ApPXUTCKTYPELI JIOKaJBbHOM CETH B COOTBETCTBHH C

OIIBIT B:

MOCTaBJICHHOM 3aadeii;

— YCTAaHOBKE M HACTPOMKE CETEBBIX TPOTOKOJOB U CETEBOTO
000pyoBaHMS B COOTBETCTBUH ¢ KOHKPETHOM 3a/1a4eii;

— BBIOOpE  TEXHOJIOTWH, HWHCTPYMEHTAIBHBIX  CPEACTB  IpH
OpraHM3allid  TpoIlecca  MCCIACAOBAaHUS  OOBEKTOB  CETEBOM
UH(DPaCTPYKTYPHI;

— olecrieueHNH OE30TIACHOTO XpaHEHHs W Tmepenaadd uHpopmanud B
JIOKQJILHOU CETH,

— HWCMOJIb30BAHUM CIEIHAIBHOTO MPOTPAMMHOTO OOECIICUCHHS s
MOJICTIUPOBAHUS, TTPOSKTUPOBAHUS U TECTUPOBAHMS KOMITBIOTEPHBIX
cere

1.3.

KonnuectBo 4yacoB Ha  ocBoeHume padoueili  mporpamMmmbl

npo¢ecCuOHAIBLHOT0 MOXYJISI:
O0bem o00OpaszoBaTenbHON mMporpaMMbl oOydaromierocss 826 9acoB, B TOM

YHUCJIC:

o0s3aTenbHast 4acTh — 634 yaca,

BapuaTHBHas 4acTh — 192 gaca.

VYBenuueHne KOIMYEeCTBA YacoB pabodeil mporpaMmbl 3a CYET YacoB
BApUATUBHOM YacTH HANpaBiEHO Ha paclIMpeHre o0beMa 3HAaHUW MO pazaenam
MPOrpaMMBbl.

O0BeM 00pa3oBaTEIBHON MTPOTPaMMBbI 0OyUatomerocs 826 Jacos.

3 vux:

Ha ocBoenne MJIK.01.01 — 260 gacoB, BKIt0Uas MpOMEKYTOUHYIO aTTECTAIIHIO —
9K3aMeH — 6 Jacos;




13 HUX B pOpMe MPAKTUUECKON MOATOTOBKHU — 96 4acos;

Ha ocBoenre MJIK.01.02 — 272 yaca, BkiItoyasi IpOMEKYTOUHYIO aTTECTAIUIO —
SK3aMeH — 6 4acoB,

13 HUX B hopMe mpakTuueckoit moarotoBku — 150 yacos;

Ha yuyeOHy1o npakTuky — 108 yacos;

13 HUX B hopme mpakTuueckoit moarotoBku — 108 vacos;

Ha MMPOMU3BOJICTBEHHYIO NMPAaKTUKY — 180 yacos;

u3 HUX B hopme mpakTuueckoit moarotoBku — 180 vacos;

Ha CaMOCTOATENbHYIO paboTy oOy4arorierocs — 10 yacos;

DK3aMeH 0 MOJYJII0 — 6 4acoB.

2. PE3YJBTATBI OCBOEHUSA TPO®ECCHUOHAJIBHOI'O MOAYJIA

PesynbTaToM ocBoeHms pabodeil mporpamMmbl MPodhEeCCHOHAIBHOTO MOJYIIS
SBJISIETCS. OBJIaJICHUE OOYYarOIIUMHUCS OCHOBHBIM BUIOM jestenbHocTH (OBJI):
Brinonnenue paboT Mo MPOEKTUPOBAHHUIO CETEBOM MHAPACTPYKTYPHI, B TOM UHUCIIC
npodeccuonanbabiMu (I1K) u o6mumu (OK) koMmeTeHITusIMH::

Kon HauMeHoBaHue pe3yJibTaTa 00y4eHUs!

I[IK 1.1. | BeIMOAHATE TPOESKTHUPOBAHKE KAOCIBHOU CTPYKTYPhl KOMITBIOTEPHOM CETH

I[IK 1.2. | OcymecTBisATh BBIOOp TEXHOJOTHWH, HMHCTPYMEHTAIBHBIX CPEACTB M CPEACTB
BBIYMCIUTEIBHON TEXHUKU MpU OpraHU3alluu Ipoliecca pa3paboTKU U UCCIeT0BAaHUS
00BEKTOB MPO(HEeCCHOHATBLHOM IeITEIBHOCTH

I[IK 1.3. | OGecneunBaTh 3amuty HHGOPMAIMM B CETH C HCIOJB30BAaHHEM MPOTPaMMHO-
anmnapaTHBIX CPEICTB

[IK 1.4. | [IpuHuMaTh ydacTu€ B MNPUEMO-CAATOYHBIX HCIIBITAHUSIX KOMIIBIOTEPHBIX CETeH M
CETeBOro 000PYAOBAHUS PA3IMYHOTO YPOBHS U B OLIEHKE KayecTBa U SKOHOMUYECKOM
3¢ (HEKTUBHOCTH CETEBOM TOTIOJOTHH

[IK 1.5. | BommoyHsATe TpeOOBaHUS HOPMATUBHO-TEXHUYECKOW JTOKYMEHTAIlUU, WMETh OIBIT
oopMIIeHHSI TPOEKTHOMN TOKYMEHTalUU

OK 01. | BeiOupate  cmocoObl  pemieHus  3amad  NpodeCCHOHAIBHOM  JCATEIBHOCTH,
MPUMEHHUTENBHO K Pa3JIMYHBIM KOHTEKCTaM

OK 02. Ocy1iecTBiATh MOWCK, aHAIW3 W HHTEPHpPETaluio MHPOPMAIUU, HEOOXOIUMON s
BBITIOJIHEHUS 3a]1a4 TPO(eCCHOHATLHOM NEesITeIbHOCTH

OK 03. | [InanupoBaTh M peaqM30BBIBaTh COOCTBEHHOE NPO(ECCHOHAIBHOE U JIMYHOCTHOE
pa3BHUTHE

OK 04. | PaGotarh B koJIeKTUBE M KOMaHJe, 3((EeKTUBHO B3aMMOJCHCTBOBATh C KOJLIEramH,
PYKOBOJCTBOM, KIMEHTAMHU

OK 05. | Ocy1ecTBisTh YCTHYIO U MIHCBMEHHYIO KOMMYHUKAIIMIO Ha TOCYJAPCTBEHHOM SI3BIKE C
y4eToM 0COOEHHOCTEH COLMAIbHOTO U KYJIbTYPHOTO KOHTEKCTA

OK 06. | [IposiBIIATh T'pakKJaHCKO-NMATPUOTHUECKYIO MO3UIUIO, JEMOHCTPUPOBATH OCO3HAHHOE
MOBEJICHNE Ha OCHOBE TPAJUIIMOHHBIX OOIIEYEIIOBEUECKUX LIEHHOCTEH, MPUMEHSAThH
CTaHJApThl aHTUKOPPYHIIMOHHOTO NOBEACHUS

OK 07. | ConeiicTBOBaTb  COXpPAaHEHHUIO  OKpYyXarolled  cpelbl,  pecypcocOepexeHuIo,
2 (hEKTUBHO JeCTBOBATH B YPE3BBIYANHBIX CUTYAIIUSIX

OK 08. | Ucnonp3oBath cpenctBa (hU3NYECKON KyIbTYphl sl COXPAaHEHUS M YKPEIUICHUS

3I0pOBbsI B Tpolecce MNpoecCHOHAIBHON JEATEeIbHOCTH W TOJAJepKaHUS
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HE00X0IMMOTO YPOBHS (PH3UIECKOM TOTOTOBICHHOCTH

OK 09. | Ucnonp3oBath HHGOPMALMOHHBIE TEXHOJIOTHH B PO(HECCHOHATBHON IS TETLHOCTH

OK 10. | [lomb3oBaThCcst mpoecCHOHANIBHOW  JOKYMEHTAlleld Ha TOCYAapCTBEHHOM H
WHOCTPAHHOM $I3bIKaX

OK 11. | Ucnonb3oBath 3HaHUSA 10 (duHaHCOBOM IPaMOTHOCTH, IIJIJAHUPOBATH

MIPEANTPUHUMATEILCKYIO JICITEeIHLHOCTD B IpodeccnoHaIbHOM chepe




3. CTPYKTYPA U COAEP KAHUE NTPOPECCHUOHAJIBHOI'O MOAYJIsA

3.1. Ctpykrypa npo¢eccuoHaAIbHOT0 MOIYJIA

O6beM npoheCCHOHATBHOTO MOJIYJISL, Yac.
Kot CymmapHBiii PaGora 00y4aroIuxcsi BO B3aUMOJICHCTBHY C MPEMOIABATENEM, Yac
podecCHOHATTBHBIX HawumenoBanus pa3nesnon 00BeM OGWeHHe no MJIK TIpakTuku [Ipomexy Camocros
M 00TIIX HpO(beCCI/IOHaJ'lLHOFO MOAYJIs Harpysku, 4ac. B Tom wmcre KOHch'II: TOYHasd TECIIbHAA
KOMTICTEHIIMH Bcero JlaGopatopHeIX | KypcoBbix Vuebuast TIpon3BoncreeHHas Tanyn aTTecTany pabora
TIPaKTHYECKIX pabor a
3aHATHUI (IpoexToB)
1 2 3 4 5 6 7 8 9 10 11

K 1.1.-IIK 1.5. | Pa3znen 1. KomnbroTepHbie 260 244 96 - - - 6 6 4
OK 01.-11. ceTu
K 1.1.-IIK 1.5. | Pazmen 2. Opranusanms, 272 254 120 30 - - 6 6 6
OK 01.-11. MIPUHLHUIIBI IOCTPOSHUS U

(hyHKIIOHUPOBAHHS

KOMIIBIOTEPHBIX CETen
K 1.1.-IIK 1.5. | YueOHas mpakTuka 108 108 - - - -
OK 01.-11. «IIpoekTupoBaHue, MOHTAX

Y HaNaJKa KOMITbIOTEPHBIX

ceTeiy
K 1.1.-IIK 1.5. | IlpousBoacTBeHHAs 180 180 - - -
OK 01.-11. TpakTHKa (110 IPOGHUITIO

CTIEITUATBLHOCTH)
K 1.1.-IIK 1.5. | Ox3amen 6 6 -
OK 01.-11.

Bcero: 826 498 | 216 | 30 | 108 | 180 | 12 18 10




3.2. TemaTuyeckmii IVIaH U coaep:kaHue npopeccunonaabHoro moayJas (IIM)

HaunmMeHoBaHMe pa3iesioB U TEM
npogeccuoHAILHOI0 MOAYJIS
(IIM), MexxIMCUMIITTMHAPHBIX

Coaep:xanue yueOHOr0 MaTepuaJa,

JIabopaTopHbIe padoThI U NMPAKTHYECKHUE 3aHATHS, CAMOCTOsITe/IbHAs y4eOHasi padoTa o0y4arommxcs, KypcoBasi padota

O0B€EM yacoB

Kypcos (MJIK) (nmpoekT)
1 2 3

Pa3nea 1. KomnboTepHbie 260
ceTn

M/K.01.01. KomnbioTepHbie 260
ceTn

Tema 1.1. BBenenue B Conep:xxanue 174
ceTeBble TEXHOJIOTHH 1 | KomnbloTepHbIe ceTH

CoBmecTtHast pabora, VHTepHET M COBpPEMEHHBIC CETEBBIE TEXHOJIOTMHM — OOJAcCTh MPUMEHEHUS H
Ha3HaveHHne. Buapl KoMnbIoTepHBIX ceTed. [TobanbHpIe U JoKanbHbIe ceTH. OTHOPAHTOBBIE W KIIMEHT-
cepBepHBbIC apXUTEKTypbl. OCHOBHBIE KOMIIOHEHTHI CETEH, CeTeBas cpela W CeTeBbIe YCTPOMCTBA.
Texnonorun nonximoueHuss K Murepner. KonBeprentHeie cetu. KauecTBO M HaJIEKHOCTb CETEH.
OCHOBHBIC TIOHATHS CETEBOM 0€30TaCHOCTH. TEHICHITUN Pa3BUTHSI CETCH.

KonconpHbIl foCcTy, yrnaneHHbId qoctyn ¢ momonisto Telnet 1 SSH, ncnonszoBanne mopra AUX.

CeTeBble NPOTOKOJIbI H KOMMYHUKAI[HA

KonupoBanue u mapamerpsl cooOmieHus. CeTeBbie MPOTOKOJIBI. B3ammoseiictBue mpoTokosioB. Habop
npotokosioB TCP/IP u mponecc oomena manHsiMu. Opranuzanuu mo cranmaptusanuu: [SOC, IAB,
IETF, IEEE, ISO. MuoroypoBHeBbie Mmoaenu OSI u TCP/IP. Unkancynsuus naHHbIX. [IpoTOoKOJIBHBIC
omoku nmanueix (PDU). Jloctyn k snokanbHbIM pecypcam. CereBas amgpecanus. MAC- u IP- ampeca.
Joctyn k ynanéHueiM pecypcam. 1103 mo ymouanuto.

CerteBoii 1ocTyn

[Ipotokonsr u cranpaptel ¢usnueckoro ypoBHs. CnocoObl moxakmtoueHuss K cetd. CereBbie
untepdericupie 1atel (NIC). Cpensl mnepemaun JaHHBIX M UX XapaKTEPUCTHKU: MPOIyCKHAs
CIOCOOHOCTh, TPOU3BOAUTEIBLHOCTh. Buapl mMemnbix cereBbix kaOeneit: UTP, STP, koakcuanbHBIMH.
PasHoBHIHOCTH, OCOOCHHOCTH MPOKIAAKH M TecTUpoBaHHs Kabeneil. CTpykTypa U OCOOEHHOCTH
MPOKJIAJKA ONTOBOJOKOHHBIX Kabeneil. becripoBosanbie cpencTBa mepenaud maHHbix. Ctanmapt Wi-Fi
IEEE 802.11.

KananbHblii ypoBeHb M €ro MojaypoBHM: YmpaieHue joruuyeckum kaHaioM (LLC) u VYmnpasnenue
noctynoM kK cpene nepeaaun gaHHblx MAC. CtpykTypa Kajpa KaHaJIbHOTO YPOBHS M INPHHIMIBI €r0
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dopmupoBanmsi. CraHmapThl KaHAIBHOTO ypoBHS. Du3nueckas W JIOTUYECKAs TOIMOJIOTHS CETH.
Tomonoruu  «TOYKa-TOYKA», «3BE3MIA», «IOJHOCBS3aHHAS, «KOJIbIEeBas». llomymyriekcHas U
MIOJTHO TyTIEKCHAs iepenava qanabix. Ocooennoctr kaapoB LAN, WAN, Ethernet, PPP, 802.11.

Cetenblie Texnosiorun Ethernet

CemeiictBo cereBbix TexHonormii Ethernet. Ilpumammn paGoter Ethernet. BzammopeiictBue Ha
noaypoBHsix LLC u MAC. Ympasnenue nocrynoM k cpene nepenaun gaHueix (CSMA). MAC-anpec:
nnentudukanus Ethernet. AtpuGyrel kangpa FEthernet. IlpencraBnenus MAC-ampecoB. Opno- u
MHOT0a/IpECHOM, MIMPOKOBeNaTeNbHON pacchliok. CkBo3HOE noakiatouenne, MAC- u [P-agpeca.
[Iporokon paspemenus agpecoB (ARP): mpunmmnsl paboTel, pojb B Ipoliecce YAaJEHHOro oOMeHa
nanuabIiMuU. Tabmuibr ARP Ha cereBbix ycTpoiicTBax. OCHOBHBIE HelocTaTku nmpoTokosia ARP - Harpyska
Ha cpeqy nepenadyu JaHHbIX U 0€301acHOCTb.

OcHoBHas uH(popmaius o moprax kKommyratopa. Tabmuma MAC-ampecoB kommyraropa. DyHKIUS
Auto-MDIX. Cnocobsr mnepeceuiku Kkajapa Ha kommyratopax Cisco. bydepuzanus namstu Ha
KoMMyTaTtopax. @UKCHpOBaHHAs U MOAY/bHAsE KOHUTYpallud KOMMyTaTopoB. CpaBHEHHE KOMMYTAlluU
ypoBHs 2 u ypoBHs. Texnomorusi Cisco Express Forwarding. Buptyansubiit uaTepdeiic kommyTraTopa
(SVI), Mapmpyrusupyemsbiii nopt, EtherChannel yposusi 3. Kondurypamws mapuipyTH3HpyeMoro
nopra.

CerteBoi ypoBeHb

CereBoil ypoBE€Hb B TIIpollecce Tnepenauu AaHHbIX. [IpoTokosibl cereBoro ypoBHS. (OCHOBHBIE
xapaktepuctuku [P-npotokoma. Crtpykrypa maketoB IPv4 u IPv6. OcoOGeHHOCTH M TperMyIIecTBa
nportokosia Pv6. Metonpl MapuipyTu3anuu y3inoB. Tabnuia MapipyTu3aniy y3j10B U MaplIpyTH3aTopa
st mpotokosioB IPv4 u IPv6. YcerpoiictBo mapuipyruzaropa — Ilporneccop, maMsTh, onepainvoHHas
cucrema. llonkmioyeHwe K MapHIpyTU3aTOpy uepe3 pasiuuHble NOpThl. HacTpolika HCXOAHBIX
napaMeTpoB, HHTEP(ENcoB, IITI03a [0 YMOJIYAHHIO U IPYTUX XapaKTEPUCTHK MapIIpyTU3aTOPA.

TpaHcnopTHBI ypoBeHb

Haznauenue u 3a1a4u TpaHCIIOPTHOI'O YPOBHSI.

MynbTumieKcupoBaHue ceaHcoB cBa3u. Onucanue u cpaBHeHue npoTokosioB TCP u UDP — nanexnocts
U IIPOU3BOIUTENBHOCTh, 00J1aCTh puMeHeHus. Aapecanus noptos u cermenranus TCP u UDP. Oomen
nanHeiMu 1o TCP. IIpoueccst TCP cepsepa. YcranoBnenue TCP-coenuHeHMs W €ro 3aBepuUICHUE.
ITpunnunse! «TpéxcropoHHero pykonoxatus» TCP. Hanéxnocts u ympaBinenue norokom TCP -
IToaTBepxkACHNUE NOJIyYEHHs] CETMEHTOB, IIOTEPs JaHHBIX U NOBTOPHAs Iepeiaya, yIpaBJICHUE TOTOKOM.
O6meHn manHbiMu ¢ ucnonb3oBanueM UDP. Ilponeccer u 3anpocet UDP-cepBepa, UDP-natarpammel,
npoueccsl UDP-knuenta. [Ipunoxxenns, ucnonssyromue UDP u TCP.
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IP-agpecanus

Crpykrypa [Pv4-ampecoB. CereBast u y3noBasi udacth [P-ampeca. IlpeoOpasoBanue aapecoB Mexmy
JBOUYHBIM U JIECATEpUYHBIM TpencraBieHueM. Macka noacetu [Pv4. CereBoit aapec, ampec y3ia u
mupokoBemarenbHblii agpec cetu IPv4. IlpucBoenue y3iy cratuueckoro u AuHamuueckoro |Pv4-
aapeca. MuoroanpecHas nepenava. [lyonmuunsie u yactueie [Pv4-anpeca. IPv4-anpeca criennanbHOTO
HazHaudeHus. [IpucBoenune [P-agpecos.

CoBMecTHOE Hcrosib30BaHME TmpoTokosioB IPv4 wu  IPv6: nBoiiHOM cTek, TyHHEIUpPOBAHUE,
npeobpazoBanue. IlpencraBnenue I[Pv6-agpecoB. IlpaBuna cokpamenust 3amnucu [Pv6-ampecos.
WnuBuayanbHbld, TpynmnoBoi, Npou3BosbHBIN TuUnbl [Pv6-aapecoB. CTpyKTyphl JIOKaJbHOTO U
rnobanpHOro  MHAMBUAYanbHBIX [Pv6-anpecoB. Crartuyeckas W JuHaMu4eckas KOH(MUTYpaluu
rnobanpbHOTO  WHAMBUAYyadbHOTO anpeca. [lpomecc EUI-64 wu ciy4ailHO creHepupoOBaHHBIN
uaeHTugukaTop uHTEpdeiica.

ICMP-cepBucbl. Otmuuust it npotokoiioB IPv4 u [Pv6. Coobmenus ICMPvI6 «3ampoc
MapupyTuszatopy», «OO0bsBI€HHE OT MapUIpyTHU3aTopay, «3ampoc cocemHero y3na» U «OObsBieHHE
cocemHero ysna». TecTUpoBaHME CETH C IMOMOUIBIO 3X0-3ampocoB. TpaccupoBka Mmapuipyra. Bpems
MPOXOXKACHHUS CHrHajga B mpsMoM U oOpatHoM HampasieHusix (RTT). Bpems xusuu (TTL) IPv4 u
npenen nepexoaon [Pvo6.

Pasznenenne IP-cereii Ha moaceTn

Cermenranus [P-cereii. OOMeH naHHBIMH MEXay mojceTsMu. [ImaHupoBaHHWE ampecanuu B TOJICETSX.
Pacuernbie hopmynbl s cermeHTanuu cetd. Pa30ueHune Ha MoJceTH Ha OCHOBE TPeOOBAaHUI Y3JI0B U
CeTeil, B COOTBETCTBUU ¢ TpeboBaHusIMHU ceTell. Onpeenenrne Macku nojaceTu. Paz0uenune Ha mojceTu ¢
UCITOJIb30BaHMEeM Macku nepemeHHou mmuHbl (VLSM). bazoBas Monens u Ha3HaueHUE OJIOKOB aJpecoB
VLSM. IlnanupoBanme aapecanuu cetr. OcoOeHHOcTH mnpoektupoBaHus IPv6-cetn. Pa3Ouenuwe Ha
MOJICETH C HUCI0JIb30BaHUEM UAeHTU(UKaTopa uHTepderica.

10

YpoBeHb NPUIOKEHUI

YpoBeHb NMPUIOKEHUN, YPOBEHb MPEICTABICHUS U CEAHCOBBIN ypoBeHb. [IpuMepnl pacrpoCTpaHEHHbBIX
npuniokeHui. [Ipotokonbl ypoBHs mpuioxkeHuid. OaHopanroBeie cetu (P2P). Monenb Tuna «kiveHT-
cepep». O630p mpotokonoB HTTP, HTTPS, SMTP, POP u IMAP. Cnyx6a nomenusix umén (DNS).
®opmat coobmenuit u uepapxust DNS. Ytunura «nslookup». Crny:x6a DHCP. IlpoTtokon nepenauu
¢aitno  (FTP). Ilpotoxkon oOmena Onokamu cepBepHbIX cooOmenuit (SMB). Konnenuuu
«Bceobwemumtonuii MatepHer» BYOD. JlocTaBka JaHHBIX 10 KOHBEPT€HTHBIM CETSIM.

11

Co3nanne 1 HACTPOHKA He0OIbIIOH KOMIIBIOTEPHOI CeTH
[InaHupoBaHue M co3faHue HEOOJIBIION KOMIBIOTEPHOM CEeTH: OIpeJielieHHe KIHYEBbIX (AKTOpOB,
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BBIOOD TOTIOJIOTHM U CETEBBIX YCTPOMCTB, BEIOOP M HACTPOIKA MPOTOKOJIOB, CUCTEMBI ajpecarii. Mepsl
1o oOecrieueHnIo 0€30TTaCHOCTH CETH. YSI3BUMOCTH U CETeBbIe aTakd. Pa3BenpIBaTeNbHBIC aTaku, ATaku
nocryna, Otka3z B obcinyxuBanuu (DoS-ataku). PesepBHoe konmupoBaHue, OOHOBJIEHHME M YCTaHOBKa
ucnpasiieHud. MexcereBble 3KpaHbl. AyTeHTHU(QUKALUs, aBTOpU3anus U y4€r. BritoueHue mnporokosia
SSH.

@ainoBble CUCTEMBI MAPLIPYTU3ATOPOB U KOMMYTAaTOPOB. Pe3epBHOE KONTMPOBAaHKWE U BOCCTAHOBIICHUE C
MOMOIIBI0  TEKCTOBBIX (ainoB, mporokona TFTP, USB-nakonutens. BcrpoeHHble —cyKObl
MapLIpyTU3ALUU. [lonnepxkka  OecIpOBOJMHBIX  MOJKIIOYEHHH. Hacrtpoiika  BcTpoeHHOTO
MapIIpyTHU3aTopa.

B Tom umncie NMPAKTUHICCKHUX 3aHATHI

1 | CocraBnenue kapThl cetu HTEpHET ¢ MOMONIBI0 YTHIIUT «pINg» U «traceroutey
2 | Co3gaHue MPOCTOM CETH:
* VYcTaHOBKA ceaHca KOHCOJIM C CETeBBIM 000PYI0BAaHMEM TIpU MoMoIu mporpammel Tera Term,;
* Co3maHue ceTH;
HacTtpoiika 0CHOBHBIX ITapaMeTPOB KOMMYTaTOPa.
3 | IIpocmoTp ceTeBoro Tpaduka ¢ momoibio nporpaMmbl Wireshark.
4 | [TogkmroueHnEe KOMITBIOTEPOB K CETH C IIOMOIIBIO Kabesei 1 6eCpoBOIHBIX aalTePOB:
* OmnpeneneHne CETEBbIX YCTPOUCTB U KaHAJIOB CBSI3H;
*  OOXHUM ceTeBOro Kabes;
» IIpocMmoTp naHHBIX 0 OECIIPOBOHBIX M MPOBOHBIX CETEBHIX aJanTepax.
5 | U3zyuyenue Ethernet-rexHosornii:
* IIpocmorp MAC-aapecoB CeTEBBIX YCTPOICTB;
* Usyuenwne kaapos Ethernet ¢ momomnisto nporpammer Wireshark;
* TIpocmotp ARP ¢ momompbio nporpammbl Wireshark, uatepdeiicoB komanaHou crpoku Windows u
10S;
* Hcnonb3oBanue unrepdeiica komanauou ctpoku IOS ¢ tabnunamu MAC-aapecoB KoMMyTaTopa.
6 | [TocTtpoenue cetu Ha 6aze MapuIpyTU3aTOPA:
* IIpocmoTp Tabnuil MapIIpyTH3aIUHU Y3JI0B;
* Usyuenne Ppu3mvecKknx XapaKTEPUCTUK MAPIIPYTHU3ATOPA;
* Co3pgaHue CeTH, COCTOSMICH U3 KOMMYTAaTOpa U MapuIpyTu3aTopa.
7 | I3yyeHune TpaHCTIOPTHOTO YPOBHS:

* HaOmronenue 3a mporeccoM TpPEXCTOPOHHETo «pykomoxkatus» TCP ¢ momorpio mporpaMmsl
Wireshark;

64
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* UM3yuenue 3axBaueHHbIX JaHHBIX DNS UDP ¢ nomMorpsto nporpamMmsl
Wireshark;
*  Hzyuenwne 3axBaueHHbIX makeToB FTP u TFTP ¢ nomomisio nporpamMmer Wireshark.

8 | Hacrpoiika IP-agpecarmumu:
* Hcnonn3oBanue xanpkynsiTopa Windows B paboTe ¢ CeTeBBIMH apECaMu;
* Kousepranus IPv4-anpecoB B ABOUYHYIO CUCTEMY CUUCIICHUS;
*  Omnpenenenue [Pv4/IPv6-anpecos;
* Hacrpoiika IPv6-agpecoB Ha ceTeBbIX yCTPONUCTBAX;
* TecTupoBaHuE CETEBOIO MOKIIOUEHHS C TIOMOIIBI0 KOMaH] «ping» 1
«traceroute».
9 | Cermenranus IP-cereit:
* H3ydeHue KabKYJISITOPOB MOACETEN;
*  Pacuér moacereit IPv4;
e Paznenenue ceTeyl ¢ pa3IM4YHBIMA TOTIOJOTHSIMH HA MOJCETH;
* Pa3paboTka 1 BHEIpEHUE CXEMBI aJjpecalny pa3aeiaéHHon Ha mojaceTu [Pv4-ceru;
Pa3paboTka u BHeapeHue cxemsl anpecaruu VLSM.
10| IP-ampecarus:
* a”anm3 TpaduKa OJHOAIPECHOM Mepeavn, MUPOKOBEIIATSIIFHON U MHOTOAJPECHOM PACCHUIKH;
* HacTpoiika agpecanuu [Pv6;
* mpoBepka aapecamuu [Pv4 u [Pv6;
*  0TpabOTKa KOMIUIEKCHBIX TPAKTHUYECKHUX HABBIKOB.
11| Cermenranus IP-cereii:
*  OpraHu3anys MOJCETH IO Pa3INYHBIM CLICHAPHUSM;
* pa3paboTKa U BHEAPEHUE CTPYKTYPHI aapecanuu VLSM;
* BHEJpPEHHE CXEMBI aJpecaluy pa3ienaéHHoi Ha noacetu [Pv6-certu;
*  0TpabOTKa KOMIUIEKCHBIX TPAKTHUYECKHUX HABBIKOB.
12 | 3y4yeHne OCHOBHBIX CETEBBIX CIYKO:
N3yuenne ¢ynkuuu oOMeHa aiimamMu Mexay OJHOPAHTOBBIMU YCTPOMCTBAMH OIpE/AeIcHHE
npeobpaszoBanuii PAT; sU3yuenue npasun padotsl DNS;
N3yuenue nporokosa FTP.
13 | OGecneuenne 6€30MACHOCTH CETH:

+ H3ydenue yrpo3 cereBoil 6€30MaCHOCTH;
» Jloctyn K ceTeBbIM ycTpolcTBaM 1o npotokosy SSH;
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+ Ob6ecneuenne 6e30MACHOCTH CETEBBIX YCTPOUCTB;

14

AHanu3 KOMIIBIOTEPHOM CETH M HACTPOIMKA MapUIpyTU3aTOpa:
« IIpoBepka 3azepKeK B Mepelaun CETEBBIX MAKETOB C MOMOIIBIO YTHIIUT «ping» U «traceroutey;
« Hcnons3oBanue wuHTepdeiica komanguoit crpoku (CLI) mist cOopa cBeneHHMA O CETEBBIX

YCTPOMCTBAX;

*  Vmpasnenue QaiiiaMu KOH(DHUTYpallMM MapuipyTH3aTopa € IOMOIIBI0 IMPOTPaAMMBl  AIMYJISIIUN
TepMHUHaJa

*  VYmpasnenue (aimamu KOHQUTYpAIMHA YCTPOUCTB ¢ ucnons3oBanueM TFTP, ¢nemr-namsatu u USB-
HAaKOIUTEJIEH

* l3ydenue npoueayp BOCCTAHOBJICHUS NApOJIEH.

15

[IpoexTrpoBaHuE U CO3AAHUE CETH JIJISI MAJIOTO MPEAIPHUITHS — UTOTOBBIA TPOEKT

Tema 1.2. IlpuHuMnbI
MApWIPYTU3ALNHU U
KOMMYTallUH

Con

ep:KaHue

BBenenne B KoMMyTHpYyeMble CeTH

O6bvenunénnble cetu. MHepapxus B KoMMyTHpyeMol ceTH. Poilb KOMMYTHpYeMBIX ceTel.
Kommytupyemas cpena. {unamuueckoe 3anosHeHune tadmuibsl MAC-aapecoB kommyTtaropa. MeTo bl
MEepPECBUIKN Ha KomMMmyTaTtope. Kommyranus ¢ npoMeXyTouHbIM XpaHeHneM. CKBO3Hasi KOMMYTallHsl.
KommyTtannonnsie noMeHbl. CHUKEHHE EPETPY30K CETH.

OcHOBHbIE KOHIENIMHA U HACTPOIKA KOMMYTAUMH

OCHOBHBIE KOHIENUHMM W HACTpoWKa KomMyTauuu. llepBoHaudanmbHasi HacTpolka KomMMyTaTopa |
BOCCTaHOBJIEHHE Tocie cuctemMHoro cOosi. Hactpoiika pmoctyma s 6a30BOro  ympaBlieHUs
koMmyTtaTopoM ¢ IPv4. JlymnekcHast cBsi3b. HacTpolika mopToB KOMMyTaTtopa Ha (U3UYECKOM YPOBHE.
OyHKIUA aBTOMAaTHYECKOro ompeneneHus tuna kaodems (Auto-MDIX). IIpoepka HacTpoek mopra
koMMmyTtaTtopa. [louck u ycrpanenue npo0saeM Ha ypOBHE IOCTYIA K CETH.

be3zonmacHocts koMMyTaTOpa. 3amuIIEHHbIN ynanéuusiii qoctyn. Hactpoitka SSH. Pacnpoctpanénnbie
yrpo3sl Oe3omacHOCTH: mnepernoyHenue Ttabmuubl MAC-agpecoB, DHCP-cnydunr, ucnonb3oBaHue
ysi3BuMocTedt mpoTtokoia CDP, Artaku Telnet m ap. AyauT M mOpakTHUUecKWe PEKOMEHAALUU IO
obecrieueHn0 Oe30macHOCTH ceTH. be3zomacHocTh mopra kommyrtaropa. OrtcnexxuBanune DHCP
coobmenuit. @ynkuus 6e3onacHoctu nopra. Bunsl 3ammutet MAC-anpecoB. PexxuMbl pearupoBanus Ha
HapyuieHue 6e3onacHocTH. IIpoBepka u HacTpoiika noprtos. ITpoTokos cereBoro Bpemenu (NTP).

Bupryaiabnsie qokaabHbie ceTn (VLAN)

Bupryansabie nokanbhblie cetu (VLAN) — kiaccudukanvs ¥ OCHOBHBIE XapaKTEpPUCTUKU. TpaHKU
BUPTYyalibHBIX ceTeil. KoHTpoJsib mupokoBeniaTenbHbix 10MeHOB B ceTsix VLAN. TerupoBanue xaapos
Ethernet nns unentudukanuum cetu VLAN. Ceru native VLAN u TerupoBanue crangapta 802.1Q.
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TerupoBanue rosiocooii VLAN. Peanuszauum BUpTyanpHOH JoKanbHOM ceru. HasHaueHue mnopros
cetaM VLAN. Hacrtpoiika TpaHKOBBIX KaHAJIOB. IIpOTOKON NMHAMMYECKOTO CO3AAaHMSA TPAHKOBOIO
kaHana (DTP). Ilouck u ycTpaHeHHE HENOJIAJIOK B BHUPTYAIbHBIX JIOKAJIbHBIX CETSIX U TPAHKOBBIX
kaHanax. [IpoGmemer ¢ IP-ampecammeit cetu VLAN. HecoBmageHusi peXMMOB TPAaHKOBOW CBSI3H.
[IpoextupoBanne u obOecrneueHue OezomacHoctn VLAN: hopping, cnypuHr KOoMMyraTtopa, aTaka C
nBoitHbIM  TerupoBanueMm, Cerb PVLAN  nepumerpa. IlpakTuueckue pekoOMEHAALMU IO
MIPOEKTHUPOBAHUIO BUPTYAJIbHOM JIOKATIbHON CETH.

KoHuenuus Mmapmpyruzanuu

Hacrpoiika wmapmpyrusatopa. MexaHu3Mbl TepecbUIKM MNakeToB. [logkimroueHue H  HaAcTpoWKa
ycTpoiicTB. CBETOAMOJHBIE MHANKATOPHI Ha MapuIpyTu3aTope. AKTHUBanus U HacTpoiika [P-aapecanun.
[IpoBepka cBsA3HOCTH ceTeil ¢ mpsAMbIM noaktoueHrueM. [IpoBepka HacTpoek unTepdeiica. GuibTpanus
BBIXOJHBIX JaHHBIX KoMmaHja «show». Kommyranus makeroB mexnay cersMu. DyHKIUS KOMMYyTaluu
Mapuipytuszaropa. Mapmpyruzanus naketoB. Omnpenenenue mytd. lIpomecc nmpuHATHS pemieHus o
nepecbuike nakeroB. Beibop omrtumansHoro mytu. Ilpotoxonsr RIP, OSPF, EIGRP. Pacnpenenenue
Harpy3ku. AJMHHHCTpUpoBaHue pacctosiHue (AD) u HagexHocTh Mapuipyra. AHaiau3 TaOIuI
MapLIpyTU3aluid — UCTOYHUK JAHHBIX, NPUHLUIBI (OPMHUPOBAHUE BO3MOKHOCTH HACTPOMKHU. 3amucH
TaOIMIIBI MapIIPYTU3ALUU A CETe ¢ MPSAMBIM MOIKIIOYEHHEM. 3a/laHue CTaTMYECKMX MapIIpPYyTOB.
ITIporokosbl guHaMuYeckor Mapuipyruzanuu ceter [Pv4 u [Pv6.

Mapmpyruzanust me:xkny VLAN

[Ipunuumer  pabotel  Mapmpytuzanuu  Mexay VLAN. Hacrpoiika wmapmpyruzanuu  Ha  0ase
MapUIPYTHU3aTOPOB C HECKOJbKUMHU (U3NYECKUMU UHTepdericaMu, ¢ UCHOJIb30BaHUEM KOH(UTyparuu
router-on-a-stick, depes MHOTOYpOBHEBBIM KOMMyTatop. [IpoGmembr Maprmipyrusanuu Mexay VLAN.
[IpoBepka koHGUTypaMu KOMMyTaTOopa M HAacTpoek Mapuipytu3atopa. Hemomanku B pabore
untepdeiica. Ommobku B [P-aapecax m mackax mojacetu. Hacrpoiika u paboTa KoMMmyTanud Ha 3-m
ypoBHe. Mapmpyruzanmuss Mexay VLAN dyepes BupryalibHble UHTep(delchl KOMMYyTaTopa,
MapuipyTu3upyemble nopTsl. Hemonanku B HaCTpoHKax KOMMYTaTopa 3-ro ypOBHSL.

CraTnyeckass MapIIpyTH3aLHs

[IpeumymectBa M 3agauyd  CTATUYECKOM MaplpyTH3aluuu. TuUmbl CTaTMYECKUX MapLIPYTOB:
CTaHJApTHBIM, [10 YMOJYaHHUIO, CyMMAapHbIi, IiaBaromnid. Hactpoiika cratnyeckux mapmpyros [Pv4 u
[Pv6. Komanna «ip route». MapuipyT cienyromiero nepexoja. Hampsimyro moakimtou€HHbIN cTaTHYecKuit
MapuipyT. IIoMHOCTBIO 3aJaHHBIM CTATHYECKUH Mapuipyr. HacTpolika CTaTH4ecKoro mapuipyra IIo
ymomuanuro. KiaccoBas anpecanus. KiaccoBele Macku mnozaceru. beckiaccoBas MexIOMEHHas
mapuipyruzaiusi CIDR. O0benunenune mapuipyroB. Opranuzanus cynepcereil. Mcnosabp3oBanue Macok
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nojacetu ¢pukcupoBanHoit mHbl (FLSM). Macka noncetn nepemennoit mmnbsl (VLSM). Hacrpotika
CyMMapHBIX M TUIABAIOLIUX CTAaTHYECKUX MapuipyToB. Pacdu€r cymmapnoro mapmipyra. OO0beauHeHue
ceteBbIxX apecoB [Pv4 u [Pv6. [louck u ycTpaHeHue HEMmoJal0K B HACTPOHKAaX CTATUYECKOTO MapiuIpyra
Y MapuIpyTa 1o yMOJYaHUI0.

JAuHaMuyeckass MapumIpyTHU3aLus

[TpoToKOJIBI TUHAMUYECKONH MapHIpyTU3AlMi — HAa3HAYCHUE, MPUHIIUITBI PaOOThI U HCTOPUS PA3BUTHSL.
CpaBHeHHE JMHAMMYECKOM M cTaThyeckol Mapmipyruzauuu. I[IpuHIunsl paboThl MPOTOKOJIOB
MapHIpyTH3alMKM: TyCK TMocie BiiatodeHust nuranus, CereBoe oOHapyxeHue, OOMEH IaHHBIMU
Mapiipytuzanun, O6ecnieuenne cxoaumoctu. Kiaccudukanus TPOTOKOJIOB — MapIIpyTHU3AIUHU.
[Iporoxonsr IGP wu EGP. Jucranunonno-sekropublie mnpotokosibl RIP, IGRP. IlpoTtokoss
Mapuipytuzauun mo cocrosiHuio kaHana OSPF u IS-IS. KnaccoBble u OeckiiaccoBbI€ MPOTOKOJIBI
MapuIpyTU3alUU. XapaKTEePUCTUKU U METPUKH ITPOTOKOJIOB.

JlunamMuueckasi JTUCTAHIIMOHHO-BEKTOpPHAs MapuipyTu3amus. JMCTaHIIMOHHO-BEKTOPHBIN alTOPUTM.
MexaHu3MBbl OTMPABKA M TIOJYYCHHS JaHHBIX MapIIPYTH3allUHM, pacdyéra ONTHMAIBHBIX IyTeH u
no0aBJeHUs] MapUIpyTOB B TaONMIy MapUIpyTH3aluu, OOHAPYKEHUS U pearupoBaHuUs HA U3MEHEHHs B
tonojorun. Hactpoiika mnpotokona RIP: Bkmouenne RIPvV2, oOTkiIoueHHE aBTOMATHYECKOTO
00BeMHEHNS, HACTpOIKa MacCUBHBIX MHTep(delcoB, mepenaya MaplipyTa MO yYMOJIYAaHUIO MO CETH.
Hacrpoiika npotokona RIPng. IIponiecc Mmapmpyru3zanum o cocrossauio kanana. Hello mpoTokos. maker
coctostHusi kaHana (LSP). JlaBuHHas pacchlika IMAaKeTOB COCTOSHMs KaHana. JIaBHHHas pacchLiKa
NakeToB cocTosiHus KaHana. Co3mganue aepeBa kpardamux myreil SPF. Jlo6aBnenue mapmpyroB OSPF
B Tabnuiy Mapupyruzanui. HemocTaTku NpOTOKOJIOB MapHIPyTHU3alMM IO COCTOSHUIO KaHana.
Tabnuna Mapmpytuzanuu. 3anucyd C MpsMBIM TOJKIIOYEHHEM U yHanéHHo# ceru. JuHammuuecku
nosydaembie MapipyTsl [Pv4/6. TIporecc morcka mapuipyra.

OSPF nas oxHoili odactu

CemeiictBo mnpotokonoB OSPF. XapakrepucTtuku, HOpUHIMIBI paboTel u kKommoHeHTHl OSPF.
Ocobennoctu OSPF st omHolt M Heckonbkux obrnacteil. MaructpanpHas oOnacte. MHKancymsus
coobmenuir OSPF. Tumnel nakeroB OSPF: maker mpusetrctBus (hello), maker onucanusi 6a3bl TaHHBIX
(DBD), maket 3ampoca coctosinusi kanana (LSR), maker oOoHoBieHus cocrosinus kanana (LSU). maker
noarBepxkeHus: cocrosinus kanana (LSAck). OOHoBieHust coctosiHusl KaHaia. PaGouue cocTosHUS
OSPF. Beinenennsiii (DR) u pesepBHblil BbiAeneHHbI Mapuipytuzarop (BDR). Cunxponuzanus 6a3
nanabelx OSPF. Hacrtpoiika OSPFv2 mns omnoit oGmactu. Pexxum koHbuUrypanuu HUASHTHPUKATOPHI
Mmapuipytu3atopa. HMcnonbs3oBanue wuHTepdeiica loopback. Bkmouenne OSPF Ha wuHTepdeiicax.
[labnonnas macka. Komanpma «network». Hactpoiika maccuBHbIX HMHTep¢eiicoB. Popmyna pacuéra
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Metpuku croumoctu OSPF. Hacrpoiika 3HaueHuii mpomyckHoi cnocoOHocTH mHTepdeiica. [IpoBepka
COCEITHUX YCTpPOMCTB, HACTPOEK IPOTOKOJIA, JaHHBIX Ipolecca M Apyrux xapakrepuctuk OSPF.
CpaBuenue OSPFv2 u OSPFv3. Anmpeca tuna link-local. Tomomorust cetm OSPFv3. Hactpoiika
uneHTudukaropa mappyruzatropa OSPFv3. Bximrouenne OSPFv3 na unTepdeiicax.

Cnucku konTpoJs aocryna (ACL)

Crucku xontponst nocryna (ACL). Ilpunmun pabotst ACLcnuckoB. Tunbsr ACL-crimckoB Cisco st
IPv4. TlpucBauBanue HoMepoB U UMEH ACL-cnuckam. Pacuér mabnonnoit macku B ACL-cnuckax.
Pexomenpmanun mno co3ganuio u  pasMenieHnto ACL-criuckoB. Pa3mernenue cTraHAapTHBIX U
pacmupenHsix ACL-cnmckoB. Hactpoiika cranpaptHoro ACL-cnucka. IlpuMeHeHue cTaHAapTHBIX
ACL-criuckoB nHa wuntepdeiicax. Kommentapum k ACL-cnuckam. IIpoBepka W pemakTHpoBaHUE
craHgapTHbeIXx HyMmepoBaHHbIX ACLcrmckoB. ACL-cratncruka. 3ammra noptoB VIY ¢ moMombro
crangaptHoro ACL-cnucka IPv4. Crpykrypa m Hactpoiika pacmupeHHbIXx ACL-cnuckoB mns [Pv4.
OunpTpanus Tpaduka ¢ UCHOIb30BaHNEM pacupeHHbIX ACL-crHUCKOB.

[louck u ycrpanenne Henonanok ACL-cnuckoB. Pacnpoctpanénnbie ommOku ACL-crncKoB.
CpaBaenne ACL-cnuckoB mist [Pv4 u [IPv6. Hactpoiika u npoBepka ACL-cniuckoB aiis [Pv6.

10

IIporoxkoa DHCP

[Ipotokon DHCP. DHCPv4: 6a3oBas omeparus, GopmaT cOOOIIeHHA, cooOIeHuss 0OHApy)KeHUs M
npemioxenus. Hactpoiika, mpoBepka u petpancisinua npocroro DHCPv4-cepBepa. Hactpoiika
Mapuipyru3aropa B kauectBe DHCPv4-knmnenta. Hactpoiika mapuipyruzaropa kiacca SOHO. Ilouck n
yCTpaHEeHHE HemoJialok B pabdote mapmpyruzatopa DHCPv4. Tlporokon DHCPv6. ABromaTnueckas
HacTpoiika amgpeca 6e3 otcnexxuBaHusi coctossHUs (SLAAC). Ilpunnun padoter SLAAC ¢ DHCPv6.
DHCPv6 ¢ u 6e3 otcnexxuBanus coctosHus. IIpomeccet DHCPv6. Hactpoiika mapmipyruszatopa B
kauectBe DHCPv6-cepepa u DHCPv6-kimmenTa. [Touck u yctpanenne Hernosiagok B pabore DHCPvo6.

11

IIpeoOpa3oBanue cereBbIX aapecoB [Pv4

[IpeoOpazoBanue cereBbix aapecoB [Pv4. KonuenrtyanbHoe npeoOpa3zoBanue ceTeBbix aapecoB (NAT).
Tepmunonoruss u npunmumnbsl padotel NAT. IlpoctpanctBo uactubeix [Pv4-aapecoB. Cratuueckoe u
TuHaMHU4Yeckoe mpeoOpasoBanue ceTeBbix aapecoB (NAT). IlpeoOpasoBanue aapecoB moptoB (PAT).
CpaBuenue NAT u PAT. [IpeumymectBa u Henoctatku NAT. AHanu3 craTU4eckoro mpeodpa3zoBaHUs
NAT. Ilpunmun pa6otsl nuHamuueckoro NAT Hacrpoiika u nmpoepka NAT, PAT. Ilepeanpecarus
noptoB. Hactpoiika NAT u npotokona IPvé6.

[Touck u ycrpanenue Hernosnaaok B padore NAT.

B ToM 4uc/Ie NPAKTHYECKUX 3aHATHI

1 ‘ Hactpoiika Kommyraropa:

32
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* ba3oBas HacTpolika KOMMYTaTOpa;
» Hacrpoiika mapaMmeTpoB 0€3011acHOCTH KOMMYTaTOPa.

Hactpoiika 6€3011acHOCTH KOMMYTaTopa:

* Hactpoiika npotokosia SSH;

* Hacrpoiika pyukuun Switch Port Security;

* Tlouck u ycTpaHeHue HEMOJIAA0K B cucTeMe 0€30MacCHOCTH TIOPTOB KOMMYTATOPA;
OTpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.

Kondurypanus cereit VLAN:

*  Kondurypamus cereit VLAN u TpaHKOBBIX KaHAJIOB;

* [Ilouck u yctpaneHnue Henonaaok B KoHpurypauuu VLAN;

*  Peammsanus cuctemsl 6e3onacHocTH cetd VLAN;

»  Peammzanums cereit VLAN 1u1s cerMeHTaIuu ceTel mpeanpusTUii MaJIoTo U CpeTHero On3Heca.

Hactpoiika mapmpyru3zaropa:

* Hcnonb3oBaHue KOMaHbl traceroute /uist 0OHApYKEHUS CETH;
*  JIOKYyMEHTHPOBAHHUE CETH;

* Hactpoiika uatepdeiico IPv4 u [Pv6;

* Hactpoiika u mpoBepka HEOOIBIIION CETH;

HccnegoBanue MapuipyToB € NPSMbBIM O AKIIOYEHUEM.

Hactpoiika mapuipyruzamnuu:

* CocraBnenue cxemsl cetu VIHTEpHET;

* Hacrpoiika 0a30BbIX TapaMeTPOB MAPIIPYTHU3AaTOPa C MOMOIIbIO HHTEepdeiica KOMaHIHOW CTPOKH
(CLI) cuctemsr Cisco 10S;

* HacTtpoiika 6a30BbIX IMapaMeTpoB Mapiipytusaropa ¢ nomouiso CCP.

Mapupyruzanus mexay VLAN:

* Hacrpoiika mapmpyruzanuu Mexay VLAN g kaxxaoro unrepdeiica;

* Hactpoiika mapupyrusanuu Mmexay VLAN Ha ocHoBe ctangapra 802.1Q u TpaHKOBOTrO KaHana;
* Jlouck u ycTpaHeHue HenoiaJ0K B Mapuipyruszanuu Mmexay cetssmu VLAN.

Hactpolika craTuueckoil MaplIpyTH3auu:

* Hacrpoiika ctatnueckux Mapupyros [Pv4/IPv6 no ymonganuto;

* PazpaboTtka u peanuzanus cxemsl aapecanuu [Pv4 ¢ ucnonszoBanuem VLSM;
e Pacuér cymmapusix MapipyroB [Pv4 u [Pv6;

e Ilouck u ycTpaHeHue HEMOJAA0K cTaTHYeCKUX MapuipyroB IPv4 u IPv6.

Hacrtpoiika tuHaMHU4eCKON MapIIpyTU3alin:
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. HccnegoBanue cXoquMOCTH;
. CpaBHeHHE METOJI0B BbIOOpa 1yTH B ripoTtokosax RIP.

9 | Hacrpoiika mpotokosnioB RIPv2 u RIPng.
10 | Hacrpoiika npotokosioB OSPF:
* Hacrpoiika 6a3zoBoro nmpotokona OSPFv2 mist oqHOM o6nacTw;
» baszoBas Hactpoiika nporokosia OSPFv3 st oqHol o0nactu.
11 | U3ydyeHne MexaHU3MOB pabOThI CO CIIUCKAMM KOHTPOJIS IOCTYyIA:
* Harmsannoe npeacrasnenue pabotst ACL-cnincka;
* Hacrpoiika crangaptHeix ACL-crnckos;
* Hacrpoiika crangapTHeIX IMeHOBaHHBIX ACL-criickoB;
» Hacrpoiika ACL-criucka s muani VTY
* Hactpoiika pacmiupeHHbIXx ACL-CIIUCKOB IS pa3IMYHBIX CIIEHAPUEB;
» Tlouck u ycrpanenue Hemnojaaok B padote ACL-crinckos;
» Hactpoiika ACL-cniuckos IPv6;
*  OtpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.
12 | Hacrpoiika ACL-ciuckoB:
* Hacrpoiika u npoBepka ctanaapTHbix ACL-cnuckos;
* Hacrpoiika u npoBepka orpanuuenuii VIY;
* Hacrpoiika u nposepka pacmupeHHbIx ACL-cnuckos;
* Ilouck u ycTpaHeHue HEMOJIaA0K B HacTpolke u pazmenieHnu ACL-
CIIMCKOB;
* Hacrpoiika u npoepka ACL-ciiuckoB st [Pv6.
13| M3yuenue npotokosioB DHCP:
* ba3zoBas Hacrpoiika DHCPv4 na mapuipyruszarope;
* ba3osas Hactpoiika DHCPv4 Ha komMmMmyTarope;
» [Ilouck u yctpanenue Henonaaok B pabote DHCPv4;
* Hacrpoiika cepsepa DHCPv6 6e3 oTciiexxuBaHusi COCTOSIHHUS U C OTCIIC)KUBAHUEM COCTOSTHUS;
» [Ilouck u yctpanenue Henosagok B pabore DHCPvo6.
14 | I3y4yenue npotokosa DHCP:
» Hacrpoiika npotokosia DHCP ¢ nomomisto komana Cisco 10S;
*  OtpaboTKa KOMIIJIEKCHBIX IPAKTHYECKUX HABBIKOB.
15 | IIpeoOpa3oBaHue CETEBBIX APECOB:

» M3zyuenue npunnuna padotst NAT;
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* Hactpoiika ctatuueckoro u auHamudeckoro NAT;

*  Peammsanus cratndeckoro u gpHamudeckoro NAT;

« Hacrpoiika nepeanpecamnuu mopToB Ha Mapuipyruzarope Linksys;
« TIpoBepka, MOUCK M yCTpaHEHHUE HEMOIa0K KoHpurypanuii NAT;
*  OtpaboTKa KOMIUIEKCHBIX MTPAKTUYECKUX HABBIKOB.

16 | 3y4enue pabotsl ¢ NAT u PAT:

* Hactpoiika quHamudeckoro u cratuaeckoro NAT;

* Hacrpoiika NAT-nyna ¢ neperpy3koii u PAT;

» [Ilouck u yctpaneHue HenoJaaoK KoHurypauuii NAT.

CamocrosiTesibHas padoTa 00y4yalouuxcs: 4
1. CucremaTtnueckas nMpopaboTKa KOHCIIEKTOB 3aHATHM, yueOHON U CHelMaIbHON TEXHHUYECKOHN JIUTepaTyphl.
2. KoncnektupoBaHue TeKcTa, paboTa co CIOBapsIMHU U CIIPABOYHUKAMH, 03HAKOMJIEHHE C HOPMAaTUBHBIMU JJOKYMEHTaMH, y4eOHO -

uccienoBaTeNbckas paboTa mpu caMoM HIMPOKOM Hcrosb3oBaHuu VHTepreTa u npyrux | T-rexHonoruii.
3. IloaroroBka K MPaKTUYECKUM 3aHSITHIM C UCIIOJIb30BAHUEM METOMYECKUX PEKOMEHIAlH npenoiaBaTenis, 0popMIIeHHE TPAKTHUECKUX

paboT, OTYETOB M MOJATOTOBKA K MX 3alUTE.
KoncyabTanuu no M/IK.01.01. KomnbloTepHble ceTH 6
IIpome:kyrounas arrecrauusi mo M/IK.01.01. Komnbrorepubie cetn B ¢popme 3K3amMeHa 6
Pa3nen 2. Opranusanus, 272
NPUHIUNBI IOCTPOEHUS U
(GyHKIHOHUPOBAHMS
KOMIIbIOTEPHBIX ceTel
MJK.01.02. Opranu3anmusi, 272
NPUHIUIBI IOCTPOEHUS U
(GyHKIHOHUPOBAHMS
KOMIIbIOTEPHBIX ceTell
Tema 2.1. Mapmpyruzanuss | Cogep:xanue 128

U KOMMYTalHus.
MacmrabupoBanme cerei

1 | BBenenune B MacmrabupoBanue cerei
Peanuzamus npoekra cetu. [Ipoekt nepapxudeckoit cetu. Pacimupenne cetu. Beibop ceTeBbIx
ycrpoiictB. KoMmMyTtanmonHoe 060opyaoBanue. MapiipyTruzatopsl. Y IpaBIsSiONINe yCTPOKWCTBA.

2 | H30bITounocTs LAN

Tumns! npotokosoB STP. Hactpoiika npotokosia STP. Hactpoiika PVST+. Hactpoiika Rapid PVST+.
[Tpo6aemsl HacTpoiiku STP.

[TonsTus npotokosa spanning-tree. [Ipennaznadenue nmpotokosna spanning-tree. [Tpunun padotsr STP.
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3 | ArperupoBaHue KaHAJIOB

OCHOBHBIE TIOHSTHS arpErHPOBAHNUS KaHAJIOB. ArperupoBanue kaHayioB. [IpuHimn paboTs
EtherChannel. Hactpoiika arperupoBanus kananos. Hactpoiika EtherChannel. IIpoBepka, nouck u
ycTpanenue HenoJiagok B padbote EtherChannel

4 | BecipoBoJHbIE JIOKAJIbHbIE CETH

Konneruu 6ecripoBoHOM CBsi3u. BBenenue B 6ecripoBoaHyto cBsi3b. Kommonentsl cereir WLAN.
Tononoruu cereit WLAN 802.11. Ilpunuunsl paboTsl 6ecripoBoiHOM J0KanbHOM cetu. CTpyKTypa
kazapa 802.11. dyHkImoHupoBaHue O€CIIPOBOIHOM CBSI3U. YTIpaBJIeHHE KaHalamMu. be3omnacHocTh
OeCTPOBOIHBIX JOKAIBHBIX ceTeil. Yrpo3sl s ceteit WLAN. OGecnieuenue 6e3onacHoctd WLAN.
Hactpoiika 6ecipoBoiHBIX JIOKaJIbHBIX ceTell. HacTpoiika OecripoBogHoro mapupyrusatopa. Hacrpoiika
OecrpoBOIHBIX KIMEHTOB. [louck n ycTpaneHnue Henonagok B padbote ceteit WLAN.

5 | Hacrpoiika u ycTpaHeHue HenoJagok B padore OSPF nist oqnoii o61acTu

Pacmmpennbie napamerpsl npotokosia OSPF g ogno# o6mactu. Mapiipytusanusi Ha ypoBHSX
pacnpenenenus u sapa. OSPF B ceTsix ¢ MHOXkeCTBEHHBIM JOCTYIIOM. PacnipocTpanenue Mapiipyra mo
ymoi4anuto. Tounast HacTpoiika nunTepdeiico OSPF. 3amura OSPF. Ycerpanenue Henonaaok
peanuzanuu npoTtokosia OSPF ans ogHoi o6mactu. CocTaBsIONIME MPOIEAYPHI OMCKA M YCTPAHCHHS
Hernonaaok B padote OSPF ms onno#t obmactu. [lowck u ycTpaHeHHE HEMOIAI0K B MapIIPyTU3AIIMH
OSPFv2 myist onno#t ob6nactu. [lowck u ycrpanenue Henosianok B OSPFv3 myst onno# o6nactu

6 | OSPF st HeCKOJIbKHX 00J1acTei

[Tpunuun padoter OSPF mis Heckonpkux obnactedt. Haznauenne OSPF myist HeckonbKux o01acTei.
[Tpunnun padotel nakeroB LSA B OSPF mist Heckonpkux obnacteit. Tabmuia MapmpyTu3anuy | THITHI
mapmpyroB OSPF. Hactpoiika OSPF mis vHeckonbpkux obmacteit. Hactpoiika OSPF mins Heckonbkux
obnacreii. O6beuaeHne MapupyroB OSPF. ITposepka OSPF mis Heckonpkux obnacTeid.

B TOM unciie npakTHYEeCKUX 3aHATHI

PaSBepTLIBaHI/Ie KOMMYTpreMOﬁ CCTH C pC3CPBHBIMHU KaHAJIaMH

Hacrpoiika Rapid PVST+, PortFast u BPDU Guard

Hacrpoiika nporokona GLBP

Omnpenenenre THNOBBIX OMIMOOK KoHuryparuu STP

Hactpoiika EtherChannel

ITouck u ycrpanenue Henonaaok B pabote EtherChannel

AIperI/IpOBaHI/Ie KaHaJIOB

Hactpoiika 6ecripoBoIHOT0 MapuIpyTu3aTopa M KJIMeHTa

OO INO|O1D|W|IN -

Hacrpoiika 6a3oBoro nporokona OSPFv2 nist ogHo#t obnactu
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10

Hactpoiika OSPFv2 B ceTn MHOKECTBEHHOTO JJOCTYyIa

11

Hacrpoiika pacmmpenssix ¢pynkuuit OSPFv2

12

[Touck u ycrpaneHue Henojaa0k B padote 0ocHOBHBIX ITpoTokoy10B OSPFV2 nu OSPFv3 misa oot
obnactu

13

[Touck u ycTpaHeHue HENojaa0K B paboTe yCOBEpIIEHCTBOBAHHOTO npoTokoina OSPFV2 s onHoM
obnactu

14

BnageHue HaBbIKaMu MOMCKA U yCTpaHEHUsl Henosa ok B padbore OSPF

15

Hactpoiika OSPFv2 st Heckonbkux oOnacrei

16

Hactpoiika OSPFv3 st Heckoabpkux obnacreit

17

[Touck u ycrpanenue Henosuanok B padore OSPFv2 u OSPFv3 st Heckoabpkux obnacrei

Tema 2.2. Coequnenue cereu

Conep:xxanue

1

IHoaxkroyeHue K ri100aJIbHON ceTH

00630p TexHosoruii rnobdanbHON cetu. Llens co3nanus rnodanbHbIX cereit. [Ipunuum paboTsl
rio6ansHOM cetu. Beibop TexHonoruu riodansHou cetu. CepBuchl Tio0anbHOl cetu. UHdpacTpyKTyphl
YacTHBIX IN1o0anbHbIX ceteld. UHdpacTpykTypa obmenoctynHoi riiodansHoi cetu. Beibop cepBrcoB
17100aJ1bHOM CceTH.

CoeguHeHHE «TOYKA-TOUYKA»

O0630p mocne0BaTeIHLHOIO COEIMHEHUS «TOUKa-ToOuKa». CBsI3b MO MOCIIEJOBATEILHOMY KaHaIy.
Nuxkancynsuuss HDLC. [Ipunnun pa6otsr mpotokosia PPP. IIpeumymectsa npotokosna PPP. LCP u
NCP. Ceancer PPP. Hactpoiika mpotokona PPP. Hactpoiika mporokosna PPP. Ayrentudukamus PPP.
Otnanka coeqnuenniit WAN. Otnanka PPP.

Pemmenusi HimpoKoINoJ0CHOT0 10CTyNA

VY nanéunas padora. [Ipenmyiecta ynanéaHon paboTel. busHec-TpeOoBaHus 115 YIaaEHHBIX
pabotHHKOB. CpaBHEHHE pelIeHUH MHPOKOIoocHoro nocryna. Kadens. DSL. becripoBoanbie
IIMPOKOTIOJIOCHBIE CeTU. BBIOOD pelieH i MUPOKOIOIOCHOTO JocTymna. HacTpolika moIKiIroueHui
XDSL. O630p PPPoE. Hactpoiika PPPoE.

3ammTa MeXX(PUIHAIbHON CBA3M

Cetu VPN. Ocnossl ceteit VPN. Tunsl cereit VPN. Tynnenu GRE mexny o6bexramu. OcnoBbl GRE.
Hactpoiika tynneneit GRE. O6mue cBenenus o0 [Psec. 3ammura mpotokona IP. CtpykTypa npoTokoia
IPsec. Ynanéunsiit noctyn. Pemenus VPN ms ynanénnoro noctyna. Cetu VPN ynanénHoro nocryna c
ucnosnb3oBanueM IPsec.
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Monurtopunr Cern
Syslog. [Mpuniun padotser Syslog. Hactpoiika Syslog. SNMP. IMpuniwn padbotst SNMP. Hactpoiika
SNMP. NetFlow. TTpunimn padoter NetFlow. Hacrpoiika NetFlow. [Tpoepka moneneii Tpaduka.

Oriaanka ceTn

[Tonck u ycTpaHeHHe HENOJIAJ0K C UCIOJIB30BAaHUEM CUCTEMHOTO ITOAX0Aa. JIOKyMeHTalus 10 CETH.
[Ipouenypa noucka u ycTpaHeHus HenoJsaaok. M3ouanus npo6ieMsl ¢ MOMOIIBI0 MHOTOYPOBHEBBIX
Mozenei. Otnaaka cetu. CpeicTBa MmoMcka U ycTpaHeHus! HenojaaoK. CUMITOMBI M IPUYHMHBI OTHaIKU
cetu. Ilouck n ycrpaneHue Henomnauok cBsi3y B cersx IP.

B Tom uncie MPAKTHICCKHUX 3aHATHI

Hactpoiika 6azoBoro PPP c ayrentudukanuei

Otnagka 6a3oBoro PPP ¢ ayrenTudukanuei

[Iposepka 6azoBoro PPP c ayrentuduxarueit

Hactpoiika mapuipyruzaropa B kadecte kineHra PPPoE s nonkmrouenust DSL

Hacrtpoiika tyanens VPN GRE no cxeme «Trodka-Touka

Pa3paboTka TexHHMUECKOTO 00CTY)KMBaHUS CETH.

Hactpoiika Syslog u NTP

W3ydenue nmporpaMMHOro o0ecredeHus 1Jis MOHUTOPUHTA CETH

OO |N|O O |IWIN| -

Hactpoiika SNMP

[N
o

CO6op u ananu3 ganHbIX NetFlow

[EEN
[EEN

WNHcTpymeHTapuii ceTeBoro aMUHUCTpATOpa AJisi HAOII0AeHUS

[EEN
N

COoii B paboTe ceTn

[N
w

PazpaboTka nokymeHTanuu

56

KypcoBoii npoekT

IIpumepHasi TeMaTHKa KYpPCOBBIX IPOEKTOB (pador)

OO ~NO U WDN P

. [IpoexTrpoBaHue CTpYKTypHUpOBAaHHOM KaOelIbHOM CUCTEMBbI
. CocraBneHue cMeTbl 000pyI0BaHUS

. Hactpoiika cereBoro o60pynoBaHus

. Hactpolika nepenaun JaHHBIX B KOMIIBIOTEPHBIX CETAX

. Hactpoiika KOMIIBIOTEpHOU CETH

. Hactpoiika npoTokoios

. Y JaJICHHBIN TOCTYII B CETH

. lnarHocTtuka paboThl KOMIBIOTEPHOM CETH

. Pacuer croumocty npoekra

30
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3.
4.

CamocrosiTesibHast paboTa 00y4arOIIMXCH:

CucremaTnueckas npopadOTKa KOHCIEKTOB 3aHATHH, yueOHON U CHELMATIbHOM TEXHUYECKOH JINTEPATYPHI.

KoHcnexktupoBaHnue TekcrTa, paboTa co CIOBapsIMU U CIIPABOYHUKAMU, 03HAKOMJIEHHE ¢ HOPMAaTUBHBIMU JJOKYMEHTaMH, Y4eOHO -
HCCleI0BaTeNIbCcKas paboTa Mpy caMOM HIMPOKOM Hcnosib3oBaHuu MHTepHeTa u apyrux | T-rexHonoruii.

[IpoexTHBIE POPMBI pabOTHI, MOATOTOBKA COOOIICHHI K BEICTYIUICHHIO HA CEMHHAPax U KOH(PEPEHIUAX; MOATOTOBKA pedepaTos, TOKIAIOB.
[ToaroToBka K MPaKTHYECKUM 3aHATHUSM C UCIOJIH30BAHUEM METOJMUECKUX PEKOMEHIAINH MperiogaBaTensi, 0(hOpMIIEHHE TPAKTHYECKIX
paboT, 0OTYETOB M MOJATOTOBKA K MX 3alUTE.

KoncyabTanuu no MJIK.01.02. Opranusanysi, IPUHUMIIBI NOCTPOeHUs] U YHKIIMOHUPOBAHHS KOMIILIOTEPHBIX ceTeil 6
IIpomexyrounas arrecranus no M/IK.01.02. Opranu3anusi, NPpUHIMIBI IOCTPOEeHNUS U (PYHKIMOHNPOBAHUS KOMIIbIOTEPHBIX ceTeil B 6
dopme 3xk3amena
YueOHasi NPaKTHKA 108
Buas1 pador:
1. ydactue B MPOEKTHPOBAHUU CETEBOU MHDPACTPYKTYPHI;
2. ydacTde B OpraHH3alil CETEBOT0 aJIMUHUCTPUPOBAHMUS;
3. 3KcIryatanus 0ObeKTOB CeTeBOU MH(PACTPYKTYPHI;
4. yd4acTHE B YNPaBJICHUHU CETEBBIMU CEPBHCAMU;
5. yuacTHe B MOJIEPHU3ALUH CETEBON MH(PPACTPYKTYPHI
IIpousBoacTBeHHAsi MPAKTHKA (M0 NPOQUII0 CeNHAaIbLHOCTH) 180
Bunawbi padort:
1. yuactue B pa3paboTKe METOJOB, CPEACTB U TEXHOJIOTUH IPUMEHEHUS 00BEKTOB MPO(HECCUOHAIBHON AEATEIbHOCTH;
2. TpoBejaeHHE MPO(UIAKTUUECKUX PAabOT Ha 0OBEKTaX CETeBON MHMPACTPYKTYPHI U paOOUNX CTAHITUSAX;
3. yuyacTHe B MHBEHTApHU3allUU TEXHUYECKUX CPEACTB CETEBOM MH(PACTPYKTYpPhl, OCYLIECTBICHUE KOHTPOJIS IOCTYIMBILEr0 U3 PEMOHTA
000pyI0BaHUs
JK3aMeH 6
Bcero 826
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4. YCJIOBUSA PEAJIN3ALIMU ITPOT'PAMMBI
HNPO®ECCHUOHAJIBHOI'O MOAYJIA

4.1. MaTepuajibHO-TeXHUYECKOe o0ecrieyeHue

JIist peayM3ariii IporpaMMbl TPO(PECCHOHATEHOTO MOYJIS TPEIYCMOTPEHBI
CJICIYIOIINE CIICIIMAJIbHBIC TTOMEIICHUS: Ja0opaTOpusi OpraHWU3allud W TPUHIIAIIOB
MMOCTPOCHUSI KOMIIBIOTEPHBIX CHCTEM; Jiabopartopusi MHPOPMAIMOHHBIX PECypCOB;
MOJINTOH TEXHUYECKOTO KOHTPOJIS U JUATHOCTUKH CETeBOU MHPPACTPYKTYPHI.

O6GopynoBanue J1abopaTopud OpraHuU3aldd U MOPUHIUIOB TMOCTPOCHUS
KOMITBIOTEPHBIX CHCTEM:

crienUaiu3upoBaHHas yuyeOHast MeOelb:
pabouee MecTo Mperno/iaBareis, 000pyI0BaHHOE KOMITBIOTEPOM, YICHHYECKHUE CTOJIBI
JIBYXMECTHBIC, KOMIIBIOTCPHBIC CTOJBI —  OJHOMECTHBIC, CTYyJbs, IIKa(d
KOMMYTAIIMOHHBIN, CTOWKA KOMMYTAIIMOHHAS, Kad) KHWKHBIH, MaT4d-TaHeb;

TEXHHUYECKHUE CPEJICTBA OOYUCHHUS:
KOMITBIOTEPHI, MYJbTUMEIUNHBIN MPOEKTOP, aKyCTHYECCKHE KOJIOHKH, KOHIHUIIMOHED,
WHTCPAKTUBHAS JOCKAa, Kamepa (HAOIOJEHUsS); IMaKeT MPHUKIAIHBIX IPOTPAMM:
TEKCTOBBIX, TAOJMYHBIX, TPAPUUCCKUX M MPE3CHTAIIMOHHBIX, MOJAKIIOYCHUE K CETH
¢bumaa, moakIoueHUe K cetr MHTepHeT, B TOM uncie yepe3 wi-fi;

y4eOHO-HarJISJHbIC TTOCOOUS:
rakathl: «Pacuer anmpecamuu cereiy, «JlokanbHas ceTh mpeanpusaTus», «Domain
Name System», «Ontuueckue kabenu cBszn», «KopeHb TOMEHHOU uepapXumy,
«Microsoft  Azure, Microsoft  Server 2012», «lIHypsl  omnTHYecKue
COeIMHUTEbHBIE», «OCHOBHBIE HMHCTpyMEHTHI misg pabotrel ¢ BOJIC», «Pacuer
azpecanuu cerei», «Kabeau BogokoHHO-onTHUYecKHey, « [ LIKO-H-ST»;

1abopaTopHOE 000pYI0BAHUE:
My(Ta omTHuYecKas, CBapOUHBIN ammapar sl ONTOBOJIOKHA, HAOOp MHCTPYMEHTOB
HUWP, BoJIOKHO ONTHYECKOE, MapIIpyTU3aTOphl, Touka gAoctyma wi-fi, VolP mutto3,
amnmapaTtHbelii Opannmayasp, IP tenedonsl, TenedoH aHAIOTOBBIN, QUIBTP CETEBOM,
HUCTOYHHUK Oecriepe0oitHOro muTaHus, kommyTaTophl, kabens Cisco, kabenr HDMI,
ka0enb KOHCOJBbHBIN, MEXCETeBOW HKpaH, cepBepa, mHTepdeiicHas kapta, MBII,
kouBepTrep USB-Com, xkpenexHblid KOMIUIEKT, HAyIIHUKA C MHUKPOGOHOM,
oTepaTUBHAS MMAMSITh.

O6opynoBanue JabopaTopuu HHOOPMAITMOHHBIX PECYPCOB:

crienuanu3upoBaHHas yueOHas MeOeb:
pabouee  MecTo TmpemojaBarelnisi, O00OpPYJOBAaHHOE  KOMIBIOTEPOM,  CTOJBI
KOMITBIOTEPHBIE, YYCHHYECKHE CTOJIbI, CTYJdbs, IMKa(bl,  KJIacCHas J0CKa —
MapKepHasi;

TEXHUYECKHUE CPE/ICTBA OOYICHHUS:
KOMITBIOTEPHI, MAKET MPUKIIATHBIX MPOTPAMM: TEKCTOBBIX, TAOTHYHBIX, TPAPUIECKUX
U TPE3CHTAIIMOHHBIX, TMOJKIIOYCHHE K ceTh (uiuana, MOAKIIOYCHHE K CETH
Nutepner;

TPEHAXKEPHIL:
tperaxep OracleVM Virtual BOX (monenmupyer HacTpoiiky [1K).



O6opyoBaHrEe MOJUIOHA TEXHUYECKOTO KOHTPOJIA M JMATHOCTHKU CETEBOM
UH(PACTPYKTYPHI:

crenuanu3upoBaHHas yueOHast MeOeb:
pabouee MecTo IpenojaBaress, 000pyJOBaHHOE KOMIIBIOTEPOM, YUEHHUUECKHUE CTOJIBI
IBYXMECTHbIE, KOMIBIOTEPHbIE  CTOJBl —  OJHOMECTHBIE, CTYyJbs, IIKa(]
KOMMYTAIIMOHHBIN, CTOWKA KOMMYTAIIMOHHAs, Kad) KHIKHBIN, MaTy-MaHeb;

TEXHUUYECKHUE CPEJICTBA OOYUECHUS:
KOMITBIOTEPBI, MYJIbTUMEIUUHBINA POEKTOP, aKYCTUUECKUE KOJOHKU, KOHIUIIMOHED,
WHTEpPaKTUBHAsI JOCKa, Kamepa (HaOJIOIEeHMS); MaKeT NPUKIAIHBIX MPOTpaMM:
TEKCTOBBIX, TAOJMUYHBIX, IPAPUUECKUX U MPE3CHTALMOHHBIX, MOAKIOYEHUE K CETU
¢unuana, noakitodeHue K cetu HTEepHET, B TOM unciie yepe3 wi-fi;

y4eOHO-HarJIsJHbIE TOCOOUS:
rakathl: «Pacuer anmpecanuu cereiy, «JlokabHas ceThb mpeanpusTus», «Domain
Name System», «Ontuueckue kabenu cBs3u», «KopeHb JOMEHHOW HepapXum»,
«Microsoft ~ Azure, Microsoft  Server  2012», «llInypsl  onTHueckue
coeMHUTENbHBIE», «OCHOBHBIE HMHCTpyMEHTHl 1 padotel ¢ BOJICy», «Pacuer
aapecanuu cereiy», «Kabenun BosiokoHHO-onTHYeckuey, « 1IKO-H-ST»;

n1abopaTopHOE 000pYyI0BAHUE:
My(Ta omTHYecKas, CBApOUHBIN ammapar s ONTOBOJIOKHA, HAOOp MHCTPYMEHTOB
HUP, BonokHO omTuyeckoe, MapuIpyTu3aTopsl, Touka aoctyna wi-fi, VolP muio3,
amnmapaTHbelii Opanamayap, [P tenedonbl, TenedoH aHAIOrOBBIN, QUIBTP CETEBOM,
UCTOYHHUK Oecriepe0oiHOro muTaHus, KommyTatopsl, kadens Cisco, kadenr HDMI,
kabellb KOHCOJBbHBINA, MEXKCETeBOW 3KpaH, cepBepa, uHTepdeiicHas kapta, WBII,
kouBepTep USB-Com, kpenexHbI KOMIUIEKT, HAyIIHUKA C MHUKPOGOHOM,
ornepaTuBHas MaMSTh.

[Tomenenust Il caMOCTOATENIbHONW pa0OThI, OMOIMOTEKAa M YHTAIBHBIA 3al,
OCHAIIIEHbI KOMITbIOTEPAaMHU C BO3MOXXHOCTBHIO TOJKIIOYEHHUS K UHPOPMALMOHHO -
TEJIEKOMMYHUKAIIMOHHOU ceTu «IHTepHETY.

4.2. UndopmanuoHHoe odecnieueHne 00yueHmsi

Jns  peanuzanuu  mporpamMmbl - OuOIMOTEeUHBIM  (OHA 00pa3oBaTEIHHOM
OpPraHM3allMd  YKOMIUICKTOBAaH  TeYaTHBIMH W (MJM)  3JICKTPOHHBIMHU
oOpa3oBaTeIbHBIMU U WH(MOPMAIIMOHHBIMU PECypCcaMH, PEKOMEHIIOBAHHBIMH LIS
MCITIOJIb30BaHUS B 00pa30BaTEIbHOM ITpoIIecce

4.2.1 TleyaTHble U3AaHUA

1. Omudep B. I'., Omudep H. A. Komnbrorepasie cetr. [IpUHIMIIBI, TEXHOIOTHH,
MPOTOKOJIBI: Y4eOHUK 17151 By30B. —5-€ u3n. — CII6. ITutep, 2019, 2020, 2021. —
992 c. — TeKcCT : HENOCPEACTBEHHBIM.

4.2.2 JjieKTPOHHbIE U3AAHUA (3JIEKTPOHHBIE pecypchl)

1. Iu6pos, M. B. KommnbioTepHbI€ CETH U TEJIEKOMMYHUKalUU. MapipyTtu3anus B
IP-cetax B 2 4. YacTh 1 : yueOHUK U IPAKTUKYM JJIs1 CPEAHErO MPOPECCUOHATBHOTO
oOpazoBanus / M. B. [lubpos. — Mocksa : U3patensctBo FOpaiit, 2023. — 333 c.

— (IIpodeccuonansuoe obpazoBanue). — ISBN 978-5-534-04638-0. — Texkcr :
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anekTpoHHbI // OOpa3oBarenvHas 1matdopma IOpaiit [caiit] — URL:
https://urait.ru/bcode/513518 (mata oOpamenus: 16.02.2023). — Pexum noctymna:
JUI aBTOPU3. I10JIb30BATEIIEH.

2. 1ubpos, M. B. KommnbroTepHblE CETU U TEIEKOMMYHHUKAlMU. MapuipyTusamnus B
IP-ceTsix B 2 4. YacTtp 2 : y4eOHHMK U IPAKTUKYM JJI CPEIHETO MPOo(ecCHOHaTbHOTO
obpazoBanus / M. B. JIubpos. — Mocksa : UzpatensctBo FOpaiit, 2023. — 351 c.
— (IIpodeccuonansnoe obpazoBanue). — ISBN 978-5-534-04635-9. — Teker :
anekTpoHHbI // OOpa3oBatenvHas tmatdpopma HOpaiit [caiit]. — URL:
https://urait.ru/bcode/514019 (nmata oOpamenus: 16.02.2023). — Pexum goctymna:
JUTSL aBTOPU3. MOJIb30BATEIIEH.

3. Pakutun, P. 10. Komnbiotepusie cetu : yuebHoe nocobue / P. 0. Pakutun, E. B.
Mockanenko. — bapnayn : Antl'T1Y, 2019. — 340 ¢. — ISBN 978-5-.88210-942-
3. — Tekcr : anexTponHbil // Jlaub : 3nekTpoHHO-OMOMMoTeyHas cuctema. — URL:
https://e.lanbook.com/book/139182 (mara oOpamenus: 09.02.2023). — Pexum
J0CTyna: JAJis aBTOPU3. MOJIb30BaTEICH.

4.2.3. lonoTHUTEIbHbIe HCTOYHUKH

1. IlpoexktupoBanue WHOOPMAIIMOHHBIX CHUCTEM : YYCOHMK W TIPAKTUKYM JUIS
cpeanero npodeccuonanbHoro obpazoanus / JI. B. YUucros, I1. 1. MenbHuKOB, A.
B. 3omoraprok, H. b. Huuenopyk. — 2-e wusn., mepepabd. u gom. — Mocksa :
NznarensctBO FOpaiit, 2023. — 293 c. — (IlpodeccuonansHoe oOpazoBaHue). —
ISBN 978-5-534-16217-2. — Texcr : anextponHbIl / OOpa3zoBaTenbHas matgopma
HOpaiit [caiit]. — URL: https://urait.ru/bcode/530635 (mata oOpareHus:
16.02.2023). — PexxuM gocTyma: Juist aBTOPH3. MMOJIb30BATECH.

2. llesenes, FO. I1. IuckpeTHas matemaruka : yuyeOHoe mocodue mis crmo / 0. 1L
[IeBeneB. — Cankr-IleTepOypr : Jlanp, 2021. — 592 c. — ISBN 978-5-8114-7504-
9. — Texcr : anexkTpoHHBIH // JlaHb : 3MeKTpOHHO-OMOMMoTeuHas cucrema. — URL:
https://e.lanbook.com/book/161638 (mata oOpamenus: 16.02.2023). — Pexum
J0CTyna: JJis aBTOPU3. MOJIb30BaTEICH.

4.3. O01mue TpeOGOBAHUSA K OPraHU3aluu 00pa30BaTeIbLHOIO MpPoLecca

OcBoeHue mporpaMMbl MOJIyJss Oa3upyeTrcs Ha U3YYCHHH JUCIUIUIMH
MaTeMaTU4ecKoro U  OOIIero  eCTECTBEHHOHAyYHOro y4eOHOro mMKiIa |
o0menpodhecCHOHAIBHOTO ITUKIIA.

VYyeOHasi mpakThKa MPOBOIUTCS KOHIEHTPUPOBAHHO B yUEOHBIX MACTEPCKUX
bunmana.

[TpousBoacTBeHHass mpakThkKa (MO0 TPO(III0 CHEUATBHOCTH) MPOBOIUTCS
KOHIIGHTPUPOBAHHO B OpraHU3alUAX, JACSATEIBHOCTh KOTOPBIX COOTBETCTBYET
PO IO MIOATOTOBKH 00YJarOIITUXCS.

Pe3ynpTaThl TPOXOXIEHWS MPOU3BOACTBEHHOW TPAKTUKH (TI0 TPOdHITIO
CHEIUANTBHOCTH) 1O TPO(HECCHOHATFHOMY MOYJIO0 YUUTHIBAIOTCS MPHU MPOBEICHUN
HK3aMeHa.

4.4. KagpoBoe ob0ecneyeHre 00pa3oBaTeIbHOIO Mpomecca
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Peanuzanus paboueit IIPOrPaMMBbI npodecCHOHaIBLHOTO MOZYJIA
oOecreynBaeTcs NeJarornieckuMu paboTHUKaMH 00pa30BaTesIbHOM OpraHU3alui, a
TaK)X€ JIMLAMH, TPUBJIEKAEMBIMU K peaiu3aluu 00pa30BaTEeNbHONW MpPOrpaMMbl Ha
MHBIX YCJIOBHSX, B TOM YHCII€ U3 YUCIIa PYKOBOJAUTENEH U paOOTHUKOB OpraHU3aLINM,
HalpaBJI€HUE AESITEIbHOCTU KOTOPBIX COOTBETCTBYET 00JACTH IPO(eCcCHOHAIbHOU
nestenbHocTH 06 CBsi3b, MHOOPMAIMOHHBIE M KOMMYHHMKALMOHHBIE TEXHOJOTUU
(uMeronmx cTax padoThl B JaHHOM NpodecCuoHaNbHONU 00J1acTH HE MeHee 3 JIeT).

KBanudukanuusa negarornyeckux pabOTHUKOB 00pa30BaTEIbHOM OpraHU3allu
OTBEYaeT KBAIM(PUKALMOHHBIM TpeOOBaHUSAM, YKa3aHHbIM B KBaJTU(UKAIMOHHBIX
CIpaBOYHUKAX U (WJIK) MPO(eCcCHOHANBHBIX CTaHIapTaX.

[legarorndeckue pabOTHUKHU, MIPUBJIEKAEMbIE K pean3aluu o0pa3oBaTEIbHOM
OpOrpaMMBbl, MOJIy4alOT JOINOJIHUTENbHOE MPO(ECcCHOHATBbHOE 00pa3oBaHUE 110
nporpaMMam TOBBIIICHHUS] KBadu(UKAIlMU, B TOM 4uCile B (OpME CTaKUPOBKHU, B
OpraHu3alusax, HaNpaBlIeHUE JEATEIbHOCTH KOTOPBIX COOTBETCTBYET OOJacTH
npodeccruoHaIbHOM JESATEIBHOCTH 06 CBs3b, UH(GOPMAIIMOHHbIE 51
KOMMYHHUKAlIMOHHBIE TEXHOJOTUU He peke 1 pa3a B 3 roja ¢ y4yeToM paclIUpEeHUs
cnekTpa npodhecCuOHATBHBIX KOMIETEHIUH.
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5. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHMUAA
HNPO®ECCHUOHAJIBHOI'O MOAYJIA (BUJA JEATEJABHOCTH)

Kon u HaumeHoBaHue
npogecCuOHANbHBIX U
001X KOMIIETEHIH,
(opMupyeMbIX B paMKax
MOIYJIst

Kpurtepun onenkn

MeToabl OEHKH

[IK 1.1. BemmoyHsTh
MIPOEKTUPOBAHNE
Ka0eIbHOW CTPYKTYPHI
KOMIIBIOTEPHOM CETH

O1eHKa «OTJIIMYHOY - TEXHUYECKOE 3aaHne
IIPOAHAIN3UPOBAHO, AITOPUTM pa3paboTaH,
COOTBETCTBYCT TCXHUYCCKOMY 3a1aHUIO U
oopmIIeH B COOTBETCTBUH CO CTaHAAPTAMH,
IIOSICHEHBI €0 OCHOBHEBIE CTPYKTYPBL.
OneHka «XopoIloy - AITOPUTM pa3padboTaH,
0(OpMIIEH B COOTBETCTBUH CO CTaHAAPTAMU U
COOTBETCTBYET 3aJIaHUIO, ITOSICHEHBI €r0
OCHOBHBIE CTPYKTYPBHI.

OmueHka «yZOBIETBOPUTEIBHOY - aJTOPUTM
pa3paboTaH M COOTBETCTBYET 3a/IaHUIO

Ok3ameH/3a4eT B hopme
cobecel0BaHUs:
NPaKTUYECKOE 3a/1aHNE
10 TIOCTPOESHHIO
ITOPUTMA B
COOTBETCTBHUH C
TEXHUYECKUM 3aJ[aHuEM
3amura OTYETOB 10
MIPAKTUYECKUM paboTam
3amnura KypcoBOro
poeKTa

3amura OT4ETOB 110
yaeOHOH 1
IIPOU3BOJCTBEHHOMN
MIPAKTHKAM

[IK 1.2. OcyiiecTBasiTh
BBIOOD TEXHOJIOTHH,
MHCTPYMEHTAIbHBIX
CPEICTB U CPECTB
BBIYUCIIUTEIBHOMN
TEXHUKH TpU
OpraHu3aliu mnpoiecca
pa3paboTKu U

O1eHKa «OTJIMYHOY - TEXHUYECKOE 3aaHNe
MPOaHATM3UPOBAHO, AITOPUTM pa3padoTaH,
COOTBETCTBYET TEXHHYECKOMY 3aJITaHHIO U
0(OpMIICH B COOTBETCTBUH CO CTaHIAPTaMH,
MOSICHEHBI €r0 OCHOBHBIC CTPYKTYPHI.

O1eHKa «XOPOIIOY» -aITOPUTM pa3pabOTaH,
0(OpPMIICH B COOTBETCTBUH CO CTaHIAPTaMU H
COOTBETCTBYET 3aJIaHHIO, ITOSICHEHBI €r0

DKk3aMmen/3auet B hopme
cobeceoBaHus:
MPaKTUYECKOE 3a/I1aHUE
10 TIOCTPOCHHIO
QITOPUTMA B
COOTBETCTBHUH C
TEXHUYECKUM 3aJaHUEM
3amuTa OTYETOB 10

HCCIIEI0BaHUS OCHOBHBIC CTPYKTYPHI. MIPaKTUYECKUM paboTam

00BEKTOB O11eHKa «yI0BJIETBOPUTEIBHOY - AJITOPUTM 3ammuTa KypcoBOTO

npodeccuoHaTbHOM pa3paboTaH U COOTBETCTBYET 3aJJaHUIO MIPOCKTa

JIEeITEILHOCTH 3ammTa 0TYETOB 10
yueOHOM U
MIPOU3BOICTBEHHOM
MpaKkTHKaM

IIK 1.3. Ob6ecneunBars | OLeHKa «OTIUYHO» - TEXHUUECKOE 3aTaHUE Dk3aMeH/3a4eT B hopme

3amuTy HHGOPMALIUK B | IPOAHATIM3UPOBAHO, aITOPUTM pa3padoTaH, cobecenoBaHus:

CeTH C
HCII0JIb30BAHUEM
IIPOrpaMMHO-
anmapaTHbIX CPEJICTB

COOTBETCTBYET TEXHUUYECKOMY 3aJIlaHUIO U
0(opMJIIEH B COOTBETCTBUH CO CTAaH/IapTaMH,
HOSICHEHBI €T0 OCHOBHBIE CTPYKTYPBI.

O1eHKa «XOpOIIO» - AITOPUTM pa3paboTaH,
0(OopMJIIEH B COOTBETCTBUH CO CTaHIApPTaMH U
COOTBETCTBYET 3aJJaHHIO, IOSCHEHBI €r0
OCHOBHBIE CTPYKTYPBI.

OneHka «yI0BIETBOPUTENBHO» - AITOPUTM
pa3paboTaH M COOTBETCTBYET 3aaHUIO

MPAKTHUYECKOE 3aJaHKe
10 TIOCTPOEHUIO
anropuTMa B
COOTBETCTBUHU C
TEXHUYECKUM 33/IaHHEM
3amura OTYETOB 110
MPaKTHYECKUM paboTam
3amuTa KypcoBOTO
IIPOEKTa

3amura OTYETOB 110
yueOHOH U
IIPOU3BOJICTBEHHOU
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MIPAKTHKAM

IIK 1.4. ITpuaumats
y4acTHE B IPUEMO-
CIaTOYHBIX
UCIBITAHUSX
KOMIIBIOTEPHBIX CETEN
U CETEBOI0
00opymoBaHUS
Pa3IMYHOIO YPOBHS U B
OLICHKE Ka4yecTBa U

OneHka «OTJIIMYHO» - TEXHUYECKOE 3aJJaHKe
[IPOAHATIM3UPOBAHO, ATOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUYECKOMY 3aJaHUIO U
0(OpMIICH B COOTBETCTBUH CO CTaHIAPTaMHU,
HOSICHEHBI €70 OCHOBHbBIE CTPYKTYPBI.

OneHka «XopoIloy - AJITOPUTM pa3padboTaH,
0(OpMIIEH B COOTBETCTBUH CO CTaHIAPTaMH H
COOTBETCTBYET 3aJJaHHI0, IOSCHEHBI €r0
OCHOBHBIE CTPYKTYPHI.

Ok3ameH/3aueT B hopme
cobecel0BaHUs:
NPAaKTUYECKOE 3a/1aHNE
10 TIOCTPOCHHIO
IropuT™Ma B
COOTBETCTBHUH C
TEXHHUYECKUM 3aJIlaHHEM
3amura OTYETOB 110
IIPAKTUYECKUM paboTam

SKOHOMMYECKOM OneHka «y10BIETBOPUTENBHO» - AITOPUTM 3aiura KypcoBoro

3¢ dEeKTUBHOCTU pa3paboTaH ¥ COOTBETCTBYET 3aJIaHUIO IIPOEKTa

CETEBOM TOMOJIOTUHU 3ammuTa OTYETOB 10
y4aeOHOH 1
MPOU3BOJACTBEHHOMN
MpaKTUKam

[IK 1.5. BemoyHsTh O1eHKa «OTJIMYHO» - TEXHUYECKOE 3a/IJaHNe DKk3aMmen/3auet B hopme

TpeboBaHUA MIPOAHATIN3UPOBAHO, AITOPUTM pa3padoTaH, cobecel0BaHUS:

HOPMaTHUBHO- COOTBETCTBYET TEXHUYECKOMY 3aJJaHUIO 1 MPAKTHYECKOE 3aJJaHKe

TEXHUYECKOM 0(pOpMIIEH B COOTBETCTBUU CO CTAHAAPTAMM, | IO MOCTPOCHUIO

JOKYMEHTAIH, UMETh
OTBIT O(pOpMIIEHUS
MPOEKTHOU
JOKyMEHTaluu

MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPBHI.
OneHka «XopoIoy - AITOPUTM pa3padboTaH,
0(OpMIIEH B COOTBETCTBUU CO CTaHJIapTaMHU U
COOTBETCTBYET 3aJJaHHIO, MIOSICHEHBI €r0
OCHOBHBIE CTPYKTYPBI.

OneHka «yI0BIETBOPUTEIHHO» - AITOPUTM

ajropuTMa B
COOTBETCTBUU C
TEXHUYCCKUM 3aJaHUEM
3amura OT4ETOB 110
MPaKTUYECKUM paboTam
3amnura KypcoBOro

pa3paboTaH M COOTBETCTBYET 3aJIaHUIO MpOEKTa
3amura OT4ETOB 110
yaeOHOH 1
MPOU3BOJACTBEHHOMN
MpaKTUKaM
OK 01. Beibupats — 000CHOBAHHOCTH IIOCTAHOBKH LIEJIH, HuTepnperanus
CocoObl pelIeHus BBIOOpA U IPUMEHEHUS METOJIOB U CITIOCOO0OB | PE3YJITATOB
3a/1a4 pereHus npoeCCHOHAIBHBIX 3a]1a4; HaOJIIOAeHUH 3a
npodeccuonanbHON - aJICKBaTHAaA OIICHKA U CAMOOIICHKA JEATEIIbHOCTRIO
JEATEIIbHOCTH, 3¢ ()EKTUBHOCTH U KaueCTBA BBITOTHEHUS oOyuarolierocs B
MPUMEHUTEIIBHO K po(eCcCHOHAIBHBIX 33124 MPOIECCE OCBOCHUS
pa3IMYHBIM 00pazoBaTebHON
KOHTEKCTaM MPOTPaMMBbI
OK 02.0OcymecTBiAaTh - HCTI0JIb30BAHUE PA3ITMYHBIX UCTOUYHHUKOB,
IOUCK, aHAJIN3 U BKJIFOYAsl 3JIEKTPOHHBIE PECYPCHI, DKCIEepTHOE

MHTEPIIPETAINIO
uHpOopMaIuy,
HE00X0AUMOM 115t
BBITIOJTHEHUS 3a/1a4

MeInapeCypcChl, HHTCpHCT-pCCYpCH,
MEPpUOANYICCKUC U3JaHUS TTO CIICHUAIBHOCTU
JJIsL PCIICHU A HpO(l)CCCI/IOHaJIBHBIX 3aga4d

npodeccruoHaIbHON

JIeSITeILHOCTH

OK 03. IInanupoBath U | - JEMOHCTPALIMS OTBETCTBEHHOCTH 3a
peann30BbIBATH MIPUHSATHIE PELICHUS

COOCTBEHHOE - 000CHOBAaHHOCTh CaMOaHAaJIN3a U KOPPEKITUS

npoeccuoHaIbHOE U
JMYHOCTHOE PAa3BUTHE

PE3yNbTaTOB COOCTBEHHON PabOTHI

HaOJIFO/ICHHE U OLIEHKA
Ha MPaKTHYECKUX
3aHATHUSX, TIPU KyPCOBOM
POEKTUPOBAHUH, TTPH
BBITIOJTHEHUH paboT 1o
yueOHOU U
MIPOU3BOJICTBEHHOM
NpaKTHKaM

DK3aMeH
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OK 04. Paborats B
KOJUICKTHUBE U KOMaHJIC,
3P PEeKTUBHO
B3aMMOJICHMCTBOBATH C
KOJIJICTaMH,
PYKOBOJICTBOM,
KJIMCHTaMH

- B3aMOJICHCTBHE C 00YJAIOLTIMHUCS,
MIPEeTo1aBaTeNIIMU 1 MAaCTEPaMHU B X0J1€
00ydeHus1, C pyKOBOJIUTEISIMUA y4eOHOU U
IIPOU3BOJICTBEHHOM IIPAKTUK;

- 000CHOBAaHHOCTh aHAIN3a PAOOTHI YWICHOB
KOMaH/Ibl (MI0JUNHEHHBIX )

OK 05. OcymecTBasiTh
YCTHYIO ¥ TUCBMEHHYIO
KOMMYHHUKAIUIO HA
rocyJIapCTBEHHOM
SI3BIKE C yYETOM
ocoOeHHOCTEeH
COITMAJIBHOTO U
KYJTbTYPHOTO
KOHTEKCTa

-I'PaMOTHOCTb YCTHOM M IMCbMEHHOH peuy,
- SICHOCTH ()OPMYJIMPOBAHUS U U3JIOKCHHSI
MBICIIEH

OK 06. IlposBnsaTe
IPaXKIaHCKO-
MATPHOTUIECKYIO
MTO3HIIHIO,
JEMOHCTPUPOBATH
OCO3HAHHOE ITOBEICHNE
Ha OCHOBE
TPAIUITHOHHBIX
00I1eYeIOBEYSCKUX
LIEHHOCTEH, TPUMEHSTh
CTaHIApPTHI

- co0JII0/IEHNE HOPM TOBEJICHHSI BO BpeMsI
y4eOHBIX 3aHATHI U MIPOXOKICHUS yueOHOU U
MIPOU3BOJICTBEHHOM ITPaKTHUK

AHTUKOPPYIIIHOHHOTO

MOBEICHUS

OK 07. ConeiictBoBaTh | - 3¢(EeKTUBHOCTD BBITIOJIHEHUSI TipaBil Th Bo
COXPaHEHUIO BpeMs yueOHBIX 3aHATUH, IPU TPOXOKACHUN
OKpY’Kalollel Cpebl, y4eOHOM U TPOU3BOJCTBEHHON MPAKTHK;
pecypcocOepexeHuIo, - 3HAHHUE U UCIOJIb30BaHUE

3¢ heKTUBHO pecypcocOeperarmmmnx TEXHOJIOTUH B 001acTH
JIIEUCTBOBATL B TEJIEKOMMYHUKAIUMA

Ype3BhIYANHBIX

CUTYaIUIX

OK 08. Mcnonb3oBaTh
cpencTBa pU3NYECKOM
KYJIBTYpBI JJIs
COXpaHEHUSA U
YKpETJICHHS 3J0POBbS B
mporecce
npodeccruoHaIbHON
JeSITENEHOCTH U
MO/IEpKaHUS
HE00X0AUMOTO YPOBHS
buznueckoit
MOATOTOBJICHHOCTH

- 3(deKTUBHO KUCTIONB30BATH CPECTBA
(bu3nuecKoi KyabTyphl Ui COXpaHEHHS U
YKpETJICHHS 3JJ0POBBS B IIpOIIECCe
npodeccnoHanbHOM NeSTENbHOCTH U
NoAJIepKaHUE HEOOXOAUMOTO YPOBHS
(u3MUecKoi MOArOTOBIEHHOCTH

OK 09. Ucmnoap30Bath
nH(OpMAaIMOHHBIE
TEXHOJIOTUY B

- 3()()eKTUBHOCTH MCIIOJIb30BAHUS
MH(pOPMAIIMOHHO-KOMMYHUKAITHOHHBIX
TEXHOJIOTUH B poeccHOHATBLHON
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npodeccuoHaIbHO N
JeSATEIIbHOCTH

JEeSATEIbHOCTH COTJIACHO (POPMHUPYEMBIM
YMEHMSIM U [10JIy4aeMOMY IIPAKTHUECKOMY
OTIBITY

OK 10. ITonp3oBaThCs
npodeccnoHaIBHO T
JIOKYMEHTalMen Ha
roCyJIapCTBEHHOM U
WHOCTPAaHHOM SI3BIKAaX

- 9 peKTHBHOCTH UCIIOJIL30BAHUS B
podecCHOHATEHOM I TEIIEHOCTH
HEO0OXOAMMOM TEXHUYECKON JOKYMEHTAIINH,
B TOM YHUCJIC HA HTHOCTPAHHOM SI3bIKE

OK.11. Hcnonws3oBath
3HAHUA 110 PUHAHCOBOU
IrPaMOTHOCTH,
IJIAaHUPOBATh
MpeANPUHUMATENbCKYIO
JeSITENIHOCTD B
npodeccuoHaIbHOM

chepe

- 3ppexTHBHO MIIAaHUPOBATH
PEIPHHAMATEIBCKYIO ISATEITBHOCTD B
npodeccuoHaIbHON cepe Mpu MpoBEACHUN
paboT 1Mo KOHCTPYHUPOBAHHUIO CETEBOM

UH(QPaCTPYKTYpbI
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