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1. MACHIOPT PABOYEM IMPOT'PAMMBI
HPOPECCHUOHAJIBHOI'O MOAYJIA

1.1. O6a1acTh NpuMeHeHUs1 padoyeil MPOrpaMmbl
PaGouass mporpamma mpodeccHOHAIBHOTO MOMAYJSl  SBISCTCS  YacThIO
MpPOrpamMMbl MOATOTOBKH CIIEIMAIMCTOB CpelaHero 3BeHa B cooTBerctBuu ¢ OI'OC

CIIO mno

creruanbHocT 09.02.06 CeTeBoe M CUCTEMHOE aJIMUHHUCTPUPOBAHUE B

YacTH OCBOCHHS OCHOBHOTO BHaa naestenbHOcTH (OBJI): Brmomnenue pabor 1o
POEKTUPOBAHUIO CETEBOW MH(PPACTPYKTYphl U (POPMHUPOBAHUS CIEIYIOMIMX OOIIUX
xomneteHnmid (OK) u npodeccronanbapix kommereHwi (I1K):

1.1.1. IlepeyeHb 00X KOMITETEHITUI

Kon HaumenoBanue o0ux KoMIeTeH M

OK 01. Breibupate  cmocoObl  pemieHus — 3aAad  NpoQecCUOHAIBHON  AESITeNbHOCTH,
IPUMEHUTEIBHO K Pa3JIMYHbIM KOHTEKCTaM

OK 02. OcylecTBISITh MOKUCK, aHAIW3 U HHTEPHpPETALUI0 HHPOpPMAIUH, HEOOXOIUMON s
BBITTOJIHEHUS 3a]1a4 TPO(ECCHOHATBHON IeATEIbHOCTH

OK 03. [TnanupoBaTh M peaau30BbIBATh COOCTBEHHOE NPO(PECCHOHATBHOE U JIMYHOCTHOE
pa3BUTHE

OK 04. PaGoTath B KOJJIEKTUBE U KOMaHje, 3((HEeKTUBHO B3aUMOJCHCTBOBATh C KOJUIEraMH,
PYKOBOJCTBOM, KJIMEHTAMH

OK 05. OcCy1IecTBISITh YCTHYIO M TUCbMEHHYI0 KOMMYHUKALIMIO Ha TOCYAAPCTBEHHOM SI3bIKE C
Y4€TOM 0COOEHHOCTEH COLMAIBHOTO U KYJIbTYPHOIO KOHTEKCTa

OK 06. IIposiBNATE TpaXkAAHCKO-TIATPHOTUYECKYIO ITO3HUIMIO, JAEMOHCTPUPOBATh OCO3HAHHOE
IIOBEJICHUE HA OCHOBE TPAJAMLMOHHBIX OOLIEUEIOBEUECKUX LIEHHOCTEH, NMPUMEHSTh
CTaH/IapThl aHTUKOPPYNIIMOHHOTO TOBEJICHUS

OK 07. ConelicTBOBaTh ~ COXPAaHEHMIO  OKpYyXamlIled  cpelpl, pecypcocOepeKeHulo,
3¢ (EKTUBHO AEWCTBOBAThH B UPE3BBIYANHBIX CUTYALIUIX

OK 08. Hcnonb30BaTh cpeicTBa (PU3MUECKOM KyJIbTYpbI A COXPaHEHHs M YKpEIUICHHs
310pOBbS B Ipolecce MpodeccuoHaNIbHONM  JAESITEIbHOCTH U MOJAJIEpKaHus
HE00X0/IMMOTo ypoBHs (hU3HUYECKON MOATOTOBIEHHOCTH

OK 09. Hcnonp3oBaTh HHGOPMAIIMOHHBIE TEXHOJOTUHU B MPOPECCHOHATBHON AESITEIbHOCTU

OK 10. [Tonp3oBaTbess  NpodecCHOHATBHOM  JOKyMEHTalMel Ha ToCyJapCTBEHHOM U
MHOCTPAHHOM $SI3bIKaxX

OK 11. Hcnonb3oBath 3HaHUA o ¢buHaHCOBOM IPaMOTHOCTH, IJIAHUPOBATh
MPEANPUHUMATEIIbCKYIO ACSITEIIBHOCTD B MPO(heCcCHuOHATBHOM cdepe

1.1.2. Tlepeuenb npodeCCHOHAIBHBIX KOMIETEHITUI

Kon HauMeHoBaHMe BHAOB AeSITEJILHOCTH M NNPOGeCCHOHATBHBIX KOMIIETEH UM

OB/l 1. Beinonnenue paboT 1o NpoeKTUPOBAHUIO CETEBOM HHAPACTPYKTYPHI

[IK 1.1. | BeimosHATh NpoeKTHPOBaHNUE KAOEIbHOW CTPYKTYPbl KOMIIBIOTEPHOM CETH

IIK 1.2. | OcymecTBasTh BbIOOp TEXHOJOTMH, WHCTPYMEHTAJIBHBIX CPEICTB U  CPEICTB
BBIUHCIIUTENbHON TEXHUKHU MPU OpPraHU3aluu Mpolecca pa3pabOTKH U UCCIIEIOBAHUS
00BEKTOB POPECCHOHATBHOM IeSITETLHOCTH

IK 1.3. ObecnieunBaTh 3alIUTYy HWHGOpPMALMM B CETH C UCIOJIB30BAaHUEM MPOrpPaMMHO-
annapaTHbIX CPEJCTB

I[IK 1.4. | IlpuHuMmaTte y4dacTMe B NPHUEMO-CHATOYHBIX MCIBITAHHUSIX KOMIIBIOTEPHBIX CETEH H

CETeBOr0 00OPYIOBAHMS PA3IMYHOTO YPOBHS U B OIEHKE KauecTBAa U DKOHOMUYECKOU
3(PEKTUBHOCTH CETEBON TOTIOJIOTHH




I[IK 1.5. | BemonusaTe TpeOoBaHUS HOPMATHBHO-TEXHUYECKOW JTOKYMEHTAIIMHA, HMETh OIBIT
oopmIIeHNs TPOEKTHOI TOKYMEHTAIIUN
1.2. Hean um 3agaun npodecCHOHAIBLHOTO MOAYJS — TpeOOBaHMS K

pe3yJibTaTaM O0CBOeHHS NPo¢ecCHOHATBHOTO MOIYJIA

C 1menbl0 OBNAJIEHUS YKa3aHHBIM OCHOBHBIM BHUJOM JCSTEIbHOCTH U
COOTBETCTBYIOIIUMH  OOIIMMU M NPOPECCHOHAIBHBIMU  KOMIETEHIUSIMU
oOy4Jaronuiicss B XoJie 0CBOCHUsI MPoheCcCHOHATBHOTO MOTYJISL TOJKEH:

3HaTh:

— oOupe MNpUHLUIOBI IOCTPOEHUS CETEHM, CETEBBIX TOIOJIOTHIA,
MHorocnoiHoi Mmozenu OSI, TpeboBaHMI K KOMIIBIOTEPHBIM CETSIM;

— ApXWUTEKTypy HPOTOKOJIOB, CTaHAApTU3aLlUM CeTel, dTaroB
IIPOEKTUPOBAHMSI CETEBOM UHPPACTPYKTYPHI;

— 0a30BbI€ TPOTOKOJIBI U TEXHOJIOTUH JIOKAJIbHBIX CETEH;

— IPUHLMIBI IOCTPOEHHSI BEICOKOCKOPOCTHBIX JIOKAJIbHBIX CETEH;

— CcTaHAapThl Kabesied, OCHOBHbIE BHJbl KOMMYHHUKAI[HOHHBIX
YCTPOWCTB, TEPMUHOB, MOHATHHA, CTaHIAPTOB M THIIOBBIX 3JIEMEHTOB
CTPYKTYPHUPOBAHHOW KaOEIbHOM CUCTEMBI

YMeTn:

— TPOEKTHUPOBATH JOKAIBHYIO CE€Th, BRIOMPATh CETEBbIC TOMOIOTHH;
— HCMOJb30BaTh MHOTO(YHKIIMOHAIEHBIE TPUOOPHI MOHUTOPUHTA,
MpOorpaMMHO-anmnapaTHbIe CPeJICTBAa TEXHUYECKOTO KOHTPOJIS
JIOKAITBHOM CeTH

HNmets HpaKTH‘ICCKI/Iﬁ — HNPOCKTUPOBAHHNHU APXHUTCKTYPBI JIOKAJBbHOM CETU B COOTBETCTBHU C

OIIBIT B:

IOCTaBIICHHOI 3aJaueii;

— YCTaHOBKE M HACTPOMKE CETEBBIX IPOTOKOJIOB U CETEBOrO
000py10BaHUsI B COOTBETCTBUHU C KOHKPETHOM 3a1auei;

— BBIOOpPE  TEXHOJOTWH, HMHCTPYMEHTAIBHBIX  CPEICTB NP
OpraHuzalid  Ipolecca  HUCCIENIOBaHUA  OOBEKTOB  CETEBOM
UHOPACTPYKTYPHI;

— obecrnieueHny 0€30MACHOTO XpaHEHMs M Nepeaayd MHPOpMaluu B
JIOKAJIbHOM CETH,

— HCIIOJIb30BAaHUU CIENMAIbHOIO MPOTrPaMMHOI0 oOecrieueHus st
MOJIETMPOBAHMS, MPOEKTUPOBAHUSA M TECTUPOBAHUS KOMIBIOTEPHBIX
ceTei

1.3.

KosnyecTtBO 4acoB Ha OcCBOeHHe Ppadodeid MPOrpamMmbl

Npo(ecCHOHATBHOI0 MOIYJIA:
O0beM 00pa3oBaTeNbHONW TpOrpaMMbl oOydaromierocss 826 4acoB, B TOM

YUCJIC:

oOs13atenbHas yacTh — 634 yaca,

BapuaTuBHas yacTh — 192 yaca.

VYBenuueHne KoJMUecTBa YacoB paboueld mporpaMMbl 3a CUET 4YacoB
BapUMATMBHOW YacTH HAMpPaBJICHO Ha paclIMpeHue o0beMa 3HAHUU TIO pas3jenam
POTrPaMMBbl.

O06beM 00pa3oBaTEIBHOM MPOrpaMMbI 00yUarotierocs: 826 4acos.

M3 gux:

Ha ocBoenrie MJIK.01.01 — 260 gacos, BKiItO4Yasi IPOMEKYTOUHYIO aTTECTAIUIO —
9K3aMeH — 6 4acos;




Ha ocBoenrie MJIK.01.02 — 272 gaca, BkiTto49asi IpOMEKyTOUHYIO aTTECTAIUIO —
DK3aMeH — 6 4acoB;

Ha CaMOCTOATENbHYI0 padboTy obyuatomerocs no M/IK — 10 gacos;

Ha koHcyabTanuu 1o MJIK — 12 gacos;

Ha y4eOHyr0 npakTuky — 108 gacos;

Ha MMPOM3BOJICTBEHHYIO MPakTUKy — 180 yacos;

DK3aMeH — 6 4acos.



2. PE3YJIBTATBI OCBOEHHUSA NTPOPECCUOHAJBHOI'O MOAYJIA

PesynpraTroM OCBOCHHs paboueil MporpaMMbl MPO(ecCHOHATEHOTO MOIYJIS
SBJIIETCSl OBJIaJIcHUE OOYYalOIIMMUCS OCHOBHBIM BHJOM jesTenbHocTd (OBJ):
BremonHeHne paboT Mo MPOSKTHPOBAHUIO CETEBON MHQPPACTPYKTYPHI, B TOM YHCIC
npodeccuonanbubiMu (I1K) 1 o6mmmu (OK) komnereHuusMu:

Kon HaumeHnoBaHue pe3ysibTaTa 00y4eHHs

IIK 1.1. | BeImosgHATh MpOeKTUPOBaHUE KaOCIbHON CTPYKTYPhl KOMITBIOTEPHOU CETH

IIK 1.2. | OcymecTBiATh BbIOOp TEXHOJOTHH, WHCTPYMEHTAIBHBIX CPEACTB U  CPEACTB
BBIUMCIUTENFHON TEXHUKU MPU OpraHU3alUy IMpolecca pa3pabOoTKH U UCCIEIOBAHUS
00BEKTOB PO ECCHOHATBHON IS TETLHOCTH

I[IK 1.3. | O6ecnieunBaTh 3anmuTy HMHPOPMAIMM B CETH C HCIOJIB30BAHUEM IMPOrPAMMHO-
annapaTHbIX CPEJICTB

I[IK 1.4. | IlpuHuMaTe ydacThe B MPUEMO-CAATOYHBIX HCIBITAHUAX KOMIIBIOTEPHBIX CETeH Hu
CETEBOTO 000OPYIOBaHMS PA3IMYHOTO YPOBHS U B OIICHKE KayecTBa M YKOHOMHYECKOM
3¢ (HEeKTUBHOCTH CETEBON TOMOIOTHH

[IK 1.5. | Bemmonssats TpeOoBaHUS HOPMATHUBHO-TEXHMUYECKOH JOKYMEHTAIlMM, HMETb OIIbIT
o(opMIIeHHS TPOEKTHOM IOKYMEHTAllUN

OK O01. | Boibupate cmocoObl  pemieHds  3aAad  NpodeccHOHANbHOM  eATeIbHOCTH,
IPUMEHUTEIBHO K Pa3JIMYHbIM KOHTEKCTaM

OK 02. OcylecTBISATh MOUCK, aHAIW3 W HUHTEpHpeTanuio uHopmanuu, HEOOXOIUMON s
BBITTOJIHEHUS 33124 TPO(PECCHOHATBHON 1A TEIIHOCTH

OK 03. | [InanupoBaTh U peandn30BBIBATH COOCTBEHHOE NPO(ECCHOHANBLHOE U JUYHOCTHOE
pa3BUTHE

OK 04. | PaGorarh B KOJUIEKTHBE U KOMaHae, dPPEKTUBHO B3aUMOJEHCTBOBATH C KOJIJIETaMH,
PYKOBOJCTBOM, KJIIMEHTAMH

OK 05. | OcymecTBisITh YCTHYIO ¥ TUCBMEHHYI0 KOMMYHUKALIUIO HAa TOCYIAPCTBEHHOM SI3BIKE C
Y4€TOM 0COOEHHOCTEN COLIMAIILHOTO U KYJIbTYPHOI'O KOHTEKCTA

OK 06. | IIposABiATE Ipa)kIaHCKO-TIATPUOTHUYECKYIO TMO3MIMIO, JEMOHCTPUPOBATh OCO3HAHHOE
MIOBE/ICHUE Ha OCHOBE TPAIUIIMOHHBIX OOIIEYEIOBEYECKUX ILIEHHOCTEH, NMPUMEHSTh
CTaH1apThl aHTUKOPPYNILIMOHHOIO IOBEICHUS

OK 07. | CogmeiicTBOBaTh  COXPaHEHHUIO  OKpYXKaIOLIEH  Cpelbl,  pecypcocOepexeHHIo,
3¢ (PEKTUBHO IEHCTBOBAThH B UpE3BBIYANHBIX CUTYALIUAX

OK 08. | Ucnonp3oBath cpeactBa (U3MYECKOM KyIbTYpHl Ui COXPAHEHUS U YKpPEIUICHUs
310pOBbS B Mpolecce MNpoPecCHOHAIBHON JAEATEIbHOCTH U MOAJEp)KaHUS
HE00X0/IMMOro ypoBHs (hU3HYECKON MOATOTOBIEHHOCTH

OK 09. | Ucnonb3oBarh HH(GOpMaLIMOHHBIE TEXHOJIOTUU B TPO(ECCUOHATILHON eI TEIbHOCTH

OK 10. | Ilonmp3oBatbcs mpodecCHOHANBbHOM  JOKYMEHTAllMe Ha TOCYAapCTBEHHOM U
MHOCTPAHHOM SI3bIKaxX

OK 11. | Ucnons3oBath 3HaHUSA o ¢dbuHaHCcOBOH IPAMOTHOCTH, IIJIAHUPOBATh

MPEANMPUHUMATEIIbCKYIO ACSITEIIBHOCTH B MPOo(heCcCHOHATBHOM cdepe




3. CTPYKTYPA U COAEP KAHUE ITPOPECCUOHAJBHOI'O MOAYJIsA

3.1. Crpykrypa npogeccHoHAIBLHOT0 MOIYJIs

00BeM npodhecCHOHATFHOTO MOJYJIS, Yac.

Pa6ora 06yqa}omnxc>1 BO B3aMMOJICHCTBUHU C npenoaaBaTejieM, yac

Konp! CymMapHSIit
npodeccHoHaNbHBIX HaumenoBanus pa3aenoB 00BeM Obyuenue no MJIK TIpaKTHKH Ipomexy | Camocros
U 00IIHX npoheCCHOHATBLHOTO MOIYJIS Harpysku, uac. B Tom umcre KoHcyb TOYHAS TeabHas
KOMIIETEHIUH Bcero JlaGopatopHerx | KypcoBbix VueOHas [IpousBoacrBeHHas Taluu aTTecTalu pabota
MPAKTUYECKUX pabot o
3aHATHH (IpoexToB)
1 2 3 4 5 6 7 8 9 10 11

K 1.1.-IIK 1.5. | Pa3zgen 1. KomnerorepHsie 260 244 96 - - - 6 6 4
OK 01.-11. CeTH
MK 1.1.-[IK 1.5. | Pa3gen 2. Opranusarus, 272 254 120 30 - - 6 6 6
OK 01.-11. MIPUHIIUIIBI TOCTPOCHUS 1

(YHKITHOHUPOBAHUS

KOMITBIOTEPHBIX CETEH
MK 1.1.-TIK 1.5. | YueOHas npakTruKa 108 108 - - - -
OK 01.-11. «IIpoexTrpoBanme, MOHTAX

Y HaJaJKa KOMIIBIOTEPHBIX

cereny
IIK 1.1.-IIK 1.5. | IIpon3BoxacTBeHHas 180 180 - - -
OK 01.-11. MpaKkTHKa (10 MPOodUII0

CHEINATBFHOCTH)
IIK 1.1.-1IK 1.5. | Dk3amen 6 6 -
OK 01.-11.

Bcero: 826 498 216 30 108 | 180 12 18 10




3.2. TemaTu4eckuii IJIaH U coJep:xanue npodeccuoHaabHoro moayJas (I1M)

HaumeHnoBaHue pa3ienoB u TeM
npogeccHoOHATLHOT0 MOAYJIS
(IIM), MeKIUCHUTNITUHAPHBIX

Conep:xkanue yueOHOro MaTepuaJa,

.]IaﬁOpaTOpHLIe paﬁon,l U NMPAKTUIECCKUE 3aHATHIA, CAMOCTOATE/IbHAN yqeﬁﬂaﬂ paﬁoTa oﬁyqammnxcn, KypcoBast paﬁoTa

O0BéM yacoB

kypcos (MJIK) (poex)
1 2 3

Pazaen 1. KomnblorepHbie 260
ceTn

M/IK.01.01. KomnboTepHbIe 260
ceTn

Tema 1.1. BBenenne B Conep:kanue 174
ceTeBble TEXHOJIOTHH 1 | KomnboTepHbIe CeTH

CoBmecTHast pabota, MHTepHET M COBpPEMEHHBIC CETEBbl€ TEXHOJOIMM — O0JIACTb MPUMEHEHHs U
Ha3zHaueHue. Buapl KOMIbIOTEpHBIX ceTeil. [ obanbHble U oKanbHbIe ceTH. OAHOPAaHTOBBIC M KJIMEHT-
cepBepHBbIE apXUTEKTypbl. OCHOBHBIE KOMIIOHEHTBI CETEH, CeTeBas Cpela U CETEBbIE YCTPOMCTBA.
Texnonornn noxaxmodeHuss k MurepHer. KonBepreHTtHsle cetn. KadecTBO M HAJIEXKHOCTh CETEH.
OcHOBHbIE OHATHS ceTeBOM Oe30nacHOCTU. TeHAeHIIMN pa3BUTHsI CETeH.

N

KoHconbHbIM noctyn, yaaneHHsid qoctyn ¢ nomonibio Telnet u SSH, ncnons3oBanne nopra AUX.

CeTeBble NPOTOKOJIbI 1 KOMMYHHKALMHA

KoaupoBanue u nmapametpsl cooOmenus. CereBble IpoToKoJbl. B3auMopeiictBue npotokosnos. Habop
npotokonoB TCP/IP u mponecc oomeHa nanHsiMu. Opranuzanuu no craaaptuzauuu: ISOC, 1AB,
IETF, IEEE, ISO. MuoroyposHueBbie mogenu OSI u TCP/IP. Unkancynauus nansbix. [IpoTokonbHbie
omoku nauubeix (PDU). loctynm k nokanpHbIM pecypcam. CereBas aapecarus. MAC- u IP- agpeca.
Joctyn k yaan€uueM pecypcam. 111103 no yMon4aHuro.

CeteBoii nocryn

[Iporokonbl u crangaptel ¢uznyeckoro ypoBHs. CrnocoObl mnonkiatoueHuss K cetu. CereBble
untepoeiicupie maatel (NIC). Cpenpl mepepaun JaHHBIX M HUX XapaKTEPUCTUKU: MPOIyCKHAas
CIOCOOHOCTh, MPOU3BOIUTEIHLHOCTh. Buabl memnbix cereBhix kaOeneit: UTP, STP, koakcumanbHBIM.
PazHoBUIHOCTH, OCOOEHHOCTM TMPOKJIAJKU M TecTupoBaHUs KaOeneil. CTpykTypa UM OCOOCHHOCTH
MPOKJIaJIKA ONTOBOJIOKOHHBIX KabOenei. becnpoBoanbie cpencTBa mepenaun gaHubix. Cranmapr Wi-Fi
IEEE 802.11.

KananbHblil ypoBeHb U €ro MmoAypoBHH: YmpasieHue JsornyeckuM kaHamoMm (LLC) m VYmpasnenue
noctynoM K cpeae nepenaun gaHHblx MAC. CtpykTypa Kajapa KaHaJbHOTO YPOBHSI M IPHHLMIIBI €r0

9




dbopmupoBanus. CraHmapThl KaHAJIBHOTO YpoBHSA. Dusnueckas W JIOTHYECKas TOIOJIOTHS CETH.
Tomonorun «TOYKA-TOUYKa», <«3BE3/1a», «IOJTHOCBSI3aHHAs», «KoJbleBas». llomyaymnekcHas u
MOJTHOTyTUICKCHAs iepenada gaHHbeix. Ocodbennoctu kaapoB LAN, WAN, Ethernet, PPP, 802.11.

Cetenble Texnosiorun Ethernet

CemeiictBo ceteBbix TexHojoruid Ethernet. Ilpuamun paGoter Ethernet. BzaummoneiicTBue Ha
noaypoBHsix LLC u MAC. Vnpasnenue aocrynom k cpene nepenauu nanubix (CSMA). MAC-aapec:
unentudukanus Ethernet. AtpuOyrel kaapa Ethernet. IlpencraBmenus MAC-aapecoB. OmHO- H
MHOT0aIPECHOH, ITMPOKOBENIATENbHOM pacchuiok. CkBo3HOE noakimtouenne, MAC- u IP-anpeca.
[Iporokon paspemenus aapecoB (ARP): mpuHmmmsl paboThl, poib B IMpoLEcce YAaleHHOro oOMeHa
nanaabeiMU. Tabmumel ARP Ha cereBbIX yerpoiictBax. OcHOBHBIE HeocTaTku poTokoia ARP - Harpyska
Ha Cpefly Nepenayu JaHHBIX U 0€30IacHOCTb.

OcHoBHast wHpOpMaIs O moprax kKommyrtaropa. Tabmmna MAC-ampecoB kommyratopa. DyHKIHS
Auto-MDIX. Cnocobsl mnepeceliku Kaapa Ha kommytaropax Cisco. bydepuzanus mnamstu Ha
KoMMyTaropax. @uKcUpoBaHHAS U MOAYJIbHASI KOHPUTYpAIUU KOMMYTaTopoB. CpaBHEHHE KOMMYTAIHH
ypoBHs 2 u ypoBHs. Texnonorus Cisco Express Forwarding. Buptyanbnslii uaTepdeiic kommyraropa
(SVI), Mapmpyrusupyemsrii mopt, EtherChannel ypous 3. Kondwurypamwss mapmpyTH3upyeMoro
1nopra.

CeteBoii ypoBeHb

CereBoil ypoBeHb B IIpolecce Iepenadd JaHHbIX. [Iporokonbl cereBoro ypoBHS. (OCHOBHBIE
xapakrepuctuku [P-npotokona. Ctpykrypa makeroB IPv4 u IPv6. OcobGeHHOCcTH U mNpeumyliecTBa
npoTtokona Pv6. Metoasl MapuipyTu3anuy y3i10B. Tabnuia MapuipyTU3aluy y3jI0B U MapuIpyTu3aropa
st ipotokoioB [Pv4 u IPv6. YcerpoiictBo mapmpyrtuzaropa — I[Iporeccop, mamsTh, onepardoHHas
cucrema. [logxiroueHne K MaplIpyTH3aTOpy dYepe3 pasinuuHble NopThl. HacTpolika HCXOIHBIX
IapaMeTpoB, MHTEPPENCOB, IIII03a 10 YMOIYaHHUIO U IPYTHX XapaKTepUCTUK MapHIpyTU3aTOpa.

TpancnopTHbIi ypoBeHb

Ha3nauenue u 3aauu TpaHCIIOPTHOI'O YPOBHSL.

MynpTUIUIEKCUPOBAaHUE CEaHCOB CBA3H. Onucanue u cpaBHeHue npoTokosioB TCP u UDP — HanexxHoCTh
U TPOU3BOJIUTENBHOCTh, 001acTh MpuMeHeHus. Anpecarus noptoB u cermeHTauust TCP u UDP. O6men
nanHsiMu 110 TCP. ITpouneccst TCP cepBepa. Ycranosnenne TCP-coequHeHMst M €ro 3aBepIIEHHUE.
[Mpunnunsl «rpéxcroponHero pykomnoxarus» TCP. Hanéxnocte u ymnpaienue mnotokom TCP -
IToaTBep:KIeHHE TOyYEHHUS CETMEHTOB, ITOTEPs. JAHHBIX U IIOBTOPHAA Iepeiaya, YIPaBJICHUE ITIOTOKOM.
O6men nanHpiMu ¢ ucnonb3oBanuem UDP. Ilponeccsr u 3ampocst UDP-cepsepa, UDP-nararpammsl,
npoueccel UDP-knuenta. [Ipunoxenus, ucnoassytoue UDP u TCP.
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IP-anpecanus

Crpykrypa IPv4-anpecoB. CereBas u y3noBas udactb [P-ampeca. [IpeoOpa3oBanue anpecoB Mexmy
JIBOUYHBIM U JIECSATEPUYHBIM MpencraBieHueM. Macka moncetu IPv4. CereBoil aapec, aapec ysna u
mMpoKoBemarenbHblii agpec cetu IPv4. IlpucBoenue y3iay crarnyeckoro u auHamudeckoro |Pv4-
aapeca. MHoroaapecHas nepefada. [Iyommuneie n yactHbeie IPv4-aapeca. IPv4-anpeca crenuanbHOTO
HasHaueHus. [IpucBoenue IP-agpecos.

CoBMecTHOE uCHOJb30BaHUE TpoTOKoOoB [Pv4 wu  IPv6: [1BOMHON CTEK, TYHHEJIMpPOBAHUE,
npeoOpazoBanue. IIpeacraBnenue IPv6-agpecos. I[lpaBuma cokpamieHust 3amucu [Pv6-aapecos.
WHnuBuayanbHbld, TpynmnoBOM, Npou3BOJbHBIN Tuibl [Pv6-anpecoB. CTpyKTypbl JIOKaJbHOTO H
rII00amTPHOTO  WHAMBUAYANbHBIX [Pv6-anpecoB. Crarmyeckas W JWHAMUYecKas KOHQUTYpaIuu
rnobansHOr0 MHAMBUAyanbHOro anpeca. Ilpoumecc EUI-64 wu cioyyaiiHO CreHepUpOBaHHBINM
uaeHTuduKaTop nHTepdeiica.

ICMP-cepBucbl. Otnuuust s mporokonoB IPv4 u IPv6. CoobOmenuss ICMPvI6 «3ampoc
MapupyTu3aropy», «OOBSBICHHE OT MapHIpyTH3aTOpay, «3ampoc coceaHero y3ma» u «OO0bsSBICHHE
cocenHero ysna». TecTupoBaHME CETHM C MOMOILIBIO 3X0-3ampocoB. TpaccupoBka Mapuipyra. Bpems
IIPOXOKJEHUSI CUTHaja B mpsAMoM U oOpatHoMm HampasieHusx (RTT). Bpems xuzuu (TTL) IPv4 u
npenen nepexoaon [Pvo6.

Pa3nesienue IP-cereii Ha moaceTu

CermenTanus IP-cereif. OOMeH naHHBIMH MeXIy mHojceTssMu. [lnanupoBaHue ajpecanuu B MOJCETAX.
Pacuetnble ¢opMyinbl sl cerMeHTauuu ceTu. Pa3bueHne Ha MOJCETH Ha OCHOBE TPEOOBAaHUU Y3JI0B U
ceTel, B COOTBETCTBUU € TpeOoBaHUsAMU ceTeld. OnpeeneHre Macku rnojaceTH. Pa3ouenue Ha moaceTH ¢
UCIOJIb30BaHNEM Macku nepemeHHol anuHbl (VLSM). bazoBas Mozaens v Ha3HaueHHe OJIOKOB aJpecoB
VLSM. IlnanupoBanue aapecauun cetd. OcobeHHocTH mpoekThpoBaHus [Pv6-cetu. Pa3buenue Ha
MIOJICETH C UCII0JIb30BaHUEM UIEHTH(QHKaTOpa HHTEpdeiica.

10

YpoBeHb NPUJIOKEHU I

YpoBEHb NMPUIOKEHUM, YPOBEHb NPEACTABICHUSA U CEAHCOBBIM ypOBeHb. [IpuMepsl paciipocTpaHEHHBIX
npuiokeHud. [IpoTokonsl ypoBHs mpunokeHuid. Onnopanroseie cetu (P2P). Moaens Tuma «KJIMEHT-
cepep». O630p npotokosoB HTTP, HTTPS, SMTP, POP u IMAP. Cnyx6a nomennsix umén (DNS).
®opmar coobuienuit u mepapxus DNS. Yrunurta «nslookup». Ciyxx6a DHCP. Ilpotokon nepemauu
¢aitno  (FTP). Ilporokon oOmena Onokamu cepBepHbIXx cooOumienuit (SMB). Konnenuuu
«Bceobwsemmmonuii Muteper» BYOD. JlocTaBka JaHHBIX IO KOHBEPTEHTHBIM CETSIM.

11

Co3nanue n HacTpolika He00JIbIIOH KOMIILIOTEPHOM ceTH
[InanupoBaHue M co3/laHue HeOOJIBIION KOMIBIOTEPHOM CETH: OIpeJielIeHHe KIYEBhIX (PaKTOpPOB,
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BbIOOp TOIOJIOTUU U CETEBBIX YCTPOMCTB, BEIOOP M HACTPOIlKa MPOTOKOJIOB, CUCTEMBI ajjpecaliui. Mepsl
1o o0ecreyeHn o 0e30acHOCTH CEeTH. Y SI3BUMOCTH U CETeBbIC aTaku. Pa3BeabIBaTeIbHbIC aTaku, ATaku
noctyna, Otka3 B obcimyxkuBanuu (DoS-araku). PezepBHoe komupoBaHue, OOHOBJIEHHE U YCTaHOBKA
ucnpaBieHuid. MexceTeBble KpaHbl. AyTeHTU(UKAIMS, aBTOpU3anus U y4€r. BritoueHne mporokosa
SSH.

@aioBbIle CUCTEMBI MAPUIPYTU3aTOPOB U KOMMYTaTOpOB. Pe3epBHOE KOITMPOBAHUE U BOCCTAHOBIICHUE C
MOMOIIbI0  TEKCTOBBIX  (haiiyioB, mporokoida TFTP, USB-nakomutens. BcTpoeHHBIE —CITyKObI
MapLIpyTU3ALUU. Ilonnepxka ~ OecnpoBoAHBIX — mHoxakiItoueHuil.  Hactpoiika ~ BCTpOe€HHOro
MapLIpyTU3aTopa.

B ToMm uncae MPAKTUYICCKUX 3aHATHH

1 | CocraBienue kapThl ceTd VIHTEpHET ¢ MOMOIIBIO YTHIIUT «ping» U «traceroutey
2 | Co3maHue IPOCTOU CETH:
* VYcraHOBKa ceaHCa KOHCOJIH C CETEBBIM 000PYJOBaHUEM IIPH IMOMOIIH porpamMmel Tera Term;
* Co3gaHue CeTH;
Hactpolika 0CHOBHBIX ITapaMeTPOB KOMMYTaTOpa.
3 | IIpocmoTtp cereBoro Tpaduka ¢ nomoirsio nporpammel Wireshark.
4 | [lonkmroyeHne KOMITBIOTEPOB K CETH C OMOILbIO Kabesneil 1 6ecripoBOIHBIX aJalTepOoB:
* OmnpezeneHue CETEBbIX YCTPOICTB U KaHAJIOB CBA3H;
*  OO0HUM ceTeBOro Kabes;
* IIpocMOTp AaHHBIX 0 6ECIPOBOJHBIX U MPOBOJHBIX CETEBBIX AAANTEPAX.
5 | N3yuenue Ethernet-texHosornii:
* IIpocmorp MAC-aapecoB cCeTeBbIX YCTPOICTB;
*  Uzyuenue kagpoB Ethernet ¢ momoursio nporpamMmer Wireshark;
* IIpocmotp ARP ¢ nomomsto nporpammel Wireshark, narepdeiicoB komananoi ctpokun Windows u
I0S;
» Hcnonb3oBanue uarepgeiica komanaHoi ctpoku 10S ¢ tabauniamu MAC-aapecoB KOMMyTaTOpa.
6 | [Toctpoenne cetn Ha 6a3ze MapIIpyTHU3ATOPA:
* IIpocmoTp TabnuIl MapIIpyTHU3AIIUH Y3JI0B;
* H3zyuenue (pu3NUECKUX XapaKTEPUCTUK MapIIpyTHU3aTOPa;
* CosnaHue cetu, coCTOsIIEH U3 KOMMYTaTOpa U MapIIpyTH3aTOPA.
7 | 3yuenue TpaHCIOPTHOTO YPOBHS:

* HaOmronenue 3a mpoueccoM TPEXCTOPOHHETo «pykomnoxkatus» TCP ¢ momompio mporpaMMel
Wireshark;

64
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e UMsyuenue 3axBaueHHbIX 1aHHBIX DNS UDP ¢ nomouibto nporpamMmsl
Wireshark;
* H3zyuenwue 3axBaueHHbIX makeToB FTP u TFTP ¢ nomomisio nporpammer Wireshark.

8 | Hacrpotika IP-anpecamnuu:
* Hcnonbp3oBanue kanbkyiasiTopa Windows B paboTe ¢ CeTeBBIMHU aJIpecamu;
* Kousepranus IPv4-anpecoB B IBOUYHYIO CUCTEMY CUMCIICHUS;
*  Omnpenenecuue [Pv4/IPv6-anpecos;
* Hacrpoiika [Pv6-anpecoB Ha CETEBBIX YCTPOUCTBAX;
* TecTupoBaHue CETEBOro MOJKIIOUEHUS C OMOIIBI0 KOMaH] «ping» u
«traceroute».
9 | Cermenranus IP-cereii:
e H3ydeHue KanbKyIsTOPOB MOACETEM;
* Pacuér noacerei 1IPv4;
* Paznenenue cereil ¢ pa3aMyHbIMU TOIMOJIOTUSIMU Ha MOJICETH;
* Pa3paboTka u BHEIPEHHE CXEMBI apecaliny pa3aeaeéHHoi Ha mojacetu [Pv4-ceru;
PazpaboTka u BHepeHne cxemsl aapecanuu VLSM.
10| IP-appecamms:
* a”anM3 TpaduKa OJHOATPECHON Mepeaaun, NIMPOKOBEMIATEILHON U MHOTOAPECHON PaCCHUIKH,
* HacTpoiika anpecaruu [Pvo;
e nposepka agpecauuu [Pv4 u IPv6;
*  0TpabOTKa KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB.
11 | Cermenranms IP-cereii:
*  OpraHu3aunus MOJCETH MO Pa3IMYHBbIM CLICHAPUSIM;
* pa3paboTKa U BHEIPEHUE CTPYKTYpHI aapecaruu VLSM;
*  BHEJPEHHE CXEMBI aJpecaliuy pazieneéHHoi Ha noacetu [Pvo-ceru;
*  0TpabOTKa KOMIIJIEKCHBIX MPAKTHYECKUX HABBIKOB.
12 | I3yueHne OCHOBHBIX CETEBBIX CITYKO:
N3ydyenne QyHkuu oOMeHa ¢daidnaMu MeEXIy OJHOPAHTOBBIMH YCTPOMCTBAMHU OIpPENEICHHE
npeoOpaszoBanuii PAT; «M3yuenue npaBuin pabotsl DNS;
N3yuenue nporokona FTP.
13 | OGecneuenne O€30IMaCHOCTH CETH:

+ H3yuenue yrpo3 ceTeBoil 6e30nacHOCTH;
» Jloctyn K ceTeBbIM ycTpoiicTBaM 1o npotokony SSH;
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* OOGecneueHue 6€30MaCHOCTH CETEBBIX YCTPOUCTB;

14

AHaJli3 KOMIIBIOTEPHOM CETH M HACTpOMKa MapLIpyTru3aTopa:
+ IIpoBepka 3azep:keKk B epeIavu CETEBbIX MAKETOB C MOMOIIBIO YTHIIUT «ping» U «traceroutey;
« MUcnonb3oBanme wuHTepdeiica xomanmuoit crpokm (CLI) mms cOopa cBeAeHHWd O CETEBBIX

YCTpOICTBAX;

*  VYmparnenue QaitiaMu KOH(MUTYpalk MapHIpyTH3aTOpa C IMOMOIIBI0 MPOTPAMMBI  AMYIISAIIAN
TepMHHaJa

*  VYmparnenue ¢ainamu KOHQUTYpAIMH YCTPOUCTB ¢ ucnoib3oBanueM TFTP, ¢pnem-namsatu u USB-
HaKOIIUTEIEH

+ M3zyuenue npouenyp BOCCTaHOBJIECHHUs IAPOJIEH.

15

HpOGKTI/IpOBaHI/IC H CO3JaHMC CCTH JIsI MaJIOTrO IMPCAIIPUATUS — HWTOTOBBIN IIPOCKT

Tema 1.2. [IpyHuunBI
MapLIpPyTU3ALHUH 1
KOMMYTAaIUH

Conep:xanue

1

BBenenue B KOMMyTHpYeMbI€ CETH

OOvenunénnble ceru. HMepapxus B KOMMyTUpyemModl ceTtu. Poiab KOMMYyTHpYeMBIX — CeTei.
Kommytupyemast cpena. Jmramudeckoe 3amnonaHeHue Ttadimibl MAC-aapecoB KoMMmyTatopa. MeTo bl
IIEPECBUIKM Ha KOMMyTaTtope. Kommyranus ¢ npoMeXxyTouHbIM XpaHeHueM. CKBO3Hasi KOMMYTALIHS.
Kommyrannonssie foMeHbl. CHUKEHUE MEPErpy30K CETH.

OcHOBHbBIC KOHIENIUH U HACTPOIIKA KOMMYTAallHH

OcHOBHbIE KOHIIENIIMM W HACTpoiika KomMMmyTauuu. llepBoHauanpHasi HacTpoilka KomMMyTaTopa M
BOCCTAQHOBJICHME IOocie cHcTeMHoro cb6os. Hactpoiika pnoctyma Juis  0a30BOro  ympaBieHHs
kommyTtaTtopoM ¢ IPv4. lymiekcHast cBsizb. HacTpolika mopToB KOMMyTaTopa Ha (PU3MUYECKOM YpPOBHE.
@OyHKIMS aBTOMAaTHYecKoro ompeneneHus tuna kabens (Auto-MDIX). IIpoBepka HacTpoek mnopra
koMMmyTaropa. [louck u ycrpanenue npo0sieM Ha ypOBHE JIOCTYIA K CETH.

be3onacHocTh KOMMYyTaTOpa. 3alMIIEHHbINA ynanéHubii goctyn. Hacrpoiika SSH. PacnpoctpanénHele
yrpo3sl Oe3omacHocTH: mnepenoigHeHue Ttabmuubl MAC-aapecoB, DHCP-cnydunr, ucnonb3oBaHue
ya3BumocTeil nporokona CDP, Ataku Telnet m nap. Ayaur M OpakTUYeCKHE PEKOMEHAALUH I10
oOecnieueHnto ©Oe3omacHOCTH ceTH. be3zomacHocTh mopra kKommyrtaropa. OrcnexxuBanue DHCP
cooOmiennit. @yHkuus 6e3onacHocTH nopta. Buasl 3amutel MAC-aapecoB. Pexumbl pearupoBaHus Ha
HapyuieHue 6ezonacHocTH. [IpoBepka u HacTpoiika noptoB. IIpoTokosn cereBoro Bpemenu (NTP).

Bupryanbnbie nokajabHabie ceTn (VLAN)

Bupryanbsubie nokanbhble cetd (VLAN) — kimaccudukanus U OCHOBHBIE XapaKTEPUCTUKH. TpaHKU
BUPTyalbHBIX ceTei. KoHTponb mumpokoBemarenbHbix JoMeHOB B ceTsax VLAN. TerupoBanue kaapos
Ethernet mna mpentudukammu cetn VLAN. Ceru native VLAN u TermpoBanme crangapra 802.1Q.

70
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TerupoBanue rosiocoBoi VLAN. Peanmuzauuu BUPTyalbHOM JIOKalbHOW ceTu. HasHayeHue moproB
cersiM VLAN. Hacrtpoiika TpaHkoBbIX KaHaslOB. [IpoTOKOI AMHAMMYECKOTO CO3JaHUS TPAHKOBOI'O
kanana (DTP). Ilouck u ycTpaHeHHE HEMOJIAJIOK B BUPTYAJIbHBIX JOKAJIbHBIX CETAX M TPAHKOBBIX
kaHanax. [Ipo6memsr ¢ IP-ampecammeit cetu VLAN. HecoBmageHusi peXMMOB TPAHKOBOHM CBSI3H.
[IpoektupoBanue u obecrneuenue Oe3omacHocth VLAN: hopping, cnyduHr KOoMMyTaTopa, aTaka c
nBoiiHbIM  TerupoBanueMm, Cerb PVLAN nepumerpa. IlpakTuueckue pekoMeHAalMU IO
MIPOEKTUPOBAHUIO BUPTYAIbHOM JIOKAJTBHOM CETH.

Konuenuus mapmpyrusanumn

Hactpoiika Mapmpyruzaropa. MexaHu3Mbl IepecbUikd nakeToB. llogkiroueHne M HacTpoiika
ycTpoiicTB. CBETOAMOJHBIE UHAUKATOPBI HAa MapuIpyTu3zarope. AKTuBanus 1 HacTpoiika IP-anpecanuu.
ITpoBepka cBsi3HOCTH ceTel ¢ npsAMbIM noakmoueHueM. [IpoBepka HacTpoek unrepdeiica. Gunbrpanus
BBIXOJIHBIX JAaHHBIX KoMaHJ «showy». Kommyramms maketoB Mexnay cerTsMu. DyHKIUS KOMMYTAIUU
Mapupyrusaropa. Mapmpyrusanus nakeroB. Omnpenenenue nytu. [Iporecc NpuHATHS pelIeHUs O
nepecbuike nakeroB. Beibop ontumanbHoro mytH. Ilpotokonsr RIP, OSPF, EIGRP. Pacnpenenenue
Harpy3ku. AJMUHUCTpUpoBaHHME paccTosiHue (AD) u HazexHocTh Mapuipyra. AHanu3 TaOIMIl
MapLIpyTU3alUd — UCTOYHMK JAHHBIX, IPUHUUIBI (POPMUPOBAHME BO3MOXHOCTU HACTPOMKH. 3amnucu
TaOMUIBl MAPIIPYTH3ALMU AJIS CeTell ¢ MPSAMBIM HOJKIIOUEHHEM. 3aJaHue CTaTHYECKUX MaplIpyTOB.
[Iporokosibl TuHamMu4eckoi Mapupytusanuu cerei [Pv4 u IPv6.

Mapmpyruzanus me:xxny VLAN

[Mpuamunsr  pabotsl  Mapuipytuzamuu  Mexay VLAN. Hactpoiika Mapumpytuszanuu Ha  0ase
MapuUIpyTU3aTOPOB C HECKOJIBKMMHU (U3UUYECKUMHU HHTep¢eiicaMu, ¢ MCIOJIb30BaHUEM KOH(Urypanuu
router-on-a-stick, uepe3 MHoOroypoBHeBblli komMMmyTatop. [IpobGremsl mapmpyruzanuu mexay VLAN.
IIpoBepka KoOH(puUrypaluu KOMMyTaTopa M HacTpoek MapuipyTtuzaropa. Hemomagku B pabote
untepdeiica. Ommbku B IP-agpecax m mackax monceru. Hactpoiika m pabora komMMmyTanuu Ha 3-M
ypoBHe. Mapmpyruzanus wMexay VLAN dyepes BupTyaidbHble HHTEp(ENchl KOMMyTaTopa,
MapuIpyTu3upyemMble nopTsl. Hemonaaku B HacTpoHKax KOMMyTaTopa 3-ro ypOBHSI.

CraTnyeckass MapLIpyTH3aIHA

[IpeumymiectBa W 3aga4d  CTAaTMYECKOM MapmIpyTH3alMH. THIBI CTaTHYECKMX MapIIpPyTOB:
CTaHJApTHBIM, 110 YMOJYaHHUIO, CyMMapHBbIi, muiaBaromuid. Hactpolika ctatnueckux mapupytoB IPv4 u
IPv6. Komanpaa «ip route». Mapmipyt cienyromero nepexoaa. Hanmpsamyro moaxmtou€HHBIN CTaTHIECKUN
MapupyT. IlonHOCTBIO 3amaHHBIM cTaThueckuii MapumpyT. HacTpolika craTuueckoro Mmapupyra Io
ymosyannioo. KiaccoBas anpecanmsa. KrnaccoBele mackum monacetd. beckiaccoBas MeXIOMEHHast
mapuipytuzanusi CIDR. O0benunenne MapuipyroB. Opranuzanus cynepcereid. Mcnoiab3oBaHHe Macok
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noacetn puxcupoBanHoi muHBI (FLSM). Macka moacetn nepemennoit anuubl (VLSM). Hactpotika
CyMMapHbIX M IUIABAIOLIUX CTATMUYECKUX MapuipyToB. Pacuér cymmapHoro mapuipyra. O0benuHeHue
cereBbIX azipecoB [Pv4 u [Pv6. Ilonck u ycTpaHeHue HEMoiIaA0K B HACTPOMKAX CTaTUYECKOTO MaplipyTa
Y MapuipyTa 1o yMoJ4aHHIO.

JAuHaMu4YecKass MapIPyTH3ALMS

[TpoTOKOMBI JUHAMUYECKOH MapLIpyTU3alUU — Ha3HAYCHUE, MPUHIUIBI paboThl U MCTOPHUS Pa3BUTHAL
CpaBHeHHE JAMHAMUYECKOM M CTaTWYecKOW MapuipyTtuzanuu. I[IpuHIunsl paboThl MPOTOKOJIOB
MapmipyTU3alliy: IyCK Tociie BKItoueHust nutaHus, CereBoe oOHapyxkeHue, OOMEH TaHHBIMU
Mapuipytuszanuu, Obecneuenne cxoauMmocTH. Kiaccudukanuss NpPOTOKOIOB — MapIIpyTHU3AIHH.
IIporokonsr IGP u EGP. JlucranumonHo-Bekropublie mnpotokonsl RIP, IGRP. IIportoxossl
Mapuipytuzauuu 1o coctosuuro kaHana OSPF u IS-IS. KiaccoBbie u OeckiiaccoBble MPOTOKOIIBI
MapIIpyTU3aLUU. XapaKTEPUCTUKU U METPUKU ITPOTOKOJIOB.

JluHaMuueckass JUCTaHUMOHHO-BEKTOpHAs MapuipyTtusauus. J(MCTaHIIMOHHO-BEKTOPHBIN aJITOPUTM.
MexaHu3mMbl OTHPABKM U MOJIYYEHMs JaHHBIX MaplIpyTH3alWd, pacu€Ta ONTHUMAJbHBIX INyTeH u
n00aBJIeHHs] MapUIPYTOB B TaOIHIy MapLIpyTHU3alluu, OOHAPYKEHUS U pearupoBaHUs Ha U3MEHEHHS B
tonosioruu. Hactpoiika mporokona RIP: Bxmouenne RIPV2, oTkiIoueHne aBTOMAaTHYECKOTO
o0BbEIMHEHU, HACTpOMKa MacCUBHBIX MHTep(delcoB, mepenaya MaplipyTa MO YMOJIYAaHUIO MO CETH.
Hactpoiika npotokona RIPng. IIponiecc mapmpyrusamuu rno cocrosiuuio kanana. Hello mporokosn. naker
coctossiHusi kaHana (LSP). JlaBuHHas pacchlika MakeTOB COCTOSHMs KaHana. JIaBUHHas pacchlika
MakeToB cocTosiHUS KaHana. Co3ganue nepeBa kKparuaimumx nyreid SPF. Jlo6asnenue mapuipyros OSPF
B Tabnuumy Mapmpyruzanuu. HemoctaTkn NpOTOKOJIOB MapIIpyTH3allMM IO COCTOSHHUIO KaHaja.
Tabnuma Mapumpytuzanuu. 3amnucu C HPsIMBIM TOJKIIOYEHHEM U yHaln€HHON ceTu. JuHamuuecku
nojryqaeMble MapuipyThl IPv4/6. ITporecc noucka mapuipyra.

OSPF pas oanoii o6s1acTu

CemeiictBo mnporokonoB OSPF. XapakrepucTuku, HNpUHIMNB paboTel U KomroHeHTel OSPF.
Ocobennoctu OSPF myig onHoll M Heckonbkux oOiacteid. MaructpanbHas obnacte. MHKancymsnus
coobmenuit OSPF. Tumner nakeroB OSPF: maker mpuBerctBus (hello), maker omucanust 6a3bl JaHHBIX
(DBD), maket 3amnpoca coctossHus kanaia (LSR), maker oO6HOBIeHust coctostHust kaHama (LSU). maker
noaTBepxkaAeHus coctosiHus kaHana (LSAck). OOHoBieHMs coCTOsHUS KaHana. PaGouwe cocTosHUsS
OSPF. Boigenennsiii (DR) u pesepBHblil BbieneHHblit Mapuipytuzarop (BDR). Cunxponusanus 6a3
nanabix OSPF. Hactpoiika OSPFv2 nns omnoit obnactu. Pexum KoHuUrypanuum HIASHTH(UKATOPHI
Mapuipytusaropa. Hcnonb3oBanue untepdeiica loopback. Bxmouenne OSPF nHa wuntepdeiicax.
IITabmonnass macka. Komanpma «network». Hactpolika maccuBHbIX HMHTep¢eiicoB. Popmyna pacuéra
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MeTpuku croumoctu OSPF. Hactpolika 3HaueHUi NMpOMyCcKHOM crmocoOHocTH uHTepdeiica. [IpoBepka
COCEHUX YCTPOWCTB, HACTPOEK IIPOTOKOJIA, JAHHBIX Ipoluecca U Apyrux xapaxkrepuctuk OSPF.
CpaBaenne OSPFv2 u OSPFv3. Apapeca tuna link-local. Tomomorust cetu OSPFv3. Hacrpoiika
uaentudukaropa mapupyruszaropa OSPFv3. Bxkmouenne OSPFv3 nHa unTepdeiicax.

Cnucku xkouTpoJs gocryna (ACL)
Crnucku xontpons gocryna (ACL). Ipunnun pabotst ACLcnuckoB. Tunet ACL-cnmckoB Cisco amns

IPv4. IlpucBauBanne HoMepoB M MMEH ACL-crmckam. Pacuér mabmonnorr macku B ACL-crimckax.
Pexomenganuun mno co3manuto U pasmemieHuto  ACL-cnmckoB. PasmemieHune CTaHZapTHBIX U
pacummpennbix ACL-cnuckoB. Hactpoiika cranmaptHoro ACL-cniucka. [lpuMeHeHue cTaHIapTHBIX
ACL-criuckoB Ha wunHTepdeiicax. Kommentapum k ACL-cnuckam. [IpoBepka W pemakTHpOBaHHE
crangapTHbeix HymepoBaHHbIX ACLcnuckoB. ACL-crarucruka. 3ammra noptoB VTY ¢ moMomibro
crannaptHoro ACL-cnucka IPv4. CrpykTypa u Hactpoiika pacmupeHHbix ACL-cnmckoB s 1Pv4.
Ounprpanus Tpaduka ¢ ucnoiab3oBaHueM pacmupeHHbx ACL-crnckoB.

[Mouck wu ycrpanenne Henonanok ACL-cnuckoB. Pacmpocrpanénnsie ommbOku ACL-crimckos.
CpaBuenne ACL-cnuckos st [IPv4 u [IPv6. Hactpoiika u nposepka ACL-cniuckoB ais [Pv6.

10

IIporoxkon DHCP

[Iporokon DHCP. DHCPv4: 6a3zoBas omepamusi, popmar cooOuieHuid, cooOuieHus: oOHapy>KeHUus U
npemioxenusi. Hactpoiika, mpoBepka u petrpancisaius mpocroro DHCPv4-cepsepa. Hactpoiika
Mapupyrusaropa B kauectse DHCPv4-knuenTa. Hactpoiika mapimpyrusaropa kinacca SOHO. Ilouck n
yCTpaHeHHe Hemoyiagok B padore mapmpyrtuzaropa DHCPv4. IIporokon DHCPv6. ABTromaTtudeckas
HacTpoiika ajpeca Oe3 orciexxuBaHus coctosiHus (SLAAC). Ipunuun pa6otst SLAAC ¢ DHCPv6.
DHCPv6 ¢ u 0e3 orcnexuBanusi cocrosiHus. IIpomneccst DHCPv6. Hactpoiika mapmipytusaropa B
kayectBe DHCPv6-cepBepa 1 DHCPV6-kiuenTa. [lonck u ycrpanenue Henoziaiok B padore DHCPvO6.

11

IIpeoGpa3oBanue cereBbix agpecoB IPv4

IIpeoOpaszoBanue cereBbix agpecos IPv4. KonuenrtyansHoe npeoOpa3oBanue cereBbix aapecoB (NAT).
Tepmunonorus u npunuunsl padotel NAT. IlpoctpanctBo uactHbIX [Pv4-anpecos. Crartuueckoe u
AMHaAMHYecKoe npeobOpasoBanue cereBbix anpecoB (NAT). IIpeoOpasoBanme aapecoB moproB (PAT).
CpaBuenne NAT u PAT. IlpeumymectBa u Hemoctatku NAT. AHanu3 cTaTHYECKOTro MpeoOpa3oBaHUs
NAT. Ilpunuun pabotsr aunamuueckoro NAT Hactpoiika u nposepka NAT, PAT. Ilepeanpecarus
noproB. Hactpoiika NAT u nporokona [Pv6.

ITouck u yctpanenue Hernonaaok B padore NAT.

B Tom unciie NpaKTHYECKHUX 3aHATHH

1 \ Hactpoiika kommyTaTopa:

32
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* ba3zoBas HacTpoilka KOMMYTaTopa;
* Hacrpoiika napamerpoB 0€301macHOCTH KOMMYTaTOpa.

HacTtpoiika 6e30macHOCTH KOMMYTaTOpa:

* Hactpoiika npotokona SSH;

* Hacrpoiika ¢pyukuun Switch Port Security;

» [Ilouck u ycTpaHeHue HEMONIAA0K B CUCTEME 0€30MaCHOCTH OPTOB KOMMYTATOPa;
OTpaboTKa KOMIIJIEKCHBIX TPAKTHYECKUX HABBIKOB.

Kondurypanms cereit VLAN:

*  Kondurypamus cereit VLAN u TpaHKOBBIX KaHAJIOB;

* [Ilouck u ycrpanenue Henonaaok B KoHpurypamuun VLAN;

*  Peammsanusa cucremsl 0e3onacHocTH cetd VLAN;

*  Peamuzanums cereit VLAN st cerMeHTaIMu ceTel MPEeANPUATHIA MaJIOTO M CpeIHero Ou3Heca.

Hactpolika mapurpyrusaropa:

* Hcnonb3oBanue koMaHbl traceroute A1 0OHAPY>KEHUS CETH;
* JlOKyMEHTUpPOBaHUE CETH;

* Hacrpoiika unrepdeiicos [IPv4 u IPv6;

* Hactpoiika u mpoBepka HeOOJIBILION CETH;

HccenegoBanne MapuipyToB € NPSMBIM TOJKIOYEHUEM.

Hacrpoiika MapiipyTuszanuu:

¢ CocraBneHue cxemsl ceTu MIHTepHET;

* Hacrpoiika 6a30BbIX TapaMeTPOB MapIIpyTU3aTOpa ¢ HOMOIIBI0 HHTEpdelica KOMaHIHON CTPOKU
(CLI) cucrems! Cisco IOS;

» Hactpoiika 6a30BbIX apamMeTpoB MaplipyTusaTopa ¢ nomomuisio CCP.

Mapmpyruzanus mexay VLAN:

* Hacrpoiika mapupytuzauuu Mexay VLAN g kaxxaoro uarepdeiica;

¢ Hacrpoiika Mmapmpyruzanuu Mexay VLAN Ha ocHoBe ctanzapta 802.1Q u TpaHKOBOIO KaHana;
* Jlowck m ycTpaHEeHHE HENONAI0K B MapIpyTu3anuu Mexay cetssMu VLAN.

Hacrpolika cTaTH4eckoi MapLIpyTH3aLUU:

* Hacrpoiika crarnueckux Mapuipytos [IPv4/IPv6 o ymonyanuio;

» Pazpabotka u peanusanus cxemsl agpecanuu [Pv4 ¢ ncnonszosanuem VLSM;
e Pacuér cymmapHbix MapuipyToB IPv4 u IPv6;

e [Ilouck u ycTpaHeHne HENOJIAA0K cTaTHUYeCKUX MapuipyToB [Pv4 u IPv6.

Hactpoiika nuHaMuyecKkoi MappyTH3alnn:
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. HccnenoBanue cX0aUMOCTH;
. CpaBHEHHE METOJIOB BEIOOpa MyTH B MpoTokosax RIP.

9 | Hacrpoiika npotokosioB RIPv2 u RIPng.
10 | Hactpoiika nmpotokosioB OSPF:
* Hactpoiika 6azoBoro npotokosia OSPFv2 mis oxHo# o01acT;
* basoBas Hactpoiika npotokosa OSPFv3 mis onHoit o61acTy.
11 | U3y4yenune MexaHHU3MOB pabOThI CO CIIMCKAMH KOHTPOJIS IOCTYMA!
* Harmannoe npencrasnenne pabotsl ACL-crincka;
» Hactpoiika crannaptaeix ACL-ciuckos;
» Hacrpoiika crannapTHbeix iMeHOBaHHBIX ACL-criickoB;
» Hactpoiika ACL-criucka mist muauit VY
* Hactpoiika pacuuperaabsix ACL-CIMCKOB AJiS pa3IMYHBIX CIIEHAPUEB;
» Ilouck u ycrpanenue Henonaaok B pabote ACL-cruckos;
» Hacrpoiika ACL-cniuckoB IPv6;
*  OtpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.
12 | Hacrpoiika ACL-cniuckoB:
* Hactpoiika u npoBepka crangapTHbIx ACL-crucKoB;
e Hactpoiika u nposepka orpannuenui VIY;
* Hacrpoiika n nposepka pacurpeHHbIX ACL-cniuckos;
e Ilouck u ycTpaHeHne HeNoaal0K B HacTpolike U pazmemennu ACL-
CIIMCKOB;
* Hacrpoiika n npoepka ACL-cninckoB s IPv6.
13 | Uzyuenne nmporokosioB DHCP:
* basosas Hactpoiika DHCPv4 na mapmpytuzarope;
* basosas nactpoiika DHCPv4 na komMmMmyTaTope;
* [Ilouck u ycrpanenue Henonanok B pabotre DHCPv4;
» Hactpoiika cepsepa DHCPv6 6e3 oTcneXxiuBaHUs COCTOSIHUS U C OTCICKUBAHUEM COCTOSTHUS;
» Ilouck u yctpanenue Henonagok B pabore DHCPv6.
14 | Usyuenue nporokona DHCP:
» Hacrpoiika npotokosna DHCP ¢ nomomisio komanz Cisco 10S;
*  OtpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.
15 | IIpeoOpa3oBaHue CETEBBIX APECOB:

»  zyuenne npunnmna pabotsel NAT;
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» Hacrpoiika ctatudeckoro u nuHamuyeckoro NAT;

*  Peammsanus cratuueckoro u guHamuaeckoro NAT;

» Hactpoiika nepeaapecariuu nopToB Ha Mapmpytu3atope Linksys;
+ IIpoBepka, MOMCK M yCTpaHEHUE HEMONaA0K KoHpurypauuit NAT;
*  OtpaboTKa KOMIUIEKCHBIX MTPAKTUYECKUX HABBIKOB.

16

Nzyuenne padotsl ¢ NAT u PAT:

* Hactpoiika nunamudeckoro u craruueckoro NAT;

* Hacrpoiika NAT-niyna ¢ neperpy3koii u PAT;

» [louck u ycrpanenue Henonaaok koHdurypammii NAT.

CamocrosiTesibHasA padoTa 00y4YarOIUXC: 4
1. CucremaTtnueckas npopab0TKa KOHCIIEKTOB 3aHATUH, yUeOHOH U crieNUaIbHONH TEXHUUECKON JIUTEpaTyphl.
2. KoHcrniektupoBaHHe TEKCTa, paboTa Co CIOBAapSIMHU U CIIPABOYHUKAMHU, O3HAKOMIIEHHE C HOPMAaTUBHBIMHU JIOKyMEHTaMH, y4eOHO-

ucclieioBaTeabcKas paboTa pyu caMOM IIMPOKOM UCIOJIb30BaHuU MHTepHeTa u apyrux IT-TexHomorui.
3. TloaroroBka K MPaKTHYECKUM 3aHITHSAM C HCIOIB30BAHUEM METOJINYECKUX PEKOMEHIANN TpenoaBareis, 0popMiIeHHE TPAaKTUIECKUX

paboT, OTYETOB M MOJATOTOBKA K X 3aIIHTE.
Kouncyabprannu mo MJIK.01.01. KomnboTepHbie ceTH 6
IIpomexyrounas arrectanus no MJIK.01.01. KomnbloTepHble ceTH 6
Paznen 2. Opranusanus, 272
NPHHIHUIIBI TOCTPOCHUS U
(GYHKIIMOHHPOBAHUS
KOMIILIOTEPHbIX CeTeH
MJK.01.02. Opranu3saumus, 272
NPHHIHUIIBI TOCTPOCHHS
(GYHKIIMOHHPOBAHUS
KOMIILIOTEPHbIX CeTeH
Tema 2.1. Mapupyrusauusa | Cogepxxanue 128
1 KOMMYTanmus. 1 | BBenenune B macmirabupoBaHue cerei

MacmrabupoBanue ceteit

Peanmuzarus mpoekta cetn. [Ipoekt nepapxuueckoit cetu. Pacimmpenne cetu. Beibop ceTeBbIx
yctpoiictB. KommyTtanmonHoe o6opynoBanue. MapmipyTuzaTopsl. Y IpaBIsoNe YyCTPOHCTRA.

N30bITOuHOCTL LAN

[Tonsatus nporokona spanning-tree. [Ipeqnaznauenue npotokona spanning-tree. [lpunmun padotsr STP.

Tunst npotokonos STP. Hactpoiika npotokona STP. Hactpoiika PVST+. Hactpoiika Rapid PVST+.
[Tpo6aems! HacTpoiiku STP.
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ArpernpoBaHue KaHaJI0B

OcHOBHBbIE MIOHATHUS arperMpoBaHus KaHAJIOB. ATperupoBanue kaHanos. [Ipunimn padboTsl
EtherChannel. Hactpoiika arperupoBanus kanainoB. Hactpoiika EtherChannel. IIpoBepka, mouck u
ycTrpaHeHue Hemosanok B padore EtherChannel

BecnpoBoaHbIe JIOKAJbHBIE CETH

Konnenmun 6ecipoBoanoii cBs3u. Beenenue B 6ecripoBoHyto cBsi3b. Kommonentsr cereit WLAN.
Tonmonoruu cereit WLAN 802.11. [Tpuanumnsr paboThl 6€cIipoBOAHOM JTOKaIbHOM ceTr. CTpyKTypa
kazapa 802.11. dyHkimonupoBanue 0eCIpoOBOIHON CBA3U. YTpaBJIeHHE KaHalaMu. be3onacHocTh
OCCTIPOBOHBIX JOKANBHBIX ceTeil. Yrpo3sl mis ceteit WLAN. O6ecnieuenue 6e3onacHoctd WLAN.
Hacrpoiika 6ecripoBoIHBIX JIOKaJBHBIX ceTeil. HacTpoiika 6ectipoBogHOro Mapmpyru3atopa. Hacrpoiika
6ecrpoBOIHBIX KIHEeHTOB. [lonck u yctpanenue Henonanok B padbore cereidr WLAN.

Hactpoiika n ycrpanenue Henos1agok B padore OSPF s onHoii o6s1actu

Pacmmpennsie napamerps! npotokosia OSPF 1t onHoit o61actu. MapiipyTusaius Ha ypoBHAX
pacnpenenenus u sapa. OSPF B ceTsix ¢ MHOXKECTBEHHBIM JAOCTYyINIOM. PacipocTpaneHue Mapuipyra mno
ymonuanuto. Tounas Hactpoiika uarepdeiicop OSPF. 3ammra OSPF. Ycrpanenue Henonamok
peamu3aruu npotokona OSPF st ogHoit o6nactu. CocTaBistonie Mpoeaypsl MOUCKa U YCTPAaHSHHUS
Henonagok B padore OSPF st ogHoit o6nactu. [Touck u ycTpaneHue Henojaal0K B MaplIpyTH3aluu
OSPFv2 myst ognoit odnactu. [louck u ycrpanenue Henosanok B OSPFv3 nnst onHo#t obnactu

OSPF nns HeckoIbKHX 00J1acTei

[Tpunuun padotel OSPF nyist Heckonbkux obnacteil. Haznauenne OSPF nis Heckonbkux oOnacTei.
[Tpunnun pa6ots! makeroB LSA B OSPF mnsa Heckonbkux obnacreil. Tabmauia MmapuipyTu3aiuy 1 TUIIBI
mapuipytoB OSPF. Hactpoiika OSPF nns neckonpkux obnmacteit. Hactpoiika OSPF mist Heckombkux
obnacteil. O6veunenne mapuipyroB OSPF. ITposepka OSPF niist HecKonbKkuX o0sacTei.

B ToMm uucae MPAKTUYICCKUX 3aHATHH

Pa3BepTeiBaHNE KOMMYTHPYEMOM CETH C PE3EPBHBIMU KaHAJIAMU

Hacrpoiika Rapid PVST+, PortFast u BPDU Guard

Hacrtpoiika npotokona GLBP

OmnpeneneHye TUIOBBIX OMMOOK KoHpurypauuu STP

Hacrpoiika EtherChannel

ITouck u ycrpanenue Hernonanok B padore EtherChannel

ArperupoBaHue KaHaJoB

HacTtpoiika 6ecripoBoJHOT0 MapIIpyTHU3aTOpa U KIUEHTa

OO (N0 |IWIN -

Hacrpoiika 6a3oBoro nporokosna OSPFv2 nns ogHoitl obnactu

64
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10

Hactpoiika OSPFv2 B ceTn MHOXECTBEHHOI'O JIOCTYyIa

11

Hacrpoiika pacmmpensbix ¢pynkuuit OSPFv2

12

[Touck u ycTpaHneHue HEMOIaI0K B padoTe ocHOBHBIX MpoTokoa0B OSPFv2 u OSPFv3 s ogHoi
obJacTu

13

[Touck u ycTpaHeHHE HETOA0K B paboTe yCOBEepIIEHCTBOBAHHOTO MpoTokoiia OSPFvV2 mist ogHo#M
o0JacTu

14

Brnanenune HaBpIKaMy IOMCKA M YCTpaHEeHUs Henonanok B pabore OSPF

15

Hacrpoiika OSPFv2 mist HeckonbKux o0acTeit

16

Hactpoiika OSPFv3 st Heckonbkux obisiacteit

17

ITouck u yctpanenue Henonanok B padore OSPFv2 u OSPFv3 nns Heckonbkux obnacteit

Tema 2.2. CoequHeHnue cerei

Conep:xanue

1

IToaxarouenue K rjiod0ajJLHOH CeTH

O0630p TexHonorui rinodanpHOl cetu. Llenb co3manus rinodanbHbIX ceTel. [IpuHimm paboTer
rino0anbHOM ceTn. BbiOop TexHonoruu rinodansHoi cetu. CepBuckl 1i100anbHOM cetr. UHGpacTpyKTypbl
YaCTHBIX MI00aIbHBIX ceTell. MHppacTpykTypa 00menocTynHo#i rinobansHoi cetu. Beibop cepBrcoB
r7100ampHOM CeTH.

CoeHeHHE «TOYKA-TOYKA»

O0630p mocne10BaTeIbHOI0 COEIMHEHMSI «TOUKa-TOuKa». CBA3b 110 MOCIEA0BAaTEIbHOMY KaHay.
WNukancynauus HDLC. [punuun padots! npotokona PPP. [Ipenmymectsa nporokona PPP. LCP u
NCP. Ceancsl PPP. Hactpoiika nporokona PPP. Hactpoiika nporokona PPP. Ayrentuduxanus PPP.
Otnanka coequnennit WAN. Omiiaaxa PPP.

PemieHusi LIMPOKOIIOJIOCHOTO 10CTYy A

VY nanéunas pabota. [Ipenmymiectsa ynanéHHoi padoTsl. buznec-rpeboBanus s yAaa€HHbBIX
paboTHuKOB. CpaBHEHHE PEIICHUH IMUPOKOITOIOCHOTO foctyma. Kabens. DSL. becnipoBoaHbIe
IIMPOKOIIOJIOCHBIE ceTU. BrIOOp perenuii mupoxonoaocHoro goctyna. Hactpoiika nmoakimtodeHni
XDSL. O630p PPPoE. Hactpoiika PPPoE.

3amuTa Me:xKQUINATBHON CBSA3H

Cetu VPN. Ocnossl ceteit VPN. Tumnsl cereit VPN. Tynnenu GRE mexny o0bexramu. OcHoBbl GRE.
Hactpoiika tynneneit GRE. O6mue cBenenus 06 [Psec. 3amura npotokona [P. Ctpykrypa mpoTokosna
IPsec. Y nanéunsiii noctyn. Pemenuss VPN mis ynanéunoro noctymna. Cetn VPN ynanénnoro gocryma ¢
rcnoJib3oBanueM [Psec.
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MounuTtopunr Cern
Syslog. [Ipunnun padotsr Syslog. Hactpoiika Syslog. SNMP. Ipunuun padorst SNMP. Hactpoiika
SNMP. NetFlow. ITpunmmn pabotsr NetFlow. Hacrpoiika NetFlow. IIpoBepka Moeneii Tpaduka.

Oraanka ceTn

ITouck u ycTpaHeHue HEMOIAaI0K ¢ UCIIOIb30BaHUEM CHCTEMHOIO 1TOAX0Aa. JIOKyMEHTalus 110 CETH.
[Tponetypa noucka u ycTpaHeHUs HEMoNaA0K. M30msmust mpoOaemMbl ¢ MOMOIIBI0O MHOTOYPOBHEBBIX
Mozeneil. Otnanka cetu. CpecTsa IOUCKA U yCTpaHEHUs HenoaanaoK. CHMITOMBI M IPUYHUHBI OTIIAIKH
cetu. [lonck u ycTpaHeHne Henonanok cBsi3u B ceTsx [P.

B ToM Yuc/ie NPaKTHYECKUX 3aHATHI

Hactpoiika 6a3oBoro PPP ¢ ayrentudukanueii

Otnanka 6a3oBoro PPP ¢ ayrentuduxanmeit

ITpoBepka 6a3oBoro PPP ¢ ayrentuduxarmeit

Hacrpoiika mapmpyruzaropa B kauectBe kinenta PPPoE mns noaxmouenust DSL

Hactpoiika TynHenst VPN GRE no cxeme «rodka-Touka»

PazpaboTka TEeXHUYECKOTO 00CITYKHBAHHS CETH.

Hacrpoiika Syslog u NTP

I/IsyquI/Ie IIpOrpaMMHOIr o obecrneyeHus JJIA MOHHUTOPHHI'A CCTH

OO |INO|OIAWIN|F-

Hacrpoiika SNMP

[ =Y
o

CO6op u ananu3 ganabix NetFlow

[EEY
=

NHcTpymenTapuii ceTeBOro aIMMHUCTPATOPA JIJIsl HAOIIOACHUS

R
N

COoii B paboTte cetn

[EEN
w

PazpaboTka nokymeHnTanuu

56

Kypcosoii npoekt

IIpumepHas TeMaTHKa KypCOBBIX IPOEKTOB (pador)

O©OoOo~NOoO Ok WN -

. IIlpoekTrpoBaHue CTPYKTYpUPOBaHHOMN KaOeIbHOM cHCTEMbI
. CocTaBnenue cMeTbl 000py10BaHUs

. Hactpoiika cereBoro o6opyoBanus

. Hactpoiika nepenaun JaHHBIX B KOMIIBIOTEPHBIX CETSIX

. HacTpolika KOMIIBIOTEPHOU ceTH

. Hactpoiika nmpoTtokonaoB

. Y JaJICHHBIA TOCTYII B CETH

. lmaraoctuka paboThl KOMITBIOTEPHOU CETH

. Pacuer ctonmoctu npoexra

30
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https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.2.2
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https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.3.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.2.3

CamocTosiTesibHasi padoTa 00yYaKOMXCS:

1. CucremaTtnueckas mpopabOTKa KOHCIIEKTOB 3aHATUN, YI€OHOH U CHICIIMATIbHON TEXHUYECKOH JIUTEpaTyphl.
2. KoHcrnektupoBaHue TEKCTa, paboTa o CI0BapsMHU U CIPAaBOYHUKAMHU, O3HAKOMIIEHHE C HOPMATUBHBIMU JIOKyMEHTaMH, y4eOHO-
UCClieIoBaTeNbCKas paboTa Mpyu caMoOM IUPOKOM HUcnoib3oBanuu MuaTepuera u apyrux IT-Texnonoruii.
3. IIpoexTHble (hOpMBI pabOTHI, HOArOTOBKA COOOLIEHUH K BBICTYIUIEHHIO HA CEMUHAapax U KOH(epeHLusAX; MOAroToBKa pedepaToB, 10KIA0B.
4. TloaroToBKa K MPaKTUYECKUM 3aHATHIM C UCIIOJIb30BAaHUEM METOAMYECKUX PEKOMEHIAINH MperoiaBaTens, 0opopMIIeHHE MTPAKTHYECKIX
paloT, 0OTYETOB U NOJArOTOBKA K UX 3alIMTE.
Koncyabranun no MIK.01.02. Opranun3anusi, NPUHIKIBI IOCTPOECHUS U ((PYHKIMOHHPOBAHUSI KOMIIbIOTEPHBIX ceTeil 6
IIpomexyrounasi arrecranus no M/IK.01.02. Opranu3anusi, (PUHIHMIBI OCTPOCHHUS U (PYHKIIMOHMPOBAHUS KOMIILIOTEPHBIX CeTeH 6
YueOHasi NpaKTHKA 108
Buawbi pator:
1. ydactue B IPOEKTUPOBAHUU CETEBOU MH(PACTPYKTYpHI;
2. ydacTHe B OpPraHM3alH CETEBOT0 aJIMUHUCTPUPOBAHMUS;
3. JKcIuryaranusi 00beKTOB CETeBON MHPPACTPYKTYPHI;
4. yd4acTHe B yNPaBJICHUH CETEBBIMU CEPBUCAMU;
5. ydacTme B MOJEpPHHU3AINH CETEBOH MHPACTPYKTYPHI
IIpousBoacTBeHHAs NpaKTHKA (110 NPOGUIIIO CIENHATBHOCTH) 180
Buasbi pador:
1. yuactue B pa3paboTKe METOJIOB, CPE/ICTB M TEXHOJIOTUH IPUMEHEHUS 00BEKTOB NMPO(HECCHOHAIBHON AEATENbHOCTH;
2. TpoBeAeHUE MPOPHUIAKTHUECKUX PA0OT Ha 00BEKTaX CETEBOW MHPPACTPYKTYPHI H paOOUYNX CTAHIIUSAX;
3. yuyacTHue B MHBEHTapHU3alluu TEXHUUYECKUX CPEACTB CETEBOIM MH(PACTPYKTYpHI, OCYIIECTBIEHHE KOHTPOJIS MOCTYMHUBIIEr0 U3 PEMOHTA
000pyI0BaHUs
JK3aMeH 6
Bcero 826
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4. YCJI0OBUS PEAJIM3ALIUUA ITPOT'PAMMBI
HPOPECCHUOHAJIBHOI'O MOAYJIA

4.1. MaTepuaJIbHO-TeXHHYECKOe o0ecneyeHue

Jlia peanuszanyl IporpaMMbl IPO(ECCHOHATBFHOTO MOIYJS MPEAyCMOTPEHBI
CIIEYIOIIME CIeUalIbHbIe MOMelIeHus: adopaTopusi OpraHusalnud U MPUHIIAIIOB
MOCTPOCHHUS KOMITBIOTEPHBIX CHUCTeM, JiabopaTopusi MHbOpMalMOHHBIX pPECypcoB,
NOJUTOH TeXHUYEeCKOro KOHTPOJIS U TUATHOCTHKHU CETEBON MH(PACTPYKTYPHI.

ObopynoBanue sabopatopun OpraHuzallud W NPUHIUIOB TOCTPOEHUS
KOMITBIOTEPHBIX CUCTEM:

CHelMaTIM3UPOBaHHAsA yueOHas MeOeb:
paboyee MecTo IpernoaaBaressi, 000pyI0BaHHOE KOMITBIOTEPOM, YUEHUUECKHUE CTOJIbI
JIByXMECTHbIE, =~ KOMIIBIOTEPHBIE  CTOJBI —  OJHOMECTHBIE, CTyJbs, KA}
KOMMYTAallMOHHBIN, CTOMKAa KOMMYTallMOHHAs, IIKa() KHUKHBIM, aT4-TIaHEb;

TEXHUYECKUE CPEACTBA OOYUEHHUS:

KOMITBIOTEPBI, MYJIbTUMEIUUHBINA MTPOEKTOP, AKYCTUUECKUE KOJIOHKH, KOHJIULIUOHED,
WHTEpPAaKTUBHAS JIOCKa, Kamepa (HaOJIO/IeHMs); MaKeT NPHUKIATHBIX MPOTPaMM:
TEKCTOBBIX, TAOJUYHBIX, TPpaUUECKUX U MPE3CHTAUUOHHBIX, MOJKIIOUYEHHE K CETH
bwmana, moakIroUeHue K ceti HTepHeT, B TOM uncie yepe3 wi-fi;
y4eOHO-HarJIAIHbIE TOCOOUS:
miakatel: «Pacder anpecanuu cereil», «JlokampHas ceTb mpeanpusaTus», «Domain
Name System», «Ontuueckue kabean cBsizu», «KopeHb JOMEHHOW Hepapxumny,
«Microsoft  Azure, Microsoft Server 2012», «lllHYypsl  omnTHYECKHE
COEMHUTENbHBIE», «OCHOBHBIE HMHCTpYMEHTHl st pabotel ¢ BOJIC», «Pacuer
aapecaruu cerei», «Kabdemu BomokoHHO-onTHdeckue», « [ LIKO-H-STy;
nabopaTopHOe 000pyAOBaHHE:
My(dTa onTuUeckas, CBapOUHbIN ammapaTr AJii ONTOBOJOKHA, HA0Op MHCTPYMEHTOB
HUP, BonOKHO onTHYecKoe, MapuIpyTU3aTophl, Touka aoctyna wi-fi, VoIP muio3,
anmnapatHbli Opanamayasp, [P tenedonsl, TenedoH aHamoroBbId, QUIBTP CETEBOIA,
UCTOYHUK OecriepeOOMHOro mUTaHusi, KOMMyTaTopbl, kabenb Cisco, kabens HDMI,
Ka0enb KOHCOJIbHBIM, MEXCETeBOM SKpaH, cepBepa, umHTepdeicHas kaprta, MBI,
kouBeprep USB-Com, xkpenexHblii KOMIUIEKT, HAYIIHUKH C MHUKPOQOHOM,
OlepaTUBHAS MAMSTh.

O6opynoBanue 1adbopatopun MHMOpMAIIMOHHBIX PECYPCOB:

crienuaIn3upoBaHHas yueOHas MeOeb:
pabouee MecTO  mpernojaaBaressi, OOOPYIJOBAaHHOE  KOMIIBIOTEPOM,  CTOJIBI
KOMIBIOTEPHbIE, YYEHHUYECKHE CTOJbI, CTYyJbs, IIKadbl,  KJIaccHas Jo0cKa —
MapKepHasi;

TEXHUYECKUE CPEJCTBA OOYUCHHUS:

KOMIIBIOTEPHI, MAKeT NPUKJIATHBIX MPOTPaMM: TEKCTOBBIX, TaOJIUYHbIX,
rpaduueckux 1 Npe3eHTAIMOHHbIX, MOJKIIOUYEHHE K CeTH (priinalia, MOAKIIOYEHUE K
cetu MuTepHeT;

TPEHAXKEPHI:
tpenaxep OracleVM Virtual BOX (moxenupyet Hactpoiiky [1K).



ObopynoBanue moiauroHa TeXHUYECKOrO0 KOHTPOJS M JUArHOCTHKHU CETEBOU
UH(PACTPYKTYPHI:

crienuaIn3upoBaHHas yueOHas MeOeb:
pabouee MecTo MpenojiaBaresis, 000py1I0BaHHOE KOMITBIOTEPOM, YYEHUUECKUE CTOJIbI
JIBYXMECTHbIC, = KOMITBIOTEpPHbIE  CTOJIbI —  OJIHOMECTHBIE, CTYJbs, IIKa(d
KOMMYTAIlMOHHBIN, CTOMKA KOMMYyTallMOHHas, mKad KHIKHBIHN, MaTy-MaHeb;

TEXHUYECKHUE CPEJICTBA OOYUCHUS:
KOMITBIOTEPBI, MYJIbTUMEIUUHBINA MTPOEKTOP, AKYCTUYECKUE KOJIOHKH, KOHJIULIUOHED,
WHTEpAaKTUBHAsI JIOCKa, Kamepa (HAOMIOAEHUS); MaKeT MPHUKIAJHBIX IPOTPAMM:
TEKCTOBBIX, TAOIMYHBIX, TPAPUUECKUX U MPE3CHTAIMOHHBIX, MOJKIIOUYEHHE K CETH
¢dwmana, mogkrOueHNe K ceti MHTepHeT, B TOM uncie yepe3 wi-fi;

y4eOHO-HaTJIAIHBIE TOCOOHS:
iakaTel: «Pacder agpecanuu ceteit», «JlokanbHas ceTs mpenmpusaTus», «Domain
Name System», «Ontuueckue kabGenau cBsizu», «KopeHb JOMEHHOW Hepapxumy,
«Microsoft ~ Azure, Microsoft Server 2012», «lllHypsl  omTHYECKHE
COEMHUTENbHBIE», «OCHOBHBIE HMHCTpYMEHTHl st pabotel ¢ BOJIC», «Pacuer
aapecaruu cerei», «Kabdemu BojmokoHHO-onTHdeckue», « [ LIKO-H-STy;

nabopaTopHoe 000pyAOBaHHE:
My(dTa onTuueckas, CBapOUHbIN ammapaTr AJii ONTOBOJOKHA, HA0OpP MHCTPYMEHTOB
HUP, BonokHO onmTudeckoe, MapuIpyTU3aTophl, Touka aoctymna wi-fi, VolP muio3,
anmnapatHbli Opanamayasp, [P tenedonsl, TenedoH aHamOTOBBINA, QUIBTP CETEBOA,
MCTOYHUK OecriepeOOMHOro MUTaHusi, KoMMyTaTopbl, kabenb Cisco, kabens HDMI,
Ka0enb KOHCOJIbHBIM, MEXCETeBOM SKpaH, cepBepa, umHTepdelcHas kaprta, MBI,
kouBeprep USB-Com, xkpenexHblii KOMIUIEKT, HAYIIHUKH C MHUKPOQOHOM,
OlepaTUBHAS MAMSTh.

[Tomenienuss jiss caMOCTOSITENBHOM pabOThI, OCHAILIEHBI KOMIBIOTEpAMU C
BO3MOXKHOCTBIO MOJKIIOYEHHS] K UH()OPMALIMOHHO - TE€JIEKOMMYHUKALMOHHON CEeTH
«HTEpHETY.

4.2. UudopmanuoHHoe odecriedyeHue 00ydeHUs

Jist  peanuzarnuu mporpamMmbl - OuOnmoteuHblii  GoHA — 00pazoBaTenbHON
OpraHu3ali  yKOMIUIGKTOBaH  MeYaTHBIMH  ©U  (Win) AIIEKTPOHHBIMU
oOpa3oBaTeIbHBIMU ¥ WHGOPMAIIMOHHBIMUA PECypCcaMH, PEKOMEHOBAHHBIMU JJIs
WCITOJIB30BaHUS B 00pa30BaTEIILHOM ITPOIIeCCe

4.2.1 TleyaTHble U3AAHUA
1. Omudep B. T'., Onmudep H. A. Komnwtorepusie cetu. [IpUHIMIBI, TEXHOJIOTUH,
MPOTOKOJIBI: YUeOHUK i BY30B. 5-¢ uzl. Uznarensckuii 1om «[ TUTEP», 2019,2020.

4.2.2 JeKTPOHHbBIE N31aHUA (3JIEKTPOHHbIE Pecypchl)

1. JluGpos, M. B. KommnbeloTepHbIe ceTU U TeJICKOMMYHUKAIMK. MapmipyTtu3aius B
IP-cetsix B 2 4. Yacte 1 : yueOnuk u mpaxtukym st CIIO/ M. B. lubpoB. —
Mocksa : UzmarensctBo FOpaiit, 2020. — 333 c. ObC [Opaiit [caiiT]. — Pexum
nocrymna: http://urait.ru/bcode/452574
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2. Jlu6pos, M. B. KommnbioTepHble CETH U TE€IEKOMMYHUKalUU. MapuipyTusanus B
IP-cersix B 2 4. YacTth 2 : yueOHuk u npaktukym mis CIIO / M. B. {uGpoB. —
Mocksa : U3parensctBo FOpaiit, 2020. — 351 c. 9bC IOpaiit [caiit]. — Pexum
noctyma: http://urait.ru/bcode/453065

3. IIpoextupoBanrie HHGHOPMAIIMOHHBIX CUCTEM : YUYEOHHK U mpakTukym jist CIIO /
. B. Yucros, II. II. MenbaukoB, A. B. 3onotaprok, H. b. Huuenopyk ; mnon
obur.pen. . B. YucroBa. — M. : U3znarensctBo FOpaiit, 2018. — 258 ¢. — (Cepus :
[Tpodeccuonansuoe obpazoBanue). — ISBN 978-5-534-03173-7. Pexxum poctyma:
https://biblio-online.ru/viewer/proektirovanie-informacionnyh-sistem-414925#/

4. Tenraiikun, E. A. IlpoektupoBanue ceteBoil MH(ppacTpykTypsl. OpraHuzanus,
OPUHITUIIBI ~ TIOCTPOSHUS W (YHKIIMOHUPOBAHMSI ~ KOMIBIOTEPHBIX  CETEH.
JlabGopaTtopHbie paboThI : yueOHOe ocobue mist cro / E. A. Tenraiikun. — 2-¢ u3m.,
crep. — Cankr-IletepOypr : Jlanp, 2021. — 108 c. OBC Jlanb: Pexxum poctyma:
https://e.lanbook.com/book/156619

4.2.3. JlonoiHUTEIbHbIE HCTOYHUKH

1. Komnerotepubie cetu: Yu.nmoc. / H.B.MakcumoB - 6 uzn. - M.:@opym, HUI]
NH®PA-M,2018 - 464 c.(CI1O)(I1)

2. lllesenes, 1O. I1. JIuckperHnas matemartuka : yueoHoe nmocobue nis CIIO / 1O. I1.
[esenes. — Cankt-IlerepOypr : Jlanp, 2021. — 592 c. ObC Jlanb Pexxum nocrymna:
https://e.lanbook.com/book/161638

4.3. O0mme TpeOOBaAHUA K OPraHU3ALUMN 00Pa30BaTEJIBLHOIO NPoLecca

OcBoeHue mnporpamMMbl Moayisi Oa3upyeTcs Ha M3YYEHUM JUCHUILIAH
MaTeMaTUYeCKOro W  OOIIEero eCTeCTBEHHOHAy4YHOro y4eOHOro 1uKiIa U
o01ienpodecCuOHAIBLHOTO UKIIA.

VYyeOHast mpakTHKa MPOBOJUTCS KOHIEHTPUPOBAHHO B YyUEOHBIX MACTEPCKUX
bunmana.

[IpousBoACTBEeHHAsT MpakTHKa (M0 MPOQPIIIIO CHENUATLHOCTH) MPOBOIUTCS
KOHIICHTPUPOBAHHO B OpraHM3alusiX, JEATEIbHOCTb KOTOPBIX COOTBETCTBYET
POHUITIO IIOJATOTOBKH 00YUYarOIIHXCS.

PesynbraThl MPOXOXKAECHHS TPOU3BOACTBEHHON TMPaKTUKU (MO MPOPUITIO
CHEIUATBHOCTH) TI0 MPO(PECCHOHATIEHOMY MOJYJI0 YUYUTHIBAIOTCS MPU MPOBEICHUU
HK3aMeHa.

4.4. KaapoBoe o0ecnieuenne 00pa3oBaTejibHOIO nmpoiecca

Peanuzaumss ~ pabouedt  mporpaMMmbl  MPodecCHOHATBLHOTO MOy
o0ecrnieunBaeTcs MeAarorndeCKuMU pabOTHUKaMU 00pa30BaTEeNbHON OpraHU3aIiy, a
TakKe JUIAMH, TPUBICKAEMbIMH K peanu3alii 00pa30BaTeNbHONW MpOTrpamMMbl Ha
WHBIX YCJIIOBHSX, B TOM YHCJIC U3 YHCIIa PYKOBOAUTENEH U PAaOOTHUKOB OpraHU3aIINM,
HaIpaBJICHUE JESATEIbHOCTH KOTOPBIX COOTBETCTBYET 00JIACTH MPO(hecCHOHATBHON
nesitenbHocT 06 CBsA3b, MH(MOPMALMOHHBIE M KOMMYHHMKAIIMOHHBIE TEXHOJIOTUU
(uMmeronux cTak paboThl B TaHHOW NTPO(eCCHOHANBbHOM 001acTH HE MEHee 3 JIeT).
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KBanuukanus nenarorndeckux pabOTHUKOB 00pa3oBaTebHOM OpraHU3aliu
OTBEYACT KBAIM(PHUKALMOHHBIM TpPEOOBAHUSAM, YKa3aHHbIM B KBaJIM(PUKAIIMOHHBIX
CIpaBOYHMKAX U (WJIM) MPOPECCUOHANBHBIX CTaHAAPTAX.

[legarornyeckue pabOTHUKH, IPUBJIEKAEMBIE K peau3aluu 00pa30BaTeIbHON
IpPOrpaMMBbl, IMOJIy4alOT JOIMOJHUTEIbHOE MpOo(hecCHOHANBbHOE 00pa3oBaHUE IO
IporpaMMaM IMOBBIIIEHUS KBaJU(UKaLWU, B TOM 4YHcie B (OpME CTa)KUPOBKH, B
OpraHM3alMsIX, HANpaBICHUE JESATEIIBHOCTH KOTOPBIX COOTBETCTBYET O00JIacTH
npo(hecCHOHANBHOM  JeSTENbHOCTH 06 CBs13b, UH(pOpPMAMOHHBIE U
KOMMYHHUKAIIMOHHBIE TEXHOJIOTUM HE pexe | pasa B 3 roga ¢ y4eToM pacIIMpeHUs
CHEeKTpa MPO(HecCHOHATBEHBIX KOMIIETSHIIUH.
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5. KOHTPOJIb U OLIEHKA PE3YJIbTATOB OCBOEHMS
MPO®ECCHOHAJIBLHOTO MOAY.JISI (BUJIA AESTEJALHOCTH)

Kon u naumenoBanue
Nnpo¢ecCHOHAIBHBIX U
00IIUX KOMIIeTeHIHIA,
(opmupyembIX B paMKax
MOYJIs

Kpurepuu ouenku

MeTtoabl OlIEHKH

IIK 1.1. BeimoaHsTh
MIPOCKTUPOBAHHUE
Ka0eNbHOU CTPYKTYPHI
KOMITBIOTEPHOU CEeTH

O1neHkKa «OTJIIMYHOY - TEXHUUYECKOE 3a7aHHe
MIPOaHAIU3UPOBAHO, AITOPUTM pa3padoTaH,
COOTBETCTBYET TEXHUUECKOMY 3aJJaHUI0 U
0(OpMIIEH B COOTBETCTBUU CO CTaHAApTaMH,
IIOSICHEHBI €70 OCHOBHBIE CTPYKTYPBHI.
OreHka «XopoILoy - alropuT™ pazpaboTaH,
0(opMIICH B COOTBETCTBUH CO CTaHAAPTAMU U
COOTBETCTBYET 33aJJaHUIO, OSACHEHBI €r0
OCHOBHBIE CTPYKTYpBI.

OLeHKa «yA0BJIETBOPUTEIBHOY - AIITOPUTM
pa3paboTaH U COOTBETCTBYET 3aJJaHUIO

Ok3ameH/3aueT B hopme
cobeceIOBaHNA:
NPAaKTUYECKOE 3a/1aHNe
10 TIOCTPOCHHIO
aJIrOpUTMa B
COOTBETCTBUHU C
TEXHUYECKUM 3aTaHUEM
3amuTa OTYETOB IO
IIPaKTUYECKUM padboTam
3amuTa KypcoBOro
MIPOEKTa

3amuTa OTYETOB IO
y4ueOHOM 1
NPOU3BOACTBEHHON
PaKTUKaM

[IK 1.2. OcymecTBasaTh
BBIOOP TEXHOJIOTHH,
UHCTPYMEHTAIBHBIX
CPEJICTB U CPE/CTB
BBIUMCIUTEIHHOM
TEXHHUKH TPU
OpraHM3aly rpouecca
pa3paboTKu u

OrneHka «OTJIMYHO» - TEXHUYECKOE 3a/1aHue
MPOAHATN3UPOBAHO, AJITOPUTM pa3padoTaH,
COOTBETCTBYET TEXHUUECKOMY 3a/IaHUI0 U
0(opMIICH B COOTBETCTBUH CO CTaHIAAPTAMH,
HOSICHEHBI €r0 OCHOBHBIE CTPYKTYPBHI.
Or1eHKa «XOPOIIOY -AITOPUTM pa3paboTaH,
0(opMIIEH B COOTBETCTBUH CO CTaHAAPTaMU U
COOTBETCTBYET 33/IaHUIO, TIOSICHEHBI €T

Dk3amen/3a4et B popme
cobecenoBaHMUS:
MPaKTUYECKOE 3a/IaHUC
IO TMIOCTPOCHUIO
aJITOpUTMA B
COOTBETCTBHHU C
TEXHUUYECKUM 33aJJaHUEM
3ammura OTYETOB 110

UCCIIEIOBaHMS OCHOBHBIE CTPYKTYPBI. MPAKTUYECKUM paboTam

00BEKTOB OreHKa «yI0BIETBOPUTEIBHOY - aITOPUTM 3ammTa KypcoBOro

npodeccuoHaIbHON pa3paboTaH U COOTBETCTBYET 33JaHUIO MpOeKTa

JeSITeTbHOCTH 3ammTa OTYETOB 110
yueOHOM 1
IIPOU3BOJCTBEHHOMN
MPaKTHUKaM

IIK 1.3. O6ecneunBarh | O1EHKA «OTIUYHOY - TEXHUUYECKOE 3a/IaHUE Dx3amen/3auet B hopme

3amuTy HHGQOPMAIIUK B | IPOAHATH3UPOBAHO, aJITOPUTM pa3padoTaH, cobeceJoBaHuU:

CEeTHU C
HCII0JIb30BaHUEM
IPOrpaMMHO-
anmapaTHbIX CPECTB

COOTBETCTBYET TEXHUUECKOMY 33JJaHUIO U
0(opMIIEH B COOTBETCTBUU CO CTAaHAAPTAMH,
MOSICHEHBI €70 OCHOBHBIE CTPYKTYPBHI.
OreHKa «XOpOIIOY» - AITOPUTM pazpaboTaH,
0(OpMIIEH B COOTBETCTBUU CO CTaHAAPTaMH U
COOTBETCTBYET 3aJJaHUIO, IIOSCHEHBI €r0
OCHOBHBIE CTPYKTYPBI.

OrneHka «yA0BIETBOPUTEIBHO» - AITOPUTM
pa3paboTaH U COOTBETCTBYET 3aJIaHUIO

NPaKTUYECKOE 3a/1aHNe
10 TOCTPOEHHIO
aJITOpHUTMA B
COOTBETCTBHUHU C
TEXHUYECKUM 3aaHUEM
3ammra oTYETOB 110
MPaKTUYECKUM paboTam
3amuTa KypcoBOro
MIPOEKTa

3amra oTYETOB 10
y4eOHOU 1
IIPOM3BOICTBEHHOMN
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MPaKTHUKaM

I1K 1.4. Ilpuaumats
ydacTue B [IPUEMO-
CIATOYHBIX
VCIIBITAHUSAX
KOMITBIOTEPHBIX CETEN
U CETEBOTO
000pyI0BaHUs
pa3IMYHOTO YPOBHA U B
OLICHKE KauecTBa U

O1neHKa «OTJIIMYHOY - TEXHUYECKOE 3a7aHHe
MIPOaHAIU3UPOBAHO, AITOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUUECKOMY 3aJJaHUI0 U
0(OopMIIEH B COOTBETCTBUU CO CTaHAApTaMH,
IIOSICHEHBI €70 OCHOBHBIE CTPYKTYPBHI.
OrneHka «XopoILoy - alropuT™ pazpaboTaH,
0(opMIICH B COOTBETCTBUH CO CTaHAAPTAMU U
COOTBETCTBYET 33/IaHUI0, IOSICHEHBI €T0
OCHOBHBIE CTPYKTYDBI.

Dk3amMeH/3a4ueT B popme
cobeceIOBaHUA:
MPAKTUIECKOE 3aaHNe
10 TTOCTPOSHHIO
aJITOpUTMa B
COOTBETCTBUH C
TEXHUYECKUM 33J]aHUEM
3amTa OTYETOB 110
IIPaKTUYECKUM padboTam

IKOHOMHUYECKOM O1eHKa «yI0BJICTBOPUTEIBHOY - aITOPUTM 3amuTa KypcoBOro

3¢ (HEeKTUBHOCTH pa3paboTaH v COOTBETCTBYET 3aJJaHUIO MIPOEKTa

CETEBOI TOIOJIOTUU 3amTa 0OTYETOB 110
y4ueOHOMU 1
MIPOU3BOJICTBEHHOMN
MIPAKTUKAM

[1K 1.5. BeinonssTh OrneHkKa «OTJIIMYHOY - TEXHUYECKOE 3aaHHe Dk3amen/3a4et B popme

TpeOOBaHUS MPOAHATIM3UPOBAHO, AJITOPUTM pa3padoTaH, co0eceI0BaHus:

HOPMATHUBHO- COOTBETCTBYET TEXHHUUCCKOMY 3aJIaHUIO U NPaKTUYECKOE 3a/IaHUC

TEXHUYCCKOH 0(OpPMIICH B COOTBETCTBUH CO CTAaHJAAPTaAMH, | IO MIOCTPOCHHIO

JIOKYMEHTAIUH1, UMETh
OMBIT OhopmIIEHUS
MPOEKTHOM
JIOKYMEHTaluu

HOSICHEHBI €T0 OCHOBHBIE CTPYKTYPHI.
OreHKa «XOpOIIOY» - AITOPUTM pa3padoTaH,
oopmIteH B COOTBETCTBUY CO CTaHAAPTAMH U
COOTBETCTBYET 3aJIaHUIO, IIOSICHEHBI €TI0
OCHOBHBIE CTPYKTYPBI.

OrneHKa «yJI0BJIETBOPUTEIBHOY - aITOPUTM

aJIrOpUTMa B
COOTBCTCTBUH C
TEXHUYECKHUM 3aJaHuEM
3amuTa 0TYETOB MO
MIPAKTUYECKUM padoTam
3ammura KypcoBOro

pa3paboTaH U COOTBETCTBYET 33JaHUIO IpOeKTa
3amuTa OTYETOB 110
yueOHOM 1
IIPOU3BOJCTBEHHOMN
paKTHUKaM
OK 01. Beibupats — 000CHOBAaHHOCTH IIOCTAHOBKH 11EJIH, Wnarepnperanus
CIOCOOBI peLIeHUs BBIOOpPA M IPUMEHEHHSI METOJIOB U CITIOCOOOB | PE3yJIbTAaTOB
3a1a4 peleHus MpoeCCUOHANBHBIX 3a/1a4; HaOJI0/1eHuH 3a
po(eCCHOHANBHOM - aJIeKBaTHas OLIEHKA M CAaMOOIICHKA JEATEIbHOCTBIO
NeSITeNbHOCTH, (P PEKTUBHOCTH U Ka4eCTBA BBHIIIOJIHEHHUS oOyuaroIerocs B
NPUMEHUTEIBHO K npoeCCHOHATBHBIX 3a1a4 HPOLIECCE OCBOEHHUS
Ppa3IUYHbIM o0pa3oBaTesbHOI
KOHTEKCTaM pOrpaMMBbI
OK 02.OcymuiecTBasITh | - UCTIOIb30BAHUE PA3IMUYHBIX UCTOYHUKOB,
TIOWCK, aHATN3 U BKJIFOUasl SJIEKTPOHHBIE PECYPCHI, DKcnepTHoe

UHTEPIPETAINIO
uHopManuu,
HEOOXOIUMOM IS
BBITTOJIHEHUS 3a/1a4

Meauapecypcesl, IHTepHeT-pecypckhl,
NEPUOANYECKHE N3JIAaHUSA 110 CIEIUAIIBHOCTH
JUTSI pelIeHus MpodecCnoHaIbHBIX 3a/1a4

npodeCCHOHATBHON

JESITENIbHOCTH

OK 03. IimanupoBaTh U | - IEMOHCTPALMSI OTBETCTBEHHOCTH 32
pean30BhIBATh MIPUHSITHIE PEIICHUS

coOCTBEHHOE - 000CHOBAaHHOCTh CaMOAHAJIN3a U KOPPEKIIHS

npodeccuoHanbHOe U
JIMYHOCTHOC PA3BUTHC

pe3yIbTaTOB COOCTBEHHOM pabOThI

HaOJIFOEHME U OIlEHKA
Ha MPaKTHYECKUX
3aHATHSX, P KYPCOBOM
MPOEKTUPOBAHUH, TIPH
BBITIOJTHEHUH padoT 10
yueOHOil 1
MPOU3BOJACTBEHHOMN
MPaKTUKaM

OK3aMeH
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OK 04. PaboTaTb B
KOJUUICKTUBE ¥ KOMaH/IE,
a3 pexTruBHO
B3aHUMOJCHCTBOBATH C
KOJIJIeTaMu,
PYKOBOJICTBOM,
KJIAEHTaMH

- B3aUMOJICHCTBHE C 00YJaIOIUMHUCH,
IpEernoIaBaTeIMU U MacTepaMu B X0J1e
00y4eHUs, C pYKOBOJIUTEISIMU yU4SOHOU U
IIPOU3BOJCTBEHHO! IIPAKTUK;

- 000CHOBaHHOCTb aHaJIN3a pabOThI YIECHOB
KOMaH/1bl (TIOAYNHEHHBIX )

OK 05. OcyiecTBasTh
YCTHYIO U TUCBMCHHYIO
KOMMYHHKAITHIO Ha
rOCy/IapCTBCHHOM
SI3BIKE C yYETOM
0COOEHHOCTEH
COIIMAJIBHOTO U
KYJIBTYPHOTO
KOHTEKCTa

-TPaMOTHOCTb YCTHOW M IMCbMEHHOU peyy,
- AICHOCTb ()OPMYJIMPOBAHUS U U3JI0OKEHUS
MBICJIEH

OK 06. IlposiBisATh
IpaXKAaHCKO-
NaTPUOTUYECKYIO
IIO3UILIHIO,
J€EMOHCTPHUPOBATH
OCO3HAHHOE IOBE/ICHUE
Ha OCHOBE
TpaJUuLIMOHHBIX
0011e4eI0BeueCKuX
LIEHHOCTEH, IPUMEHSTh
CTaHJapThl

- co0JII0/IeHNE HOPM TOBE/IEHUS BO BpeMs
y4eOHBIX 3aHATHIA U MPOXOXKACHUS YIeOHON U
IIPOU3BOJCTBEHHON IIPAKTHUK

AHTUKOPPYIIIMOHHOTO
MOBEJICHUS

OK 07. CopeiictBoBaTh | - 3ppexTuBHOCTH BhINOJHEHUS npaBui Th Bo
COXPaHEHHUIO BpeMsl Y4EOHBIX 3aHITUMN, TIPU TPOXOKACHUN
OKpYKarolleu Cpeibl, y4eOHOM U TPOU3BOJACTBEHHOU MPAKTHK;
pecypcocOepeReHuto, - 3HAHUE U UCIIOJIb30BAaHUE

b pexTUBHO pecypcocOeperaromux TeEXHOJIOTHH B 00J1acTh
JIEWCTBOBATH B TEJIEKOMM YHUKALAN

Ype3BbIYAHBIX

CUTYaIUAX

OK 08. Hcnonb3oBaTh
cpencTBa puU3NYECKOi
KYJIBTYPBI JIIs
COXpaHEeHHUs U
YKPEIUICHUS 37I0POBbS B
npoiiecce
npodeCCHOHATBHON
JeSITeTbHOCTH U
TIOJIePIKaHUS
HE00XO0IUMOTO YPOBHS
buzIecKoit
HOJrOTOBJICHHOCTH

- 3(PeKTUBHO UCTIOIB30BATh CPEACTBA
(bu3MYECKOI KyIbTYPHI JUISI COXPAaHEHHS U
YKpEIJIEHUs 3J0pPOBBS B IpoIECcCe
npodeccHOHANBEHON A TEILHOCTH U
nojiepKaHue HeoOX0AMMOTO YPOBHS
(bu3MYECKOI MOATOTOBIEHHOCTH

OK 09. Ucrionb3oBarh
uH(GOpPMaIMOHHBIE
TECXHOJIOTHUHU B

- 9(ppeKTUBHOCTH MCTIOIB30BAHUS
MH(POPMALMOHHO-KOMMYHUKAITUOHHBIX
TEXHOJIOTHl B MpoQeccuoHaIbHON
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npodecCHOHATbHON
ACATCIIbHOCTHU

JESITEIBHOCTH COTJIaCHO (hOPMUPYEMBIM
YMEHMSIM U [10JIy4aeMOMY ITPAKTUYECKOMY
OIBITY

OK 10. ITonp3oBaThCs
npodecCHOHATbHON
JIOKYMEHTaluen Ha
rOCyIapCTBEHHOM U
WHOCTPAHHOM SI3BIKAX

- 3((peKTUBHOCTH UCTIONIL30BAHUS B

PO eCCHOHATBHON JeATEHHOCTH
HEO0OXOIMMOM TEXHUYECKON JOKYMEHTAIIUH,
B TOM YHCJI€ HA HHOCTPAHHOM SI3BIKE

OK.11. HUcnomp30BaTh
3HaHUS 0 (PUHAHCOBOKH
TPaMOTHOCTH,
TUTAHUPOBATH
MIPEANPUHUMATEIIbCKYIO
JIEATCIEHOCTD B
npodeCCHOHAIbHON

chepe

- 3(ppekTHBHO IIIAHUPOBATH
PEIIPUHIMATEIBCKYIO JICITeILHOCTD B
npodeCCHOHATBLHOM cepe Mpu MPOBEIACHUN
paboT 1o KOHCTPYUPOBAHHUIO CETEBOU

UHQPaACTPYKTYPbI
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